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WOP-2ac-LR2.PykoBOACTBO MO aKcnayaTauum.AHHOTauus

1 BBeaeHwue

1.1 AHHOTauus

CoBpeMeHHble TEHAEHLMN Pa3BUTUA CBA3M AUKTYIOT oreparopamM HeobxoAMMOCTb noucka Hanbornee
ONTUMaJIbHbIX TEXHO/IOIMIA, NO3BO/IAOLWMNX YAOBNETBOPUTL CTPEMUTE/IBHO BO3pacTaroLLme noTpebHoCTH
ab0OHEHTOB, COXpPaHsA Npu 3TOM NPEEMCTBEHHOCTbL BGU3HEC-NPOLECcCcOoB, TMOKOCTb Pa3BUTKA 1 COKpaLleHne
3aTpar Ha npefocTas/ieHne pas/iMyHbIX cepBucoB. becnpoBoHble TexHOMorMy Bce 6onblue HabuparoTt
060pOTbl U K JAHHOMY MOMEHTY B KOPOTKOE BPeMS MPOLLIN OrPOMHbIA MYTb OT HECTAOWU/IbHbIX
HU3KOCKOPOCTHbIX CeTei CBA3M Masioro paguyca fo ceteit LM, conocTtaBUMbIX N0 CKOPOCTH € NMPOBOAHbLIMU
CETAMU C BbICOKMMU KPUTEPUAMMW K KAYeCTBY NpefoCcTaB/IeHNs YCyr.

WOP-2ac-LR2 — ycTpoiicTBO, npeaHasHavyeHHoe Ans opraHmsauun BLUM/ cetn B MaccmnBax YacTHOM
3actpoiikn. WOP-2ac-LR2 no3sonsieT o6ecneymTb LUMPOKONOOCHbIV AOCTYN B VIHTEPHET K/IMEeHTaM Ha
paccTosiHUM A0 3 KM. YCTPOMCTBO ABNSAETCHA He3aMeHVMbIM peLleHeM /19 opraHu3aumm 6ecrnpoBogHOi ceTu
B Pa3/IMYHbIX KIMMaTUYeCKMX YCI0BUSAX — B LUMPOKOM AnanasoHe paboumx Temneparyp 1 BbICOKOM
B/TQXKHOCTU, C BO3MOXHOCTbIO MOAK/MOYEHNSA Pa3/INYHbIX TUMOB CEKTOPHbIX @HTEHH.

B HacTosLWEeM pyKOBOACTBE MO 3KCM/yaTaunm U3noxeHbl Ha3HayeHne, OCHOBHbIE TEXHUYECKUE
XapaKTepuCTUKN, KOHCTPYKTUBHOE UCMONHEHWe, NOPAA0K YCTaHOBKM, Npasuia KOHUIypupoBaHus,
MOHUTOPUHIA 1 CMeHbI NPOrpaMMHoOro obecneveHms 6asosoli ctaHuun WOP-2ac-LR2.

1.2 YcnoBHble 0603HaYeHUs

MNpumeuaHns n npegynpexaeHus

© MpumedaHus cogepxar BakHYH UHIIOPMALMIO, COBETLI UM PEKOMEHAALM MO UCMOMb30BAHMIO 1
HaCTpoiike yCTpOWCTBA.

© TMpeaynpexaeHys MHPOPMUPYIOT MO/L30BATESA O CUTYaLSX, KOTOPbIE MOTYT HAHECTU BPe[,
YCTPOICTBY U YENOBEKY, MPUBECTM K HEKOPPEKTHOI paboTe YCTPOCTBA UM NOTEepPe AaHHbIX.

2 OnucaHue nsnenuns

2.1 Ha3HaueHue

BasoBas ctaHuus WOP-2ac-LR2 (ganee «ycTpoiicTBO») pa3paboTaHa A58 NpeAoCcTaB/1eHUS LLNPOKOMO/I0CHOTO
[0CTYNa B VIHTEPHET K/IMEHTaM Ha PacCTosiHUM A0 3 KM U opraHusaumm 6ecnpoBogHbix MmoctoB (WDS).
YctpoiicteBo WOP-2ac-LR2 — HoBelillee rmbkoe pelleHne, obecnednBatollee 60/bLLUYH 30HY NOKPbITUSI CETK
3a CYeT MOLLHOCTU nepeaatumnka (40 26 A5M) 1 NCNONb30BaHMSA CEKTOPHbIX aHTEHH. Bnarogaps BbICOKO
NpPOV3BOAMUTENILHOCTI annapaTHoi NNaTropMbl, BO3MOXHOCTSAM MaclITabupoBaHUs, UHTYUTUBHO NMOHATHOMY
NHTepeicy, MOXHO Nerko 1 6bICTPO pasBopaudnBaTb 6ecnpPoBOAHYIO I T-MHPPACTPYKTYPY.

TexHonorunss POE+ faet BO3MOXHOCTb YCTAHOBKM 060pYA0BaHNs B NIIOObLIX MecTax, He3aB1CUMO OT
pacnosIoXeHNA NCTOUYHMKA 3/1EKTPONUTaHNS, NO3BOJISIET IKOHOMUTbL HA CTOMMOCTU CUOBBIX Kabenei v genaet
WMHCTaNNAUMI0 NPOCTON N He TPeBYOLLEN BONbLLMX 3aTpaT BPEMEHM.

2.2 XapaKTepucTuku yCTpoicTea
Uumepagpelicbl:

*+ 1 Combo-nopt 10/100/1000BASE-T (Ethernet)/100/1000BASE-X (SFP);
+ 2 pazbema SMA-Tuna (female) gnst noakNOYEHUst BHELLIHWMX aHTEeHH. BbIGop MoAeny 3aBUCHT OT
MCNOMb30BaHMs TOUKM JOCTYNa: A/15 6eCnpoBOAHbLIX MOCTOB NPeANoYTUTE/IbHEE BbIGUpaTh
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y3KOHanpas/IEHHbIE aHTEHHbI, & B PexrMe 6a30B0i CTaHLMN CEKTOPHbIE aHTEHHbI C 60/1ee LLIMPOKOWA
Amnarpammon Harnpas/IeHHOCTY,;
+ Wi-Fi 2.4 Ty IEEE 802.11b/g/n.

MuTaHune ycTpolicTBa ocywecTtensietcs yepes PoE-utxektop (IEEE 802.3at-2009).
dyHKYuUU:
BoamoxHoctnn WLAN:

* nogaepxka ctaHgaptos IEEE 802.11b/g/n;

* arperauusi aaHHbix, Bkoyas A-MPDU (Tx/Rx) n A-MSDU (Rx);
* NpuopuTETHI 1 NNIAaHUPOBaHKE NakeToB Ha ocHoBe WMM,;
* nogpepxka ckpbitoro SSID;

* 4 BUpPTya/ibHble TOUKM AOCTYNa;

* nopgaepxka MAC ACL,;

+ 06HapyXeHne CTOPOHHUX TOYEK AO0CTYNa;

* nopaepxka APSD;

* CrneKTpoaHanu3arop;

* nopaepxka 6ecnpoBogHbix MocToB (WDS);

+ Polling;

* noaaepxka YMKCUPOBAHHOW LIEHTPasIbHON YacToThl;

* MexXceKTopHas cuHxpoHusaums (PTP)'.

CeteBble yHKUUNN:

* aBTOMAaTM4YeCKOe COr/lacoBaHNE CKOPOCTK, AYMNIEKCHOTO PeXMMa U NEPEKITIYUEHNS MEXAY PeXMMamn
MDI n MDI-X;

+ nopaepxka VLAN (Access, Trunk, General);

+ nopaepxka Hactporikn C-VLAN 6e3 ucnonssosaHus RADIUS-cepBepa,;

« mannuHr VLAN;

* DHCP-knueHT;

+ nogaepxka NTP;

T Tonbko anst WOP-2ac-LR2 SYNC

* nopaepxka Syslog;

* DHCP snooping;

*+ IGMP snooping (C BO3MOXHOCTbI0 OrpaHUYEHNsA KO/TMYECTBa rpynn);
* (punerpauuns BPDU;

+ nopgaepxka Ping Watchdog.

®yHkuMn QoS:

* OrpaHu4YeHune NpPonyckHOn cnocobHocTH ansa kaxaoro SSID;
* OrpaHu4YeHune CKOpoCTU AN KveHTa Ha Kaxaom SSID;

* MHAVBUAYaUTbHOE OrpaHnyeHne CKOpoCTU /1S KNNEHTS,;

* npuoputesaums Tpadguka Ha ocHoBaHun MAC/IP-agpeca;

* n3meHeHue napametpos WMM ansi pagmonHtepgeiica;

* nopaepxka npuoputnsaumm no CoS, DSCP n VLAN ID.

be3onacHoCTh:

* UeHTpasim3oBaHHas aBTopusauus yepe3 RADIUS-cepeep (WPA/WPA2 Enterprise);
* wundposaHne gaHHbIXx WPA/WPA?2;
* 64/128/152-6utHoe WEP-LundpoBaHne AaHHbIX.

Ha pricyHke 1 npuBefeHa cxema npumMmeHeHuns obopygosaHnsa WOP-2ac-LR2.
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2.3 OCHOBHblE TEXHMYECKME NapaMeTpbl

OCHOBHblE TEXHMYECKME NapaMeTpbl YCTPOCTBA NpuBeAeHs! B Tabnuue 1.

Tabnmua 1 — OCHOBHbIE TEXHMYECKUEe napameTpbl

MapameTpbl Ethernet-uHtepdeiica

Konnyectso nopToB

ANEeKTPUUYECKMii pasbem

CkopocTb nepegaun, Méut/c

lMNoppepxka ctaH4apToOB

OcobeHHOCTM nopTa

MapameTpbl 6ecnpoBOAHOrO UHTEpdeiica

CraHgapTsl

YacToTHbI gnanasoH, My

Mogaynauus

CKOpOCTb Nepefaun aaHHbIx', Méut/c

MakcumasibHaa BbixogHas MOLLHOCTb I'IE[I)G,EI,{:'{T‘—II/IKa2

UyBCTBUTENBHOCTb NPUEMHUKA

Be3onacHocTb

YnpaBneHue

YpaneHHoe ynpas/seHue

OrpaHnyeHve goctyna

RJ-45/SFP

10/100/1000, aBTOONpPEAENEHNE

BASE-T/BASE-X

Combo-nopt

802.11b/g/n

2400-2483.5 MI'y,

BPSK, QPSK, 16QAM, 64QAM

802.11b: go 11 MéuTt/c
802.11g: go 54 Méut/c
802.11n: go 300 Méut/c

2.4T1Tuy: 26 pbm

2.4TTy: po-98 nbm

64/128/152-6utHoe WEP-undpoBaHve faHHbIX,
WPA/WPA?2, ueHTpann3oBaHHasa aBTopusauus
uepes RADIUS-cepeep (WPA/WPA2 Enterprise)

Web-uHtepdeiic, CLI, Telnet, SSH, SNMP,
NETCONF

NokanbHasa ayTeHTUdUKaUusa 1 ayteHTUmkaums
yepe3 RADIUS-cepsep



WOP-2ac-LR2.PykoBOACTBO NO 3Kcnsyaraum.OCHOBHbIE TEXHUYECKME napamMeTpbl

Oo6Lwwme napameTpbl

RAM 128 Mb

Flash-namsaTtb 32 MB SPI Flash
MuTaHne PoE+ (IEEE 802.3at-2009)
MoTpebnsiemasi MOLWHOCTb He 6onee 13 BT

Pabounin gnanasoH Temneparyp 0T -45 no +65 °C
OTHOCUTENbHAA BMaXHOCTb [095 %

CreneHb 3alunThl IP54

Fabaputhbl 88 x 232,5 x 47 Mmm
Macca 0,32 kr

T MakcumasibHas ckopocTb 6eCnpOBO/HOM Nepeaayn AaHHbIX onpesesneHa cneurthrkaumsMin cTaH4apToB
IEEE 802.11b/g/n. PeanbHas nponyckHas cnocobHOCTb ByAeT ApYroi. YCnoBus, B KOTOPbIX paboTaeT ceTb, a
TakkKe hakTopbl OKPYXaloLLe cpeabl, Bkitoyas 06bem ceTeBoro Tpadvka, CTpomTeNbHble MaTepuasibl 1
KOHCTPYKLMW 1 Cy)XebHble AaHHble CEeT MOTYT CHU3UTb peasibHY0 NPONYyCKHY Cnoco6HOCTbL. Ha paanyc
[leCTBNA CETN MOTYT BMATb (DAKTOPbI OKPYXatoLLein cpeabl.

2 KonmyecTBo KaHa/10B 1 3HAYEHNE MaKCUMasibHOW BbIXO,D'HOVI MOLLHOCTH 6y,£l|yT N3MEeHATbCA B COOTBETCTBUUN C
npasuiamMmn paanod4actoTHOro peryimposaHus B BaLLel CTpaHe.



WOP-2ac-LR2.PykoBoACTBO Mo akcnnyaTalmn.KOHCTPYKTUBHOE UCMNOIHEHME

2.4 KOHCTPYKTMBHOE WCMOMHEHnEe

YctpoiictBo WOP-2ac-LR2 umeeT nnacTuKoBbIli KOpNyc B NPOMbILIEHHOM UCNOMHEHUW. BHeLWHWA Bug,
ycTpoiictBa WOP-2ac-LR2 npuBeaeH Ha pricyHke 2.

PucyHok 2 — BHewwHuin Bug ycTpoiictBa WOP-2ac-LR2
MoA, KPbILLKOW B HUXHE YacTu yCTpoiicTBa pacnonoxeHsl combo-nopt 10/100/1000BASE-T (Ethernet)/
100/1000BASE-X (SFP) anst noakntoueHusi K BHyTpeHHel ceT 1 nutaHnto PoE, kneMma 3a3eM/1eHust 1 KHomnKa
c6poca Kk 3aBoackum HacTpoiikam (F), prcyHok 3.

| O~

PucyHok 3 — Moptbl WOP-2ac-LR2
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WOP-2ac-LR2.PykoBoACTBO No 3aKkcnyaraumm.CeeToBas nHankaumns

2.5 CaetoBas nHgukauus

BHewHwuin Bug, naHenn nHgukaumm WOP-2ac-LR2 npuepgeH Ha pucyHke 4 .

;] ]

EEEREER
O&s-uil

PucyHok 4 — BHewHwuiA Bug, naHenn niankaumm WOP-2ac-LR2

Tekyllee COCTOsIHME YyCTPOoCTBa 0TObpaxaeTcs Npu NOMOLLM MHAMKATOPOB, PACNOIOXKEHHbIX HA NepegHeit
naHenun yctpoictea WOP-2ac-LR2. MepeyeHb MHAMKATOPOB M UX OnMcaHne npuBeaeHbl B Tabsve 2.

Tabnuua 2 — OnncaHve HAMKaToOpPOoB

UHpukaTop CocTtosiHne uHaukatopa OnucaHue
Power — uHgvkatop 3€/1eHbIiA, FOPUT NMOCTOSAHHO  MUTaHME NOAKMIOUYEHO, HOpMasibHasa paboTta
nuTaHua 1 ctatyca paboTsbl
ycTpolicTBa
OpaHXeBblit, ropuT YCTPOWCTBO He nonyuwno agpec no DHCP
NMOCTOSAHHO

O

KpacHbIi, TOpuUT NOCTOSIHHO ~ 3arpyska ycTpolicTa

11



WOP-2ac-LR2.PykoBOACTBO NO akcnayaTaumn.Copoc K 3aBoACKMM HAcTpoikam

Nuaukatop CocTosiHMe uHaukatopa OnucaHue
LAN — vHgukaTop nopta roput 3enexbim (10, 100 kaHan mexay Ethernet-untepdeiicom WOP-2ac-
Ethernet-untepdpeiica M6uT/C)/ OpaHXeBbIM LR2 » nogknto4YeHHbIM YCTPOCTBOM aKTUBEH

(1000 M6KT/C)

muraet npoLecc NakeTHOW nepeaaymn AaHHbIX Mexay
Ethernet-nHTtepdelicom WOP-2ac-LR2 u
MOAKMOUYEHHbIM YCTPORCTBOM

WLAN — nHankartopsl KpacHbIi, roput YpOBeHb curHana 6osnblue -98 nbm
mm  YpoBhsi curHana (RSSI)

XXenNTblid, ropuTt ypoBeHb curHana 6osbLue -80 abm
]

3eN1eHbli, ropuT YPOBEHb curHana 6onblue -70 abm
O
I 3€/1EeHbIN, ropuT YPOBEHb curHana 6osbLe -60 gbm

HW OAVH NHANKaTOP He CUrHasna HeT

roput

2.6 CO6pocC K 3aBOACKMM HacTpoiikam

CO6poc KoHGMrypaumm ycTporicTBa NpoM3BOANTCS C NOMOLLbH KHOMKN «F». B 3arpy>x€HHOM COCTOSAHU
yCTpOIiCTBa HAXMUTE 1 yaepXuBaiite KHomky «F» (okono 10-15 cekyHa), KoTopasi HaxoAWUTCS Ha HUXKHE
naHenun ycTpomncTea, noka nHamkatop «Power» He 3aMunraet opaHXXeBbIM LiBETOM.

[anee npousoiget aBTomarnyeckas nepesarpyska yctpocraa. lNMpu 3aBoACKUX yCTaHOBKaxX ByAeT 3anyLueH
DHCP-knneHT. Ecnn agpec He nony4veH no DHCP, To y ycTpoiicTBa 6yaet agpec — 192.168.7.10, macka
noacetn — 255.255.255.0; uma nonb3osarens/naposnb Ans gocryna yepes web-nHrtepdeiic: admin/password.

2.7 KomnneKkt noctaBku
B 6a30BbIii KOMNIEKT nocTaBkn ycTpoiictBa WOP-2ac-LR2 BxoaaT:

+ basosas ctaHuusa WOP-2ac-LR2;

+ KOMN/IEKT Kpenexa;

* Maty-kopg RJ-45, S5e kaT., 1.5m;

+ PykoBOACTBO No akcnnyaTtauum Ha CD-gucke (onuMoHasnbHo);
+ CepTudomkaT COOTBETCTBUS;

+ [amaTka 0 AOKyMeHTauuuy;

* Macnopr.

12



WOP-2ac-LR2.PykoBOACTBO N0 aKcnayaTauun.MIHCTpyKUMM No TeXHUKEe 6e30nacHOCTU

3 lNopaaok yctaHOBKM

B gaHHOM pasgene onucaHbl MHCTPYKUUK MO TEXHWKE 6e30MacHOCTK, pekoMeHAaLmmn no yCTaHoBKe, npoueaypa
YCTaHOBKW 1 NOPSAAOK BK/ItOYeHNs ycTporicteBa WOP-2ac-LR2.

3.1 VIHCTpYKUUM NO TeXHUKe 6€30MacHOCTK

1. He BckpbiBaiiTe KOpnyc ycTporcTBa. BHyTpu yCTpoincTBa HET 3/1IEMEHTOB, NpeAHa3HauYeHHbIX 415
06CNyX1MBaHUS NOSIb30BaTE/EM.

2. He npoussoauTe yCTaHOBKY JAHHOIO YCTPOMCTBA BO BPeEMS rpo3bl. ECTb pycK yaapa MoMHUEN.

3. Heobxogumo cobniogatb TpeboBaHMs No HaNPSHXEHMUIO, TOKY M YacToTe, yKasaHHble B AaHHOM
NHCTPYKUNN.

4. lMepep NOAK/IOYEHNEM K YCTPOMCTBY M3MepUTE bHbIX NPUOBOPOB 1 KOMMbIOTEPA, MX HEOBXOANMO
npegBapuTesnibHO 3a3eM/MTb. Pa3HOCTb NOTEHLUMaIOB MeXay KoprycaMmu 060pyaoBaHus 1
n3MepuTenbHbIX NPUO60POB He Ao/MKHA npeBbiwats 1 B.

5. Mepep BKIOYEHMEM YCTPOICTBA y6eanTech B LLe/IOCTHOCTY Kabenel 1 nx HagexHoM KpenaeHun K
pasbemam.

6. BO Bpems MOHTaxa YCTPOMCTBa Ha BbICOTHbIX KOHCTPYKLMAX CnefyeT BbINOMHATb YCTaHOB/IEHHbIE
HOPMbI 1 TPpeGOBaHMS NPU BbICOTHLIX paboTax.

7. 3kcnnyartaumsa ycTporcTea Ao/MKHA NPOU3BOANTLCA UHXEHEPHO-TEXHUYECKUM NMEPCOHAsIOM,
npoLuewmnM cnewrasibHyo NoAroToBKY.

8. MopaknoyaTb K YCTPONCTBY TO/ILKO rOAHOE K MPUMEHEHWNIO BCNOMOrartesibHoe 060pyaoBaHue.

3.2 PekomeHAaumu rno ycTaHOBKe

1. PekomeHayemoe ycTaHaB/IMBaeMOoe MOMOXEHNE: KpensieHne Ha TpybOoCToKy/cTonob.
Mepes yCTaHOBKOM 1 BKIHOYEHMEM YCTPOICTBA HEOBXOAMMO NPOBEPUTL YCTPOWCTBO Ha Haslmume
BUAMMbIX MEXAHNYECKNX NOBPEXAEHWA. B criyyae Hannuns NoBpexaeHnin cnegyert npekpatuTb
YyCTaHOBKY YCTPOICTBA, COCTaBUTb COOTBETCTBYHOLLMI aKT N 06paTUTLCS K MOCTaBLLKKY.
3. YCTpOWNCTBO A0/MKHO ObITb YCTAHOB/IEHO Ha TPYOOCTOIKY/CTONG TakuM 06pa3om, 4To6bl Ethernet-nopt
6bI/1 HANpaB/eH BHU3.
4. Mpu pa3meLLeHnn YCTponCcTBa A5 obecneveHns 30Hbl NOKpbITMA cetn Wi-Fi ¢ Hannyuwmnmn
XapakTepucTMKamy yunTbiBanTe cnegyrowime npasuna:
a. YcTaHaBnuBawiTe yCTPOMCTBO TakMm 06pa3oMm, YTOObI B CEKTOP AENCTBMA aHTEHHbI Nonajanu Bce
abOHEHTCKMe CTaHuMW, KOTopble 3aniaHMpoBaHO NOAKMNKUUTL K JaHHO 6a30BOI CTaHUuK;
b. He yctaHaBnuBalite ycTpoiicTBO B6/M3M (NOpsiaKa 2 M) 3N1EKTPUYECKUX YCTPOWCTB U
paanoyCTPONCTB.
c. He pekomeHpgyeTcsa ncnonb3oBatb pagmorenedoHsl U Apyroe 060pyaoBaHue, paboTatolee Ha
yacToTte 2.4 I'Tu, B pagnyce aenctema 6ecnpoBogHoin cetn Wi-Fi;
d. MNpenaTcTBUS B BUAE CTEKNSAHHbIX/METAIINYECKNX KOHCTPYKLMIA, KUPNNYHBLIX/OETOHHBIX CTEH, a
Takxe eMKOCTU C BOAOW M 3epKasia MOryT 3Ha4YMTesIbHO YMEHbLUNTL paanyc aericteus Wi-Fi cetu.
5. TMpwv pasmeLleHnn HeCKObKMX TOYEK AOCTyna Ha OAHON Tpy6OoCTolike peKOMEHAYETCS Pa3HOCUTb UX MO
BEPTMKaIN MUHUMYM Ha 2 MeTpa.

3.2.1 YacToTHble Nonockl 1 KaHanbl B gnanasoHe 2.4 'y, gna Wi-Fi

Mepenaya gaHHbIX B gnanasoHe 2.4 'y ucnonsdyercsa ansa ctaHgaptos IEEE 802.11b/g/n. YcTpolicTBo
WOP-2ac-LR2 nogaepxvBaeT 4acTOTHbIe KaHabl B AnanasoHe 2.4 'y, ¢ wupwuHoii 5,10, 20 n 40 My,
[nsa BbluMCNEeHNA LUeHTpasibHOM YacToThl kaHasia Wi-Fi f, MITy, ncnonb3yetcs chopmyna:

f=2407+(5*N), rae N — Homep kaHana Wi-Fi.
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3.3
1.

2.

No ok

WOP-2ac-LR2.PykoBOACTBO MO aKcnayaTaumm.PekomeHaaumm no o6ecneyeHmnto rpo3osaliuThbl

PekomMeHgaLmmn no 06ecneyeHnto rpo3o3alimTbl

3a3zemsieHne Heo6x04MMO BbIMOMHATL U30/IMPOBAHHBIM MHOTOXW/IbHBIM NMPOBOAOM. YCTPOWCTBO
3a3eM/IeHNs U cevyeHne 3a3eM/SILLLEro NPoBoAa A0/HKHbI COOTBETCTBOBATL TpeboBaHuaM MY 3.
MepByl0 YNNYHYIO rPO303aLLnTy HE06X0AMMO yCTaHaBIMBaTb MakCuMasibHO 6/1M3K0 K 6a30BO CTaHLmMW,
coeanHASA UX KOPOTKUM Y/IMYHbIM FTP-kabenem ¢ skpaHMpPOBaHHbLIMW KOHHEKTOpaMW.

BTopyto y/iMyHyto rpo3o3almTty Heobxoanmo ycTaHaBNnBaTb MakCMMasibHO 65113K0 K POE-kommyTaTopy
(POE-nHXeKTOopy), COEANHSIA UX KOPOTKMM Y/IMYHbIM FTP-ka6enem ¢ aKpaHMpOBaHHbIMM KOHHEKTOpPaMW.
CoeavHeHue rpo3o3awunT mexay cobol BbinonHAeTca ynuuHbiM FTP-kabenem gnvHoin go 100 m.
CeKTopHast aHTeHHa [o/hKHa 3a3eM/IATbCA Yepe3 MadTy /19 KPen/ieHNss aHTEeHHbI.

Heo6xoayMo 3a3emMnnTb 6a30Byto CTaHUMIO (Noapo6GHee B MyHKTe MOHTaX YCTPOCTBA).
PoE-kommyTaTop (POE-VHXeKTop) A0/MKEH GbITb MOAK/OYEH B 3/1EKTPUYECKY0 po3eTky 220 B ¢

3a3eM/IeHMEM IMB0 3a3eM/IEH Yepes Kopryc.

basosasa
cTaHuus

 30zemnenue uepes
maumy aHmenHb!

CeKTopHas
aHTEeHHa

-

CoedenumensHeiii kabens FTP
He 6onee 60 cm. + IKPAHUPOBAHHBI
KOHHEKMop

1
]
]
]
1
1
1 FTP kabens ynu4Hozo PoE
1 ucnonmenun. fnuna do 100 m. Kommyrarop Ny PN
Yanunaa T ™
L rpo3o3atuura
| ]
1
1
1
1
1
1
1

4 YnuaHan
Kowumyp sasemachun | ¢ s
[

Kormyp sasemaerus

/ (]
I —— I —— U
.
.
.

.’ 1 4 Konmyp sasemnenun

] .

e —

Y

1
[ ]
I
(]
]
4 1)
]
1
1
(]
1
1
!

A}
4 Kormyp sasemnenus

PucyHok 5 — Cxema nogkntoyeHnss 6a3oBoil CTaHUMK ANnsi 06ecneyeHnsi rpo303allmThbl
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WOP-2ac-LR2.PyKoBOACTBO Mo 3aKcnayaTaum.MoHTax ycTpoiicTBa WOP-2ac-LR2

3.4 MoHTax yctpoiictBa WOP-2ac-LR2

1. MpuKpennTe KPOHLWWITENH K KOPMYCY YCTPOCTBA C MOMOLLbH0 BUHTOB, MAYLLMX B KOMM/IEKTE, KakK
MoKasaHo Ha PUCYHKE HIXeE.

2. YcTaHOBUTE yCTpOiicTBO Ethernet-noptom BHM3 Ha TPY6OCTOIIKY, Kak NOKa3aHO Ha PUCYHKE HUXE, 1
3aKpenuTe ero XomyTamu, MayLimMmy B KOMMNJIeKTe ¢ ycTpoiicTBoM. CobntogaiiTe MHCTPYKLMM MO TEXHUKE
6e30MacHOCTV 1 pekoMeHZauuy, NPMBEAEHHbIE B pazfenax «/IHCTPyKLMM Mo TeXHUKE 6e30MacHoCTV» 1
«PeKoMeHJaLmn Nno yCTaHOBKe» .
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WOP-2ac-LR2.PykoBOACTBO Mo aKcnyaTauum.MoHTax ycTpoiicTBa WOP-2ac-LR2

3. CHMUMUTE KPBILLKY, 3aKpbliBatoLLyto Ethernet-nopT Ha HXHEN NaHenun ycTpoiicTea. BbinosHuTe
3a3eM/IEHNE YCTPOICTBA Yepes crneuuasibHyo Knemmy, 3atem nogkntoumnte Ethernet-kabens k POE-nopry.
Mpy NOCTPOEHUM CETU MO ONTOBO/IOKHY YCTAHOBUTE TPAHCUBEP U NPOM3BeAnTe NOAK/OUEHNE.

.
-
‘ n

I N R N
G ats = m

4. 3aKpoiiTe KPbILWKY HKHEN naHenu.

5. MogknounTe aHTeHHY K YCTPOMUCTBY C MOMOLLbIO KabesbHbIX COOPOK.

6. OTperynupyinTe NonoXxeHne aHTeHHbI Tak, YTO6bl aBOHEHTCKME YCTPOKCTBa nonajasiv B 30HY NOKPbITUSA
YCTaHOB/IEHHOM aHTEHHbI.

7. MopgxniounTe Ethernet-kabenb, naywmin ot WOP-2ac-LR2, k POE-NopTy MHXeKTopa uin nopty
kommyTatopa (IEEE 802.3at-2009).

8. Ecnu Bbl ucnonb3yete POE-MHXeKTOp, nogkntounTe ero K posetke 220 B ¢ NoMOLLbO CETEBOIO LLHYpa.
9. BbINosHWTE 60/1€€ TOYHYIO KOCTUPOBKY @HTEHHbI N0 CBETOBbLIM UHAMKATOPAaM Ha Kopnyce yCTpOnCcTBa.

[ © Bo usbexaHue BbIXoa yCTPONCTBA U3 CTPOSi PEKOMEH/IYETCA MCMO/b30BaTh rPO303alLuTy.

3.4.1 WHCTpyKUMS NO repMeTm3aLmm aHTEHHbIX pa3beMoB

[ © TepmeTtyzaumio HEOGXOAMMO NPOBOAUTL C 06ENX CTOPOH Kabens. ]

1. Mepeps nofxoUeHNEM Kabens K pasbemy TPeGyeTCs OCMOTPETb ONETKY Kabens Ha Hamume
MOBPEXAEHWIA, & TaKKe NMPOBEepPUTb HaNIMUME YN/TIOTHUTENILHOTO KOMbLiA B ralike pasbemMa, pacnosioxXeHne
nokasaHo Ha pucyHke 6 (a, 6).
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WOP-2ac-LR2.PykoBOACTBO Mo aKcnyaTauum.MoHTax ycTpoiicTBa WOP-2ac-LR2

PucyHok 6a PucyHok 66

2. MoaxnounTb Kabenb K pa3beMy YCTPOCTBA (AHTEHHBI) 1 3aTAHYTb raiiky, Kak nokasaHo Ha pUCyHKe 6
(a, 6).

PucyHok 7a PucyHok 76

3. OTpe3aTtb pe3vHOBYH repMEeTU3NPYIOLLYHO NTIEHTY COOTBETCTBYIOLWEN A/IMHbI: HA TepMETM3aLmio 0O4HOI0
pasbema SMA (pucyHok 7a) Tpebyetcsi 0,15 M rmaponsonupytoLLein neHTsl, Ans pasbema N-type (prcyHok
76) Tpebyetcs 0,3 M rMapon30NMNPYIOLLEI NEHTbI, Kak NokasaHo Ha pucyHke 8 (a,6).

PUCyHOK 82 PucyHok 86

4. YnanuTb C pe3vHOBOIi NEeHTbI 3alLMTHbIA C/I0M, Kak NoKa3aHo Ha PUCyHKe 9.

PucyHok 9
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WOP-2ac-LR2.PykoBOACTBO Mo aKcnyaTauum.MoHTax ycTpoiicTBa WOP-2ac-LR2

5. O6MOTKY HauMHaTb CO CTOPOHbI Kabens, npeasapuTesibHO OTCTYNMB OT 0OXMMHO YacTh Ha 10-15 mm.
3admkcrpoBaTb KOHUMK IEHTLI Ha oneTke kabens nog yrnom 15..25 rpagycoB K ocu kabens, 1, crerka
pacTarveas /ieHTy, HayaTb obMaTbiBaTh Kabenb 1 pasbem, NpoABurasicb B CTOPOHY Kopnyca yCTponcTBa.
BuTkn yknagbiBatb Apyr Ha Apyra C Hax/1eCcToMm, CKIaZKkn Ha BUTKax He gonyckatotcs. O6mMoTka kabens
nokasaHa Ha pucyHke 10 (a, 6).

PucyHok 10a PucyHok 106

6. [LOCTUrHYB KOprnyca ycTpoiicTBa (aHTEeHHbI) KpaeM fieHTbl, TpebyeTcsl caenaTb 060pOT BOKPYT pasbema,
MaKCMMasibHO NPUXMMast Kpaii TeHTbl K Koprnycy, Aanee NpoAo/KUTb HAMOTKY NIEHTbI Nog, APYTUM YI/IOM,
yaansisicb oT kopnyca. Mpu HamaTblBaHUM He 3abblBaiiTe pacTArMBaTh IEHTY W MIOTHO NPUXUMATL ee K
paHee HamMOTaHHbIM BUTKaM. Ha KOHUMKe NTeHTbl PacTsHKKY YMEHbLUUTL U N/IOTHO NPUXKaTb Ero K BUTKaM,
pacnonoXeHHbIM Ha OneTke kabesns, kak nokasaHo Ha pucyHke 11 (a, 6).

v

PucyHok 11a PrcyHok 116

7. Otpe3atb MNBX-neHTy (M30/1eHTY) COOTBETCTBYIOLLEN A/IMHBI: HA TepMEeTM3aLuio 0AHOro pasbema SMA
Tpebyetca 0,28 M n3oneHTbl, 4nA pasbema N-type Tpebyetca 0,6 M n3oneHTbl. MI3oneHTa Tpebyetcs ans
3alLMTbl PE3MHOBOW NTEHTHI OT Y/ILTPAMONETOBLIX Ny4yeii. I3oneHTa nokasaHa Ha pucyHke 12.

PucyHok 12
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WOP-2ac-LR2.PykoBOACTBO Mo aKcnyarauum.Hauano paboTsl

8. O6MOTKY HauMHaTh C ONJIeTKN Kabens, npeaBapuTesibHO OTCTYNMB OT NEPBOrO BUTKA PE3UHOBOM JIEHTbI
Ha 5-10 mmMm. 3admKcrMpoBaTb KOHUMK M30NEHTLI Ha onneTke Kabensa nog yrnom 15-25 rpagycos K ocu
kabens, u, cnerka pactarvsas fIeHTy, HayaTb 06MaTbiBaTb Kabesb 1 pasbeM, NPOABUTasiCb B CTOPOHY
Kopnyca ycTpoicTea. BuTkn yknaabiBaTb ApYr Ha Apyra ¢ Hax/1ecToM, CKNaiku Ha BUTKaxX He
ponyckatotcs. O6MoTKa Kabensa nokasaHa Ha pucyHke 13.

PucyHok 13

9. [locTUrHyB KOprnyca Kpaem NeHTbl, TpebyeTcs cenatb 060p0T BOKPYr pasbema, MakCMMasibHO
NPWXUMas Kpaii U30/1eHTbI K KOPMyCy YCTPOCTBA, Aaniee NPOAOC/HKUTL HAMOTKY NIEHTbI NOA, APYTM YI/IOM,
yaansasch oT kopnyca. Mpu HamaTbiBaHUM M/IOTHO HaknafblBaliTe BUTKU JIEHTbI, HE oMycKas cknaaok. Ha
nocneaHNX BUTKAX U30/1€HTbI PACTSHKKY YMEHbLLUTbL [0 HY/S U NMOCNEAHWIA BUTOK Y/IOXUTb 6e3
pacTsarMBaHus, Kak nokasaHo Ha pucyHke 14 (a, 6).

PucyHok 14a PucyHok 146

10. MpoBepnTb 3arepMeTU3NPOBaHHbI Pa3bem Ha OTCYTCTBME BUAVMBIX YUaCTKOB PE3NHOBOI NIEHTHI.

4 YnpaBneHue ycTpoicTBOM vepes web-nHtepdoeinc

4.1 Hauyano pa6oThl

[ns Hayana paboTbl HY)XXHO NOAKUNTLCS K YCTPOICTBY No HTepdielicy Ethernet uepes web-6paysep:

1. OTKpoiiTe web-6pay3ep (Nporpammy-npoCMOTPLLMK TMNEPTEKCTOBLIX A0KYMeHTOB), Hanpumep Firefox,
Opera, Chrome.

2. BeeanTte B agpecHoli cTpoke bpaysepa IP-agpec ycTpoiicTea.
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© 3asopckoii IP-agpec yctpolictea: 192.168.1.10, macka noaceTu: 255.255.255.0. Mo ymonyaHuio
YCTPOWCTBO MOXET nonyuntb agpec no DHCP.
3aBojckne ycTaHOBKM: /10rvH: admin, naponb: password.

Mpu ycnewHoM 06HapyXXeHUN YCTPOCTBa B OKHE Gpay3epa 0To6pasuTcsl CTpaHuLa ¢ 3anpocoM UMEHN
nosib30BaTens v napossi.

WOP-2ac-LR2

3. BBeguTte /10TMH 1 Naponb B COOTBETCTBYHOLLNX CTPOKAX.
4. HaxkmuTte KHOMKy «BoliTn». B 0kHe 6pay3epa OTKPOEeTCs MEHI KOH(UTYpUPOBaHUS.

5. Mpy HEOBXOANMOCTN MOXHO NEPEKNIOUNTL A3blK 0TOGpaxeHns nidpopmaumn. Ansa WOP-2ac-LR2
OOCTYNHbI pyccKasi n aHrmiickas Bepcus web-uHrepdoeiica.

\e LTGX WOP-ZaC-LRZ @ TecToBbIN PeXUM

MOHUTOPUHI Radio VAP WDS CerteBble HaCTPOMKMN Cucrema (T 4 (BbIXOA)

Wi-Fi knenTsl Wsnenve WOP-2ac-LR2

AnnapatHas Bepcus 1v1
WDS

B3asopackoit MAC-aapec E8:28:C1:03:F7:A0
Cratuctika no Tpaduky
CepWuitHblit Homep WP37000041

CkaHvposaHue acupa Bepcys MO

XKypHan cobbiTuit PesepsHas sepcus MO

CeteBas UHdopmaLms Bepeus sarpysquka
CuctemHoe Bpems 22.11.2022 06:54:33
WHdopmauus o
pafvouHTepdelice Bpems pabotbl 0 aH, 00:04:14
. Barpyska LIy 22.8%
WHcbopmauus o6 ycTpoiicTse >
Mcnonb3yemas namsTb 56MB/92MB (60%)

© 000 "Mpednpusimue "Snmexc", 2017 — 2022 Bepcus I10. (Bepcusi WEB. )

4.2 TpumeHeHWe KoH(Urypaumm n oTMeHa 3MeHeHui

1. TMpUMeEHeHNe KOHUrypaLmm

Mo HaXKaTMO Ha KHOMKY npoucxoanT coxpaHeHne KoHdurypaumm Bo flash-namstb
YCTPOICTBA N NPUMEHEHNE HOBbIX HACTPOEK. BCce HACTPOIKM BCTyNaloT B cuy 6e3 nepesarpysku
YCTpOIiCTBa.
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B web-nHtepdelice peanvsoBaHa BU3yasibHast MHAMKALNA TEKYLLLErO COCTOSHMUS NpoLecca NpYMeHeHus
HacTpoek, Tabnmua 3.

Ta6n|/|u,a 33— B|/|3yaanas=| MHONKaUnA TeKylero CoOCToAaHuUA npouecca npuMeHeHna HaCTpoek

BHelwwHuiA OonucaHue cocTosiHUSA
BUp,

lNocne HaxkaTusa Ha KHOMNKY «[MpUMEHNTL» NPOUCXOANT NPOLLECC NPUMEHEHNA U 3anUCU HACTPOEK B

namsTb ycTporictBa. O6 3TOM MHPOPMUPYET 3HAYOK Ll Ha KHoNKe «MPUMEHUTb.

O6 ycneLHoM coxpaHeHnn 1 NPUMEHEHUN HACTPOEK NHDOPMUPYET 3HAYOK Ha KHoMKe
«PUMEHUTb.

2. OTMeHa U3MeHeHuM

© OtmMeHa n3MeHeHW NPON3BOANTCSA TOMBKO 10 HAXKATUA Ha KHOMKY «[IPUMEHNTL». Mpu HaxkaTum Ha
KHOMKY «[TPUMEHNTBL» N3MEHEHHbIE Ha CTPaHMLLEe NapamMeTpbl OyayT 06HOBNEHbI HA TEKYLLME 3HAYEHNS
N coXpaHeHbl B MaMsTb YCTPOMCTBA. [1oc/ie HaxaTusa Ha KHOMKY «[puMeHNTb» BO3BpaT K NpeablayLLmm
HacTpoiikam 6yaeT HEBO3MOXEH.

o ¥ OTmeHa
KHOrMka oTMeHbl U3AMEHEHUN NMEET BUnA:
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4.3 TecCTOoBbI PEXUM

WOP-2ac-LR2.PykoBOACTBO N0 3KCnayaTtaunn. TeCTOBbIA peXxum

Ha ycTpoiicTBe peasim3oBaH TECTOBbIA PEXMUM A1 NTPOOGHOr0 NPUMEHEHUA KOHGUIypauun.

YT0O6bI €ro aKTMBMPOBaTb, HKMUTE KHOMKY «TECTOBbIN PeXrM» Ha BepXHein naHenn web-nHrepdeiica.

L TEX  WOP-2ac-LR2

MOHMTOPHHI Radio VAP WDS CeTeBble HaCTPOHKH

Cuctema

© TeCTOBLI peXuM

-~ (Bbixon)

Bpewms pa6oTbl TectoBoro pexuma — 300 cekyHa, (5 MUHYT). B TeUeHne 3TOro BpEMEHM MOXHO NepeMelLaTbes
no Bk1agkam web-koHdurypaTopa v Nnpou3BoAUTb Kakue-mmbo N3MeHeHUs, NPUMEHSAS UX Ha KaXX0i cTpaHuLe

C NMOMOLLIbIO KHOMKK «[TpUMEHUTBbY.

3anyLieH TECTOBbIA pEXUM. MNpaBku GyayT OTMEHEHBI YEPES 298 CEK.

= TEX WOP-2ac-LR2

MOHUTOPHHT Radio VAP WwDs CeTeBble HACTPOHKH

Cucrema

BbIATH W3 TECTOBOTO PEXUMA +

- (Bbixon)

Mocne npoBepkM HEOOBXOAMMOWN KOHPUIypaLnmn HaXKMUTE KHOMKY «BbIATK N3 TECTOBOIO pexunmar u Bolbepute

HYy)XHOE AeincTteue:

+ «COXpaHUTb 1 BbIATU» — NPU HAXAaTMUN NPOM30AAET BbIXOA, 13 TECTOBOIO PEXMMA U COXPaHeHUe B
3HEepProHe3aBMCUMMYH NamsiTb BCEX N3MEHEHWI B KOHGpUIypauum, KoTopble 6blv caenaHbl U NPUMEHEHbI
B 3TOM pexume. OTMEeHUTb U3MEHEHMS, BbINO/THEHHbIE B TECTOBOM PeXUMe, 6yeT HEBO3MOXHO.

* «OTMEHUTb 1 BbIATU» — NPU HAXaTUN NPON30AAET BbIXOA U3 TECTOBOIO PeXnma U OTMEHA BCEX
N3MEeHeHWI, BbINO/THEHHbIX B 3TOM pexume. bByaeT BoccTaHOB/IeHa KOHUIypauus, AeliicTByrowas Ha

YCTPOIiCTBE [0 aKTUBaLMMN TECTOBOIO pexmma.

3anylleH TeCToBLIA pesxuM. MpasBku OyayT OTMEHEHLI Yepes 269 cek.

L TEX  WOP-2ac-LR2

MOHHTOPHHT Radio VAP WDS CeTeBble HaCTPOHKH

Cucrema

BbIATH W3 TECTOBOTO PEXUMA ~

COXpaHUTL U Bbl ATH

OTMEHUTE U BEIATH

-~ (Bbix0n)

Ecnu B Teuenne 300 cekyH afiMUHUCTPATOPOM He 6yeT NPOouN3BEAEH BbIXO U3 TECTOBOIO PEXUMA, 3TO
NPOu30iiAeT aBTOMATNYECKN BMECTE C OTKATOM BCEX M3MEHEHWUI, KOTOpbIe 6bINV CAeNaHbl B JaHHOM pexume.
Mo NCTEUYEHNI0 YKa3aHHOTO BPeMEHW KOHGUIypaLsi BOCCTAHOBUTCS, AaXe eC/i B pesynbTaTe CAeNaHHbIX

n3MeHeHunl 6bin NOTePSH AOCTYN A0 YCTPOoNCcTBa.
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WOP-2ac-LR2.PykoBOACTBO NO akcnayataunn.OCHOBHbIE 3N1eMeEHTbI web-MHTepdeica

4.4 OcHOBHble 3neMeHTbl web-uHtepdeiica

Ha pucyHke HuKe npeacTaB/eHbl 31EMEHTLI HaBuraummn web-uHtepdeiica.

celTeX

MoHUTOpUH

Wrchopm

auus o6 ycTpoiicTee >

WOP-2ac-LR2

Wanenve

AnnapatHas Bepcusi
3aBopckornt MAC-agpec
CepWuitHblii Homep
Bepcusa MO
PesepsHas Bepcus MO
Bepcus sarpysyunka
CucTemHoe Bpems
Bpewmsi pabotbi
Barpyska LINMY

Mcnonbayemas namatb

WOP-2ac-LR2
1v1
E8:28:C1:03:F7:A0

WP37000041

22.11.2022 06:54:33
0 gH, 00:04:14
22.8%

56MB/92MB (60%)

@ TecToBbIl PeXM

© 000 "Mpednpusimue "3nmexc", 2017 — 2022 Bepcus I10. Bepcusi WEB.

OKHO NoMb30BaTENbCKOTO NHTEpdelica pasaeneHo Ha WecTb obnacTeii:

1. KHonka «TecToBbIi pexum» — 455 3arnycka pexvma B KOTOPOM BO3MOXHO NPo6HOe NpYMeHeHns
KOHpurypauum.

2. Bknagkum meHt — ans rpynnupoBKn NOAMEHH0 No Kateropusim: MoHuTopuHr, Radio, VAP, WDS,
CeTteBble HacTpoiiku, Cucrtema.

3. Bbl6op A3blka MHTEpdeica 1 kHomnka (BbixoA), NpeAHasHauyeHHas A9 3aBepLUeHUsi ceaHca paboTbl B

web-nHTepdelice nog gaHHbIM NONb30BaTENEM.

Bknagku nogMeHto — AN ynpasfieHus NonemM HacTpoek.

Mone HacCTpoOeK ycTponcTea — 419 NPOCMOTPA AaHHbIX Y KOHUrypaumm.

VHdopmaumoHHoe none, otobpaxatoLee sepcuto MO, yCTaHOB/IEHHYHO Ha YCTPONCTBE.

o v s
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WOP-2ac-LR2.PykoBoACTBO No akcnayaTauum.MeH «MOHUTOPUHT»

4.5 MeH «MOHUTOPUHT»

B MeHI0 «MOHUTOPUHI» 0TOBpaXaeTcs TEKYLLEEe COCTOSIHUE CUCTEMBI.

4.5.1 NMopgmeHto «Wi-Fi KnneHTbI»

B nogmeHto «Wi-Fi KnneHTbI» BbIBOAUTCA MHAIOPMAaLMSi O COCTOAHUM NoaKtoYeHHbIX Wi-Fi KnneHToB,
cTatucTuka no Tpadinky, a Takke AOCTYNHO TECTMPOBaHME CKOPOCTU INHKA.

MoHMTOpUHT  Radio VAP DS  CeTesble HacTpoiiki  CucTema

Vrhopmawis o yeTpoficTee

(L TEX  wWOP-2ac-LR2  Tecromitperm

Wi-Fi knueHTbl >

WDS
Link CkopocTs  CkopocTs
CramvcTika no Tpadiky nus Link Link Quality ~ RSS|, SNR, YhaneWwHuii  YaaneHstit nepepaun, npuema,  BW, Bepcus Bpewms
# Ne xocta  IP-agpec  MAG-agpec Wutepgpeiic  Capacity Quality ~ Common pnBM A5 | RSS|, ABM SNR, o6 TxRate RxRate M6utc MBuric Mry no paBoTel  [leitctane
CraHypoBaHite 3pipa = oo
~ 1 WB-2P- 10248071 e8:28:c1:dacd60 wlan0-vad 84 (not  T2(not 77 a7/ 54/ 24124 & 54i52 MCS14  MCS15 0 0 20 26013 00:0208 OTKNIOWTH

. LR2 changed)  changed) 38 57 "7 130
JKypHan cobbITHil

CeTesan MHPOPMALIHA TecTMpOBaHNe CKOPOCTU v

VircpopmaLsi o Hanpasnetne Downlink Uplink ® Downlink+Uplink

panvonHTEpdEAce
JanycTuTs
Downlink HET AaHHbIX

Uplink HeT faHHsix

[N yno6cTBa MOHUTOPUHIA CYLLEECTBYET BO3MOXHOCTL BbIGpaTh NapaMeTpbl A8 0TobpakeHus. s

N
37010 HaxkmuTe Ha ¢ . Mpu HaXaTUK Ha KHOMKY «[10 YMOMUYaHWo» Gy/AyT OTOBPaXeHb! NapamMeTpbi Mo
YMO/TYaHMIO.
[l noMcka KIMEeHTOB AOCTYMHbI creaytoLime OUILTPbI: N0 BCEM MO/AM, N0 UMEHM XocTa, no IP-

agpecy, no MAC-agpecy. nsa Boi6opa hunsTpa HaxXMuTe Ha =

Neo — HOMep NOAKIYEHHOrO YCTPOICTBA B CMUCKE;

Vimsi xocma — ceTeBoe UMS YCTPOINCTBa;

IP-adpec — IP-apgpec NoAKMHOYEHHOTO YCTPOICTBA,

MAC-adpec — MAC-aapec nogknIto4eHHOro yCTPOonCcTBa;

MHmepabelic — nHtepdelic Bzanmoaeiictema WOP-2ac-LR2 ¢ noak/1to4eHHbIM yCTPONCTBOM,;

Link Capacity — napameTp, KOTOpbIii 0ToGpakaeT athheKTUBHOCTb MCMOMb30BaHMs TOUKOM AocTyna
MoAynauMn Ha nepegady. PaccumTbiBaeTcst UCX04S U3 KONMYECTBA NaKeTOB, NepefaHHbIX Ha KaXXaoi
MOAYNALMMN [0 KTMEHTA, U NOHUXKAOLLMX KO3hhmLUmMeHToB. MakcumasibHoe 3HadyeHne — 100% (o3Hauvaer,
4TO BCE MakeTbl NepeaatoTcsa A0 KMEHTa Ha MakCUMasibHOM MOAYNSALMN 018 MakCMMa/ibHOTO Tuna nss,
noAZepXX1MBaemMoro KfmeHToM). MuHUManbHoe 3HaueHne — 2% (B cnyyae, Koraa naketbl nepeaatoTcsa Ha
moaynaumm nssTmes0 ans knneHTa ¢ nogaepxkoii MIMO 3x3). 3HaueHne napaMeTpa paccynTbiBaeTcs
3a nocnegHue 10 cekyHa,

Link Quality — napameTp, KOTOPbI 0OTOOpaXaeT COCTOSIHNE JIMHKA [0 KNMEHTa, pacCYMTaHHbIl Ha
OCHOBaHMKN KO/IMYeCcTBa PETPaHCMUTOB NakeToB, OTNPaB/eHHbIX K/TIMEHTY. MakCcMMasibHOe 3HavYeHne —
100% (BCe nepeaaHHble NakeTbl OTNPaBUINCH C NEPBOI NONbITKK), MUHUMasIbHOE 3HadYeHne — 0% (Hu
OfIMH NakeT A0 K/MeHTa He 6blN YCNeLIHO OTrnpaB/ieH). 3HaueHne napaMeTpa paccunTbiBaeTcs 3a
nocnegHvie 10 cekyHa,

Link Quality Common — napameTp, KOTOPbI/i 0TO6paxaeT COCTOSAHME NINHKA A0 KIMEHTa, pacCynUTaHHbI
Ha OCHOBaHWM KONNYeCcTBa peTPaHCMUTOB NakeToB, OTNPAaB/IEHHbIX KNEHTY. MakcumanbHoe 3HayeHne
— 100% (Bce nepefaHHble NakeTbl OTNPABUANCH C NEPBOIA NOMNbITKM), MUHUMa/IbHOE 3HaveHne — 0% (Hu
OfIMH NakeT A0 KNMeHTa He 6blN YCNeLHO oTnpaB/ieH). 3HaueHe napaMeTpa paccunTbiBaeTcs 3a Bce
BPEMS NOAK/TOYEHUS KNTNEHTE,;

RSSI — ypoBeHb NpvHUMaeMoro curHana, Abwm;

SNR — oTHoweHue curHan/wym, ab;
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*+ YOasieHHbIlU RSSI — BbIBOA YPOBHSA MPUHMMAEMOro CurHasia ¢ aboHeHTCKOM cTaHuun, Abm;

*+ Y0asieHHbIU SNR — BbIBOA, YPOBHSI OTHOLLEHWNE CUTHas1/LLUYyM C aBOHEHTCKOM cTaHumu, ab;

* TxRate — kaHa/lbHas CKOPOCTb nepegayn, MouT/c;

* RxRate — kaHanbHasi CKOpOCTb npuema, Méut/c;

+ CKkopocmb repedayu — CPefHAA CKOPOCTb Nnepefayn AaHHbIX 3a nocnegHve 10 cekyHa, Méut/c;

+ CKkopocmb rpuemMa — CpefiHAA CKOPOCTb NpruemMa AaHHbIX 3a nocnegHve 10 cekyHa, Mout/c;

* BW — nonoca nponyckaHusa paguokaHana, MIu,

* Bepcusi MO — Bepcus nporpamMHoOro obecrnevyeHnss aboHeHTckol ctaHummn WB-2P-LR2; Ha AC gomkHa
6bITb Bepcus MO He Huxe 2.4.1;

* Bpewms pabomsbi — BpeMs coegmHeHns ¢ Wi-Fi knneHTom.

« [elicmsue — npn HaxaTum KHonkn «OTkounTb», Wi-Fi coegmHeHne ¢ aboHEeHTCKOW cTaHumen byaet
pa3opsaHo. AC nepenogkounTcs.

© 3HaueHus YoaseHHsbIii RSSI u YoaneHHbIli SNR He 06HOBNAIOTCA B peasibHOM BpeMeHu. [1ns
~

3anpoca TeKyLMX 3Ha4YEeHNIn He06X0AMMO HaxkaTb ™ , nocne vero B TedeHnn 10 cekyHa MHdopmaLms
B NoNsx 6yaetr 06HOBAATLCS.

Mopgpasaen «TecTupoBaHne CKOPOCTU» NpefHas3HavyeH A5 TECTUPOBAaHNSA CKOPOCTM SIMHKA B HanpaBneHnn oT
6a30B0Oli CTaHUMKN A0 aBOHEHTCKON 1 06paTHO:

+ Downlink — TecT ckopocTun 6yAeT BbINOSIHEH B HaNpaB/ieHn OT 6a30BOM CTaHLMKN A0 aBOHEHTCKOM;
* Uplink — TecT ckopocTu ByaeT BbINO/IHEH B HAanpasfeHun OT abOHEHTCKON CTaHuun A0 6a30BOiA;
+ Downlink+Uplink — TecT ckopocTu 6yA€eT BbINO/IHEH NOOYEPEAHO B KXKAYH CTOPOHY.

TecT BbinonHAeTcAa Tpadukom TCP u gnntca 10 cekyHa, AN O4HOro HanpasieHns. B ogMH MOMEHT BpeMeHU
TECT MOXET ObITb 3anyLLEeH TOIbKO A0 OAHOM aboHEHTCKOM cTaHuun. Ha AC gomkHa 6biTb Bepeust MO He Huxe
2.4.4.

[nsa 3anycka Heo6xoAMMO BblOpaTb Hanpas/ieHNe TecTa U HaXaTb KHOMKY «3anyCcTuTby». 10 3aBepLUEeHNto
TecTa pesy/nibtar bygeT 0ToOpaxeH B COOTBETCTBYIOLLIEM MOS1e.

Mo ymonuaHuio ana Tecta ucnosnbsyerca VLAN 7 v nogcetb 192.0.4.0/24. Ecnu B CETU YXKe UCMNOSb3YOTCH
Takasn nogcetb 1 VLAN, TO He06X0AMMO U3MEHUTbL HACTPOIKM [A/1A TecTa TakuM 06pa3oM, UTOObI OHU He
nepecekasimcb C A4eiCTBYOLWMMN CETAMM. ITO BO3MOXHO caenatb yepes CLI. Bonee nogpo6Ho npouecc
onncaH B pasgene «TecT CKopoCTu».

Mopapasaen «PacluMpeHHasi cTaTUCTiKa No Tpadviky» COAEPXUT NHPOPMALIVIO O KOJIMUECTBE NepeAaHHoro 1
NPUHSATOrO Tpaduka, owmnbKax U NOBTOpax Nnepeaauyu, TEKYLLYH CKOPOCTb U CTAaTUCTUKY NakeToB Mo
MOAYNALUAM.
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PaclwmnpeHHas cTaTUcTMKa No TpaduKy
Mepenado / NpMHATO BCEro, BalT 106 435/ 9 056 MepenaHo c owKbKamu, NakeTos 1
MepenaHo / NPUHATO BCETo, NakeTos 592 /232 MosTOpLI NEpeAadH 3@ NocneaHui 4
MepenaHo / NPUHATO AaHHLIX, BalT 90 866 /2 518 MIEPHOA, MareTos
Oflyee YUCNO NOBTOPOB NEpPeaaUM, 528
MepenaHo / NPUHATO JaHHLIX, NAKETOB 581 /14 NAKETOB
CKopocTb nepefadu / npuema, Kout/c 0/0
Mogynauns MepedaHo NakeToB MPUHATO NaKkeToB
DS581 13 2% 219 95%
MC $1 ] 0% 1 0%
MCS3 ] 0% 2 1%
MCs4 165 28% 2 1%
MC S5 98 17% 0 0%
MCSs6 34 6% 0 0%
MCSs7 4 1% 0 0%
MCs9 ] 0% 2 1%
MCS10 132 22% 5 2%
MCS11 108 18% 0 0%
MCS12 38 6% 0 0%

lMepedaHo/npuHsIMo Bce2o, 6balim — KOIMYECTBO NepeAaHHbIX/NMPUHATLIX HA NOAK/IIOUYEHHOE YCTPOCTBO
oalT;

lNepedaHo/npuHsIMO Bce20, Nakemos — KOIMYECTBO NepefaHHbIX/NPUHATLIX HA NOAK/IYEHHOe
YCTPOWCTBO NAKETOB;

lMepedaHo/npuHsamMo 0aHHbIx, 6alim — KONNYECTBO NepefaHHbIX/NMPUHATLIX Ha NOAK/HYEHHOe
YCTPOWCTBO 6alT AaHHbIX;

[NepedaHo/npuHsIMO OaHHbIX, Nakemos — KO/IMYeCTBO nepeaaHHbIX/NPUHATBLIX Ha NOAKNHYEHHOE
YCTPOWCTBO NaKeTOB AaHHbIX;

lMepedaHo ¢ owubkamu, nakemos — KONNYeCTBO NakeToB, NepeAaHHbIX C OLMbKamn Ha NOAKNIOYEHHOE
YCTPOWCTBO;

MosmopsbI nepedayu 3a rnocsaedHul nepuoo, nakemos — KOIMYeCTBO NOBTOPOB Nepefayn Ha
NOAKNIOYEHHOE YCTPONCTBO 3a nocnegHue 10 cekyHa;

O6wee 4uc/10 N0BMOPOB rnepedayu, nakemos — KOIMYeCTBO NOBTOPOB Nepefayn Ha NoAK/IHYEeHHOe
YCTPOICTBO 3a BCe BPEMS NOAK/HOYEHUS;

Ckopocmb nepedadu/npuema, Kbum/c — cpefHssa CKOpoCTb nepefayn AaHHbIX 3a nocsegHve 10
CEeKyHA.
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4.5.2 NMopgmeHo «WDS»

B nogmeHto «WDS» BbIBOAUTCA MHpOpMALMA O COCTOAHUM NoAkoyveHHbIX no WDS Touek goctyna WOP-2ac-
LR2.

Wma Link Link Link Quality RSSI, SNR, YpaneHHbli YpanexHbli TX BW, RX BW, Bpema
# Ne xocta IP-agpec MAC-agpec Whrepdpeitc  Capacity Quality Common aBm a6 RSSI, gbm SNR, gb TxRate RxRate MIy My padorel

~ 1 WOP-2ac- 192.168.50.60 e8:28:c1:c3:f7:.b0 wian0 49 65 64 -48/-48 20/17 -56/-56 o 2213 MCS4 MCS7 20 20 00:08:51
LR2 39 65
Mepegaxo / NpUHATO Bcero, GanT 189 601 962/ 874 947 MepegaHo ¢ ownbkamn, NakeTos 15
Mepeaano / NpuHATO BCETO, NaKeTOB 144 476/ 4 598 MosTopsI Nepefauk 3a NOCNeHUA Nepuog, NAKETOR 877
MepegaHo / NPUHATO gaxHeIX, GaiT 184 977 867 / 105 195 OBLee uMCNo NOBTOPOE Nepejaum, NakeTos 60932
MepegaHo / NPUHATO AaHHBIX, NAKETOB 144 451/317 CKOpOCTL Nepefauw / npuema, Kout/c 227511

Mogynayua MepegaHo naketos MpHHATO NakeToB
DSSs1 25 0% 4334 94%
OFDM54 o] 0%
MCS1 o 0%
MCs2 o] 0%

MCS3 o 0%

© © N e e
o
k3

MCS4 14495 10%
MCS5 13382 9% 45 1%
MCS6 230 0% 32 1%
MCS7 0 0% 65 196
MCS10 7920 5% 0 0%
MCS11 75050 52%% 100 205
MCs12 31493 22% 0 0%
MCS13 1587 196 o] 036

MCS15 294 0% 0 0%

© 19 yno6cTBA MOHUTOPUHIA CYLLLECTBYET BO3MOXHOCTL BbIGpATL NapaMeTphbl 415 0To6paxeHus. Ans

N
37010 Haxkmute Ha ¢ . Mpu HaXaTK Ha KHOMKY «[10 YMOMUaHMo» GyAyT OTOBPaXEHbI NapamMeTpbi Mo
YMO/TYaHMIO.

* Ne — HOMep MOAK/TIIOYEHHOIO YCTPOICTBA B CMUCKE,;

* VIMs1 xocma — ceTeBOoe MMS YCTPOICTBa,;

* IP-adpec — IP-agpec NoAKMHYEHHOIO YCTPONCTBE,

* MAC-adpec — MAC-agpec Nnoak/1to4eHHOro YCTPONCTBa,

* WiHmepdgpelic — nHTepdelic B3anmogerictens WOP-2ac-LR2 ¢ noak/1to4eHHbIM YCTPOCTBOM,

* Link Capacity — napameTp, KOTOpbIi 0To6paxaeT 3PeKTUBHOCTb NCMONb30BaHNA TOUKOIN JOCTyna
MOAyNALMN Ha nepegady. PaccumTbiBaeTcs UCXOAS U3 KONMYeCTBa NakeToB, NepefaHHbIX Ha KaxXa0i
MOZAYNSLUMKN [0 KUEHTA, N MOHMKatoLWMX KoaddmumeHToB. MakcManbHoe 3HadeHme — 100% (o3Havaer,
4TO BCE MakeTbl NepefatoTcs A0 KIMEHTa Ha MakCUMasibHOM MOAYNALMN 01 MakCMMa/lbHOTO Tuna nss,
NoALEPXXMBAEMOTO KIMEHTOM). MUHUMaNbHOE 3HaueHne — 2% (B cilyyae, Korga naketbl NepeaatoTcs Ha
moaynsiumm nss1mes0 ans knveHTa ¢ noaaepxkon MIMO 3x3). 3HaueHve napameTpa paccUnTbiBaeTcs
3a nocnegHue 10 c;

* Link Quality — napameTp, KOTOPbIi OTOGPaXaeT COCTOSAHUE JIMHKA [0 KNIMEHTa, pacCYMTaHHbIi Ha
OCHOBaHMMN KO/IM4yecTBa PETPAHCMUTOB NaKeToB, OTNPAaB/IEHHbIX K/IMEHTY. MakcuMasibHOoe 3HaveHve —
100% (BCe nepepaHHble NakeTbl OTNPABUINCH C NEPBOI NOMNbLITKM), MUHUMasIbHOE 3HadYeHre — 0% (Hu
OZVH NakeT A0 K/MEHTA He Obl YCNELIHO OTNpaB/ieH). 3Ha4YeHWe NapaMeTpa paccunTbiBaeTcs 3a
nocnegHue 10 c;

* Link Quality Common — napameTp, KOTOPbIi 0TOGpaxaeT COCTOSAHME /IMHKA A0 KMEHTa, pacCUMTaHHbIN
Ha OCHOBaHWW KO/IMYeCTBa PETPAHCMUTOB NaKeTOB, OTMPAaB/IEHHbIX KMEHTY. MakcMasibHoe 3HavyeHne
— 100% (BCe nepefaHHble NaKeTbl OTNPABUINCH C NEPBOI NOMbITKM), MUHUMaIbHOE 3HaveHne — 0% (Hu
OZMH NakeT A0 KMEHTA He Obl1 YCNELIHO OTNpaB/ieH). 3Ha4YeHVe napaMeTpa paccunTbiBaeTcs 3a BCe
BpeMs MOAK/TOYEHUS KNNEHT],

* RSSI — ypoBeHb NpuUHUMaEMOro curHana, obm;

* SNR — oTHOLWeHWe curHan/wym, ab;
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YoasneHHbIl RSSI — BbIBOA, YPOBHSA NPUHUMAEMOrO CUrHana co BCTPEYHOWN CTaHuuu, obm;
YoasieHHbIl SNR — BbIBOA, yPOBHS OTHOLLEHWE CUTHaU1/LLIYM CO BCTPEYHOW cTaHumu, A6,

TxRate — kaHanbHasa CKOpPOCTb nepegayu, Mout/c;

RxRate — kaHanbHasA CKOpoCTb npuema, MouUT/C;

Tx BW — nonoca nponyckaHus Ha nepegaye, My,

Rx BW — nonoca nponyckaHus Ha npveme, MI'u,

Bpems pabombl — BpeMs COeANHEHUSA.

lNepedaHo/npuHsimo Bce20, 6alim — KONMYECTBO NepefaHHbIX/NPUHATLIX Ha NOAK/IYEHHOE YCTPOCTBO
oaiT;

[NepedaHo/npuHAMo Bce2o, nakemos — KOJIMYECTBO NepefaHHbIX/NPUHATLIX Ha NOAK/HYEHHOe
YCTPOWCTBO NaKeTOB;

lMepedaHo/npuHAmMo 0aHHbIX, 6alim — KONNYEeCTBO NepefaHHbIX/NMPUHATLIX Ha NOAKIHYEHHOe
YCTPOWCTBO 6ailT AaHHbIX;

lNMepedaHo/npuHAMo OaHHbIX, Nakemos — KOJIMYECTBO NnepefaHHbIX/NPUHATBIX Ha NOAK/HYEHHOe
YCTPONCTBO NaKeTOB AaHHbIX;

lMepedaHo ¢ owubkamu, nakemos — KOJINYeCTBO NaKeToB, NepefaHHbIX C OlWrbKaMu Ha NOAK/IHYEHHOoe
YCTPOWCTB;

[Mosmopsb! nepedayu 3a rnoc/siedHul nepuood, nakemos — KONIMYeCTBO NMOBTOPOB Nnepejayn Ha
NOAKNOYEHHOE YCTPONCTBO 3a nocnegHue 10 c;

Obuwee yuc/10 MOBMOPOB nepedayu, nakemos — KONIMYeCTBO NMOBTOPOB Nepesayn Ha NoAKNHYEeHHOe
YCTPOMCTBO 3a BCe BPeEMS NOAK/THOYEHNUS;

Ckopocmb repedadu/npuema, Kbum/c — akTyasibHas CKOpOCTb nepegayn Tpacumka B HaCTOALLMIA
MOMEHT BPEMEHM.

3HayeHus YoasieHHbIlU RSSI u YoaneHHbIl SNR He 06HOBNAIOTCA B peaslbHOM BpemeHu. s

s
L=

3anpoca TeKyLLMX 3Ha4YEeHWF HE0BX0AMMO HaXKaTb
B NoNsX 6yaetr 06HOBAATLCS.

, nocne yero B TedeHnn 10 cekyHg nHhopmaums
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4.5.3 TogMeHto «CTaTucTmKa no Tpadouky»

B pasgene «Ctartuctuka no tpadurky» oTobpaxaroTcs rpadpuki CKOpocTn npuemMa/nepegayn Tpaduka 3a
nocnegHvie 3 MMHyTbI, a Takke MHpopMaLmsa 0 KO/IMYecTBe nepesaHHoro/nosry4eHHoro Tpadmka ¢ MOMeHTa
BKJ/TIOYEHMA TOYKM AOCTyna.

=L TEX  WOP-2ac-LR2

MoruTopu

WLAN Tx/Rx mbps

173846 173906 173926 173945 174006 174026 174046 74106 174126 ts 173826 173846 17.3906 173926 17:3946 174006 17:4026 17:4046 17.41:06 174125 ts

pacmk LAN Tx/Rx nokasbiBaeT CKOPOCTb npuema/nepegaun tpadurka yepes Ethernet-nHrepderic Touku
AocTyna 3a nocniegHune 3 MUHyTbl. Fpadrk aBTomaTnyeckn 06HOBNSAETCA Kaxkable 2 CEKYHAbI.

Mpadhmk WLAN Tx/Rx nokasbiBaeT CKOPOCTb Nprema/nepegaumn tpaduka yepes Radio-nHtepdeiic Touku
AocTyna 3a nocniegHune 3 MUHyTbl. Fpadrk aBTomaTnyeckn 06HOBNSAETCA Kaxkable 2 CEKYHAbI.

OnucaHue Tabnuupl «lepedaHo»:

Vinmepcgpelic — umsa naTepdelica;

Bcezo nakemos — KONM4YeCcTBO YCMNeLHO OTNPaB/EHHbIX MaKeToB;

Bcezo 6alim — KONM4ecTBO YCNeLHO OTrnpaB/IeHHbIX 6allT;

Om6poweHo nakemos — KONM4eCcTBO NakeToB, OTOPOLLEHHbIX MPU OTNPAaBKE;
OwubKU — KO/IMYeCTBO OLLUMOOK.

MNepepgaHo v

WnTepdeiic Bcero naketos Bcero Gaiit OTGpoLlEeHO NAKeTOB OWKMBKK
LAN 51021 50788678 0 0
WLAN 46946 44937958 366 81
wlan0-va0 46946 44937958 366 81
wlan0-val 0 0 0 0
wlan0-va2 0 0 0 0
wlan0-va3 0 0 0 0
wlan0-wds0 0 0 0 0
wilan0-wdsl 0 0 0 0
wlan0-wds2 0 0 0 0
wlan0-wds3 0 0 0 0
wlan0-wds4 0 0 0 0
wlan0-wds5 0 0 0 0
wlan0-wds6 0 0 0 0
wlan0-wds? 0 0 0 0
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OnucaHue Tabnuupl «[MPUHAMO»:

Vinmepcpelic — umsa nuTepdelica;

Bceao nakemos — KONIMYeCTBO YCNEeLUHO NMPUHATLIX NaKeTos;

WOP-2ac-LR2.PykoBoACTBO No akcnayaTauum.MeH «MOHUTOPUHT»

Bcezo 6alim — KONM4ecTBO YCNeLHO NPUHATbLIX 6aiT;
Om6poweHo nakemos — KONNYeCTBO NakeToB, OTOPOLLEHHbIX MPU NOMyYeHUN;
OwubKu — KONM4YecTBO OLINGOK.

ﬂpM HATO
WHTepdeiic
LAN
WLAN
wlan0-va0
wlan0-val
wlan0-va2
wlan0-va3
wlan0-wds0
wilan0-wds1
wian0-wds2
wlan0-wds3
wlan0-wds4
wlan0-wds5
wlan0-wds6

wlan0-wds7

w

Bcero naketos

47694

50146

50146

0

0

0

Bcero Gadr

43468218

51658057

51658057

0

0

0

OTGPOLIEHD NAKETOB

24

0

0

OWWNGKN

4.5.4 MopaMeHo «CKaHMpoBaHue adnpar

B nogmeHto «CkaHvpoBaHue adipa» OCYLLECTB/ISIETCS CKaHMPOBaHME OKPYXatoLLEero paavoadmpa u

06HapyXeHne coceHMX ToUeK JoCTyna.

Mocne HaxaTusi Ha KHonkKy «CKaHMpoBaTb» NpoLiecc 6yaeT 3anylieH. Mocne 3aBepLleHns CKaHMPOBaHUS

{S

(TEX

MOHUTOPHHT Radio VAP

Wi-Fi KnueHThI

w

CTaTMCTHEA NO TPAgQHKY

CraHuposanue adupa »

KypHan coSbITUi

CeTeBan WHpopMaLma

WHdropmanma o
paguouHTEpdeiice

WHdbopmauus of ycTpoAcTee

WOP-2ac-LR2

WDS

CeTeBble HACTPOHKM

& CKaHWpoBaTh

SSID
Portal WEP-3ax
Portal WEP-2ac
Eltex-Guest
BRAS-Guest
Eltex-Local
MSS_Free_1

lent_wep2

Cucrema

Pexnm
B6E30MACHOCTH

Open
Open
Open
Open
WRAZ_1X
Open

WPAZ_1X

MNocnegHee ckaHMpoBaHue Obino 22.06.2021 12:04:44

MAC-agpec
E4:5AE4.E3:C4:B0
E2:E4:D2:E2:C4:B1
E8:28: A4 FC:DED1
3D0:28:C1:FC:DB:50
2D:15:C1:FC:D6:52
12:66:E3:70:98:80

E1:E9:E2:70:98:83

© TecToBbIH PEHHM

Kawan /
LKnpuHa

44120

44120

48120

48120

48120

22120

22120

(BblxO[,

RSSI,
nEM

42

42

42

-45

-45

-45

45

NOSIBUTCSA CMMCOK 06HaPYXXEHHbIX TOYEK A0CTyNna U MHopMaLmsl 0 HUX:

+ SSID — SSID o6HapyXeHHOW TOUKN A0CTYNa;
Pexxum 6e3onacHocmu — pexum 6e30nacHOCT 06HAPYXEHHOR TOYKK A0CTYNa;
MAC-adpec — MAC-aapec o06HapyXeHHOW TOYKM A0CTYNa;
KaHasn/lLupuHa — pagmokaHaJs, Ha KOTOPoM paboTaeT 06HapyXeHHast Touka JOCTyna;

RSSI — ypOBEeHb, C KOTOPbIM YCTPONCTBO NPUHUMAET CUTHAN OGHapPYXEHHOW TOUKM AOCTyna, AbMm.
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npnBeneT K HeBO3MOXHOCTU nepegayn AaHHbIX 40 Wi-Fi knneHnToB BO BpeMA CKaHNPOBaHUA.

4.5.5 MopgmeHIo «XKypHan co6bITUin»

B naHHOM pasgene MOXHO NPOCMOTPETL CMUCOK MHPOPMALMOHHBIX COO6LLEHNI B peasibHOM BPEMEHW,
cofepxaluii cnegyoLLyo HhopMaLmio:

ELTEX

MOHUTOPKUHT

Radio wWDS

VAP

Wi-Fi KIMeHTbI

WDS

CTaTucTHKa No Tpaguky
CkaHnpoBaHue ampa
YypHan cobbiTuii >
CeTesan WHIDopMaLs

WHdpopmauma o
pagnouHTepence

WHthopmaums o6 ycTpoiicTee

Cetes

Z OBHOBUTB

fata u
BpemMs

Aug 11
11:13:16

Aug 11
11:13:12
Aug 11

11:13:12

Aug 11
11:13:11

WOP-2ac-LR2

ble HACTPOHKK

Tvn

daemon.info

daemon.info

daemon.info

daemon.info

Cucrema

ﬁﬁ]‘ OUYUCTUTL

Mpouecc

monitord[1109]

monitord[1109]

configd[991]

monitord[1109]

@ TecToBbli pexum

u -

(BbIXOL)

CoobleHune

event: ‘authenticated' mac: EE:B5:DB:79:51:CE ssid: "WOP-2ac-LR2-test' interface:
wilan0-va0 channel: 1 rssi: -72 location: 'root’ reason: 0

event: ‘deauthenticated by AP* mac: EE:B5:DB:79:51:CE ssid: "WOP-2ac-LR2-test’
interface: wlan0-va0 channel: 1 rssi: -58 location: ‘root' reason: 3 description:
'Deauth at STA leave BSS'

The AP startup configuration was updated successfully.
event: ‘'deauthenticated by AP mac: EE:B5:DB:79:51.CE ssid: "WOP-2ac-LR2-test’

interface: wlan0-va0 channel: 1 rssi: -58 location: ‘root' reason: 3 description:
‘Deauth at STA leave BSS'

+ [ama u spemsi — Bpemsi, Korga cobbiTue 6b110 CreHeEpMPOBaHO;
+ Tun — KaTeropusi 1 ypoBeHb BaXKHOCTN COObLITUS;
+ [poyecc — nms nNpougecca, CreHepMpoBaBLUEro CoobLeHe;
+ CoobuwjeHue — onucaHmne coobITus.

YpoBeH
b

0

A OWON

(¢)]

Tun BaXKHOCTU
Cco006LeHni

UpesBblyaiiHble
(emergency)

CurHanbl Tpesoru (alert)

Kputnueckue (critical)
Own6ouHbIe (error)

MpeaynpexaeHns
(warning)

YBepomneHus (notice)

VIHbopMaLyOHHble
(informational)

OTtnagouHble (debug)

OnucaHue

B cucTeme npousoLunia Kputnyeckas owmnGka, cucteMa MoOXeT paboTaTb
HenpaBW/IbHO

Heo6xoayMo Hemea/leHHOe BMEeLaTeNbCTBO B CUCTEMY

B cucTteme npousoLusnia Kputmyeckas owmoka

B cucteme npounsouwina owmnobKa

MpeaynpexaeHne, HeaBapuitHoe coobLLEHNE

YBeAOM/IEHUE CUCTEMbI, HEaBapuiiHoe CoobLLeHne

NHopMaLMOHHbIE COOBLLEHUSI CUCTEMBI

OTnagoyHble COOGLLEHNS NPeaOCTaBSIOT N0/Ib30BaTe o NHhopMaLmio A/1s

KOPPEKTHOW HACTPOWKN CUCTEMBI
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4.5.6 MNMopmeHo «CeTeBas UHopMaLms»

B noameHto «CeTteBas MHhopMaLmsi» OCYLLECTB/ISETCA NPOCMOTP OCHOBHBIX CETEBbIX HACTPOEK YCTPOICTBA.

e LTex Wo P'ZaC'LRZ @ TecToBLIA peum
MoHuTOpUHT Radio VAP WDS CeTeBkle HacTpokK Cucrema - (ebpcon)
Wi-Fi kmmenTel Cratyc WAN
WDSs Mutepdbeiic  brl

CramvcTika no Tpaduky Mporoxon  DHCP

IP-agpec 10.24.80.50
Cranupoeanue achupa
MpuHATO 3.3 Toair (3 534 094 172 Baiit)
JHypHan cobemai
MepenaHo 652 9 Mbaiir (684 624 216 baitr)
CeTesan MHDOPMALWA >
Ethernet
Wudhopmavua o
pamuoHTEpbeiice CocToAHWe nopTa Up

CropocTe 1000
Whchopmaums ob ycTpoiicTee
DOynnexc Full

SFP
SFP-module Status Off

ARP

Na IP-agpec MAC-agpec

0 10.24.80.29 3C:1E:04:46:9T-1F
1 10.24.80.37 14:CC:20:05:A9.7E
2 10.24.80.85 38:2C:4A:71:DC:D9
3 10.24.80.1 E0:DS:E3:E8:E1:40

MapLpyTsl ~

No WuTepdeic HazHayeHnue Linkoa Macka Onarn
0 br0 0.0.0.0 10.24.80.1 0.0.0.0 UG
1 brQ 10.24.80.0 0000 255.255.255.0 u

Cratyc WAN

* MlHmepdpetic — nms bridge-nHtepdelica;

* [Mpomoko/s1 — NPOTOKO/, UCNob3yeMblid ansa goctyna k cetn WAN;
* IP-adpec — IP-agpec ycTpoiicTBa BO BHELLUHEN CETY;

* [MpuHAMO — KonnyecTBo NpPUHATLIX Ha WAN 6ailT;

+ [NepedaHo — Konm4ecTBo nepegaHHbix ¢ WAN 6aiiT.

Ethernet

+ CocmosiHue nopma — coctosiHme Ethernet-nopra;
+ CKopocmb — CKOPOCTb NoAkNtoueHns no nopty Ethernet;
« Adynnekc — pexum nepegayn gaHHbIX:

* Full — nonHbIi gynnekxc;

* Half — nonygynnekc.

SEP

+ SFP-module Status — oTob6paxaeT Hanmumne/otcytcTeme SFP-moayns;
+ CocmosiHue nopma — COCTOsiHMe paboTbl ONTUYECKOTO UHTEphelica;
+ Tx Fault — nHaMkaums HeMcnpaBHOCTM NeEpPeaaTynka;
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LOS — noteps curHana;

CKopocmb — CKOPOCTb Nnepefayn gaHHbIX;

Temnepamypa — Tekywas Temneparypa SFP-moayns;
HarnpsixxeHue — HanpsxeHve nutadua SFP-moayns;

Tok — TOK cmeLLeHusa nasepa SFP-mopyns;

MowHocmb u3/lyyeHuUs1 — MOLLHOCTb Ha BbIXOAE nepefarymka;
MowHocmb Ha npueme — MOLLHOCTb Ha BXoAe NpuYeMHMKa.

B ARP-Tabnuue cogepxumTcsa nHpopmaums o cootseTcTeun IP- n MAC-agpecoB cocefiHMX CeTeBbIX YCTPOWCTB:

* IP-adpec — IP-agpec ycTpoiicTBa,;
+ MAC-adpec — MAC-agpec ycTpoiicTsa.

MapLipyThbl

* MlHmepgpetic — nms bridge-nHtepgeiica;

HasHaueHue — IP-aipec xocTa uim NoACceT Ha3HaYeHWs, 10 KOTOPbIX YCTAHOB/IEH MapLUpYT;
L3 — IP-agpec Wwo3a, Yyepes KOTopbIii OCYLLIECTBASETCA BbIXOA HA agpecara;

Macka — macka noaceTty;

®1azu — onpefeneHHbIe XapaKTepUCTUKN AaHHOTo MapipyTa. CyLlecTByOT Crefylime 3Ha4eHUs
donaros:

U — yKkasbIBaeT, UTO MapLUpyT CO34aH W AB/ISAETCA NMPOXOAMMbIM.

H — yka3biBaeT Ha MapLupyT K onpeaeneHHOM y3iy.

G — ykasblBaeT, YTO MapLUpyT Nposieraet Yepes BHeLWHW W3, CeTeBol MHTepdelic cuctembl
npefocTaBnseT MapLUpyTbl B CETU C NPAMbIM NOAKNIOYEHEM. Bce npoyre MapLupyTbl NPOXOAAT
yepes BHeLWHWe wo3bl. Pnarom G oTMeyaroTcs BCe MapLUpyThbl, KOOME MapLIpyTOB B CETU C
NpsiMbIM NOAK/TIOYEHNEM,

R — ykasbIBaeT, UTO MapLUpyT, CKopee Bcero, bbl1 co34aH ANHAMUYECKUM MPOTOKO/IOM
MapLupyTM3aumm, paboTalolmmM Ha NIoKasTbHO cucTeme, nocpeacTBOM napameTpa reinstate;

D — ykasbIiBaeT, UTO MapLUpyT 6bls1 fO6aBNEH B pe3y/ibTaTe NoslyvyeHns coobLLeHns
nepeHanpasneHus ICMP (ICMP Redirect Message). Koraa cuctema y3Haet o MapLipyTe 13
coobuweHnst ICMP Redirect, mapLipyT Bko4aeTcsa B Tabavuy MapLupyTm3aunm, YTobbl UCKHOYNTD
nepeHanpasneHve a5 nocnefyowmnx NakeTos, NpegHasHauYeHHbIX TOMY Xe agpecary.

M — ykasbIBaeT, YTO MapLUpyT NOABEPrCs U3MEHEHMIO, BEPOSITHO, B pe3ysibTare paboThbl
AVHaMNYeCKOro NpoToKO/1a MapLUpyTM3aLmm Ha IOKaslbHON cucTeMe 1 NpUMeHeHUs napamMerpa
mod.

A — yKka3blBaeT Ha 6ydepu3oBaHHbIli MapLLpYyT, KOTOPOMY COOTBETCTBYET 3anuch B Tabnuue ARP.
C — yKasbIBaeT, UTO UCTOYHMKOM MapLupyTa fBnseTcsa bydep mapLupyTusauum agpa.

L — ykasbIBaeT, YTO NyHKTOM Ha3HayeHuss MapLupyTa SBlSeTcs OAuH U3 aapecoB AaHHOro
KomnbloTepa. Takue «10KasibHble MapLUpyThbi» CYLLECTBYIOT TO/IbKO B Bydiepe mMmapLupyTusaumm.

B — ykasbIBaeT, YTO KOHEYHbIM NMYHKTOM MapLipyTa SABNSETCS LWMPOKOBeLaTebHblli agpec. Takue
«LLUMpPOKOBeLLaTeNbHble MapLUPYTbI» CYLLECTBYHOT TONIbKO B Bydhepe MapLupyTM3auuun.

| — yKasbIBa€eT, UTO MapLUpyT cBA3aH ¢ KonblesbiM (loopback) nHtepdpelicom ¢ Lenbio MHO,
HeXxenn obpalleHne K KosbLEBOW CETU. Takne «BHYTPEHHME MapLUPYTbI» CYLECTBYHOT TO/IbKO B
6yhepe MapLupyTmU3aLnn.

I — ykasbIBaeT, UTO AeTarpammbl, HanpasnsemMble Mo 3TOMy agpecy, 6yayT oTBeprarbes
CUCTEMOM.
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4.5.7 MopmeHto «MHopmaums o pagunonHtepderice»

B nogmeHto «MHdhopmaums o paguonHtepdeiice» 0TOOpaxXeHo TekyLee COCTOAHNE pagmonHTepdgenca
6a30B0i1 CTaHLUMW.

LTEX

MOHMTOPUHT Radio VAP

WWi-Fi KNUeHTBI

WDS

CTaTUCTHEa no Tpadguky
CKaHWpoBaHue adupa
HypHan cobbITHR
CeTeBan WHpopMaLMA

MHopmaLma o
paguonHTEpdeice »

WHbopmauua ob ycTpoicTee

WOP-2ac-LR2

WDS CeTeBble HaCcTPOW KK Cuctema

CTaTyc BKAKYEHOD
MAC-agpec E&:28.C1:DAEG:20
Pexum IEEE 802.11b/g/n
Kanan 1 (2412 M)
LLIMpKHAa KaHana, My 20
YDOBEHb WyMa, ABM -90/-93

YTUNW3aLUMA KaHana, % 76

@ TecToBbIA PEXWM

PaanounHTepdeiic Toukn A0CTyNna MOXET HaX0AUTLCA B ABYX COCTOSIHUSAX: «BK/IIOUEHO» U/ «BbIKNOUYEHO.

CraTyc nHTepdeiica 3aBUCUT OT TOrO, ECTb /I BK/IIOUEHHbIE BUPTYasibHble Toukn gocTyna (VAP) nau

6ecnpoBogHble MocTbl (WDS). B criyyae, ecnu nmeetcst XoTs 6bl ogHa aktuBHas VAP nnun HactpoeH WDS —

nHTepdelic ByaeT HaxoAnTbCs B cTaTyce «Bk/loUeHO», MHauYe — «BbIK/OUEHO».

B 3aBUCMMOCTU OT cTaTtyca nHTepdpeiica As1s MOHUTOPUHIa A0CTyrNHa cneaytoLlas MHopMaums:

«BbIKNHOYEHO»

+ Cmamyc — COCTOsiHUe paguovHTepdeiica;
* MAC-adpec — MAC-agpec pagnonHtepdeiica;

* Pexum — pexum paboTbl pagnonHTepdeica cornacHo ctaHgaptam IEEE 802.11.

«Bk/1ro4EHO»

Cmamyc — cOCTOsiHVe paanouHTepdeiica;
MAC-adpec — MAC-agpec paavnonHTepgeica;

Pexxum — pexum paboTbl pagmonHTepdgeica cornacHo ctaHgaptam IEEE 802.11;
KaHan — Homep 6ecnpoBOAHOr0 KaHasa, Ha KOTOpoM paboTaeT pagnonHTepdeiic;
UlupuHa kaHa/s1a — LWWMpUHA NOMI0Chl YacTOT KaHau1a, Ha KOTOpoM paboTaeT pagnovnHTepdelic;

YposeHb wymMa — ypoBeHb LiymMa B pagviokaHasne, abwm;
Ymunu3zayusi kaHasna — HhopMaLmsi 0 3aHATUM paanoKaHasia Nno BPEMEHW, BbIpaXXEHHAs B NPOLIEHTAX.
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4.5.8 TMopgMeHo «MexceKkTopHasi CUHXPOHU3auunsa»

[laHHOe NoMEHI0 COAEPXUT MHCPOPMALMI0 O CTaTyce MEeXCEKTOPHOI cnHxpoHusauun (MCC) n Bcex
yyacTHuMKax Knacrtepa.

© nMogmeHo goCTyNHO TONbKO AN ycTpoiicts WOP-2ac-LR2 SYNC.

BO3MOXHble 3Ha4YeHuns cTartyca:

* AKmuBHO — Mexy 6a30B0Ii CTaHUMEN 3anyLleH NPoLecc CUHXPOHM3auun nepegayn;

+ OXudaHue nocmpoeHust K1acmepa — NPOLEeCcC 0XNaaHWsa roTOBHOCTU BCEX YYACTHUKOB KracTepa A5
Havyana CMHXPOoHM3aUmK;

* Omksto4eHo — MCC BbIK/l0OYEHA B HACTPOVikax 6a30B0OM CTaHLUN.

7~
ZJELTEX WOP-2ac-LR2 SYNC A
MDHHTOpMHI’ Radio VAP wDS CeTeBble HACTPOMKK Cuctema ru - I_Sblt'!il:\
Wi-Fi KMEHTBI Cratyc  AKTMBHO
WDS
o Ne MAC-afipec ToTOBHOCTH MacTep
CraTneTuka no Tpacuky 1 E8:28:CLEF:22:40 + ToToB v la
C KaHWpOoBaHWe 3pupa 2 E8:28:C1:EF:22:30 + [OTOB X Het
SKypHan coBbiTuii 3 E8:28:CLEF:22:00  ToT0B % Her
4 E8:28:CLEF:21:EQ  ToT0B % Her

CeTteBan uHhopmauma

MHchopMaLma o
pagvouHTEpcheiice

MemceKTopHanA CUHXPOHU3aLNA >

MHthopmauma o6 yeTpoiicTse

NHdopMauums 06 yyacTHMKax Knacrepa:

* Ne — HOMep B CNUCKe;
+ MAC-adpec — MAC-aapeca 6a30BbIXx CTaHLMI, BXOAALINX B AaHHbIA Knactep MCC;
* [omoBHOCMb — COCTOSIHME FOTOBHOCTM YYaCTHMUKA KiiacTepa. BO3MOXHbIe COCTOAHUS:
+ fomos — flaHHas 6a30Bas CTaHUMA UMEeEeT CBA3b CO BCEMM OCTa/IbHbIMU YYaCTHUKaMu Kiactepa u
rotoBa Hayatb NPOLLeCC CUHXPOHU3aLMK;
* He 2omos — pfaHHasa 6a3oBasi CTaHUMSA HE UMEeEeT CBA3W XOTSA Obl C OAHVUM APYTMM Y4aCTHUKOM
KnacTepa, KOTopblii yka3aH B ee KoHdurypauum Ha ctpaHuue Radio/CUHXpoHM3aLms.
+ Macmep — donar, onpeaensitoumii mactepa B knactepe MCC.

CTpoka ¢ nHghopMaumein 0 JaHHON 6a30BOI CTaHLUMK BblAeNneHa roflyobiM LIBETOM.
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4.5.9 MopmeHto «NHdopmaums 06 ycTpoincTee»

B nogmeHto «MHdhopmaumst 06 ycTpoiicTBe» 0TOBpaxeHbl OCHOBHble xapakTepuctukn WOP-2ac-LR2.

elLTeX

MOHUTOPUHI Radio VAP

Wi-Fi knnenTs!

WDS

Cratuctuka no Tpacuky
CkaHupoBaHue acumpa
XKypHan cobbiTuit
CeteBas UHdopmaLms

WHdopmauus o
pafvouHTepdelice

WHcbopmauus o6 ycTpoiicTse >

WOP-2ac-LR2

WDS

© 00O "Mpednpusmue "Snmekc”, 2017 — 2022

CerteBble HaCTPOMKM Cucrema

Wanenve

AnnapatHas Bepcus
B3asopackoit MAC-aapec
CepWuitHblit Homep
Bepcusa MO

PesepsHas Bepcusi MO
Bepcua aarpyauuka
CucTemHoe Bpems
Bpewms pa6oTbl
Barpyska LINY

Mcnonbayemas namatb

WOP-2ac-LR2
11
E8:28:C1:03:F7:A0

WP37000041

22.11.2022 06:54:33
0 aH, 00:04:14
22.8%

56MB/92MB (60%)

© TecTOBbIN pexum

('R 4 (BbIXOA)

(Bepcus WEB. )

* W130es1ue — HaMeHoBaHNe MOAENV YCTPOICTBa;

« AnnapammHdasi Bepcusi — BepCcus annaparHoro ob6ecneyeHmns ycTpoincTea;
+ 3asodckoli MAC-adpec — MAC-agpec WAN-uHTepdhelica ycTpoiCcTBa, YCTaHOB/IEHHbIN 3aBOA0OM-

N3roTtoBuUTesIEM,

+ CepuliHbili HOMep — CEPUNHbBIA HOMEP YCTPOMUCTBA, YCTAHOB/EHHbI 3aBOA0OM-U3rOTOBUTENEM;

* Bepcusi 1O — Bepcus nporpammMHoOro obecrnevyeHns yCTpoucTea;
* PesepsHas sepcus 10O — npeaplayuias yctaHoBsieHHasa sepcus MNO;

* Bepcus 3azpy3quka — Bepcusi NporpamMMHOro o6ecneyeHmns 3arpysumnka yCcTpoicTBa;

« CucmeMHoe BpeMsi — TeKyllMe Bpems 11 Aata, yCTaHOB/EeHHbIE B CUCTEME;
* Bpemsi pabomsl — Bpemsi paboTbl C MOMEHTA NOC/IEAHEro BK/IIOUEHUS UK Nepe3arpy3ku yCTpoicTBa;
* 3aepy3ka LY — cpefHnii NpoLEHT 3arpy3ku npoLeccopa 3a nocneaHve 5 cekyHp;

* Ylcrionb3yemas naMsimb — NPOLIEHT UCMOMb30BaHNSA (IM3NYECKOI NaMSATI YCTPOCTBA.
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4.6 MeHto «Radio»

WOP-2ac-LR2.PykoBOACTBO N0 3akcnayaraumm.MeHto «Radio»

B meHto «Radio» npon3BoguTCca HacTpolika 6ecnpoBoAHOro UHTEpdenca.

4.6.1 MoameHto «Radio»

B noameHto «Radio» ocylllecTBNSAIOTCS HACTPOIKM OCHOBHbIX NapaMeTpoB paanonHTepdieiica ycTpoiicTea.

-
- LTeX WOP-zaC-LRz © TeCTOBbIA PEXMM
MOHMTOPMHT Radio VAP DS CeTeBble HaCTPOMKH Cucrema -~ (BbIXOM)
Radio Oblune
208 Pexum IEEE 802.11b/g/n v
Kanan 1 (2412 ML) v
LLInpuHa kaHana, My 20 v
MOLLHOCTb CUrHana. 26 v
LBM
KaHansHana ckopocTh Auto v
nepeaadn
TaiimayT oxuaaHua 64
ACK, MKC
Polling
MaKCMMantHoe BpeMA 10
nepeaa4u, Mc
Mogynauua ana OFDM24 (24 MBuT/C) v
YNpaBnAWMX NaKeTOB

Pexxum — pexum paboTbl MHTepdpelica cornacHo cTaHgapTam:

+ |IEEE 802.11b/g;

+ |EEE 802.11b/g/n;

+ |[EEE 802.11n.
KaHasn — BbIGOp kaHana nepegayn AaHHbIX;
WupuHa kaHana, MMy — wypvHa Nosockl YacToT KaHasa, Ha KOToOpoMm paboTaeT 6a3oBas CTaHLms,
npuvHuMaet 3HaveHusa 5, 10, 20 n 40 MI'u. Ecnv Ha 6a30BOI CTaHUMKM yCTaHOB/IEHA LWMPUHA KaHasa 5
nnun 10 MIry, To Ha aBOHEHTCKOM CTaHUUN HeOBX0AMMO BbIGpaTh aHaIOMMYHYHO NOJoCy;
duKcuposaHHasi yeHmpasibHasi Yacmoma — npu akTueauum donara Becb Tpadmk (nakeTbl AaHHbIX U

ynpaeneHus) 6yaeT nepefaBaTbCs Ha YKa3aHHOW LIeHTPasIbHOI YacToTe kKaHasia ¢ 3ajaHHO LLINMPUHON

nonocsbl (40 MIL). PYHKLMS SBNSIETCA NPONpUeTapHOiA, nepegadya BeeTcs He No ctaHaapTam IEEE
802.11, rae npeanosiaraeTcs NCNONb30BaHUE pasHbIX LeHTPasbHbIX 4acToT AN Tpaduka AaHHbIX 1
ynpasneHns npu wupuHe kaHana 40 Mrry;

MowHocmb cuzHasia, 0bm — perynuposka MoLHOCTM curHana nepegaryuka Wi-Fi B gbwm;
KaHasibHasi ckopocms nepedayu — OUKCMpPOBaHHaA CKOPOCTb 6ecnpoBOAHON Nepesayn AaHHbIX,
onpegensiemasi cneundgukaumsamm ctaHaaptos IEEE 802.11b/g/n;

Talimaym oxudaHusi ACK, MKC — BpeMsl OXuaHnsa NOATBEPXAEHMA AOCTaBKN NakeTa OT KINEHTa;
Polling — npun ycTaHOB/IEHHOM (pnare onuums BKIOYEHa, MHa4Ye — BblkodeHa. Polling — ato oanH 13
BapuaHToB TDM-gocTyna k cpeae (C pasaeneHnem no BpeMeHN). XapakTeprayeTcsi NOCTOSIHHbIM
OMNPOCOM K/IMEHTOB CO CTOPOHbI 6a30BOIN CTaHUMN:
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+ MakcumasibHoe BpemMsi nepedayu, MC — BPeMSsl, NoKasblBatoLlee, Kakoe MakCMMaslbHO BO3MOXHOE
BpeMsi abOHEHTCKas CTaHUMS MOXET nepegasaTb Tpaduk;

+ Modynayus 0515 yrnpas/siouux nakemos — (OMKCMpoBaHHasa CKOpPOCTb Nepegayvv ans
ynpaBNsAoLMX NakeToB.

LOONoNHUTENLHO v
KOpOTKMI 3aLYMTHbIA
MHTEpEBAN
STBC O
Mepuog oTNpaBkn 100
CNyHeOHbIX
COODLLYEHMIA, 1C
Mopaor dparMeHTaLMin 2346
Mopor RTS 2347
Arperauus
KopoTkasa npeambyna
Wednep
Broadcast/Multicast,
naxc
+ [pHMEHHTL X OTmena

B nogMeHo «[LoNoMHMUTENbHO» OCYLLECTBASKTCA HACTPOWKN AOMNOMHUTE/bHBIX NapamMeTpoB
pagnovHTepdelica ycTpoiicTea.

OBSS Coexistence — pexvM aBTOMaTUYECKOr0 YMEHbLLIEHUS LUMPUHBI KaHasa Npu 3arpy>KeHHOM
pagnoadgupe. MNpy ycTaHOBNEHHOM hriare pexvM BK/OYEH;

Kopomkul 3awjumHbIli uHmMepsas — NOAAEPXKKA YKOPOUEHHOIO 3alMTHOro nHTepeana. Touka Aoctyna
nepenaeT AaHHble, ncnonb3ys 400 He 3awmTHBbI HTepBas (BMecTo 800 HC) NpU OBLLEHNM C KNNEHTaMM,
KOTOpble Takke NOAAEPXKMBAOT KOPOTKUIA 3aLLMTHBIN NHTepBaUT,

STBC — meToZ NpOCTPaHCTBEHHO-BPEMEHHOTO 6/104HOTO KOAMPOBAHNS, HanpPaB/iEHHbIV HA MNOBbILEHNE
HaeXHOCTM nepefayn AaHHbiX. MNosne AOCTYNHO, TO/IbKO €CNN BbIOPaHHbIN pexum paboThbl
pagnovHTepdelica Bknwoyaet B cebs 802.11n. Mpu ycTaHOBIEHHOM dh/iare yCTPOMNCTBO nepeaaeT oanH
NOTOK AaHHbIX Yepe3 HECKObKO aHTeHH. Ecnin chnar He ycTaHOBNEH, yCTPONCTBO HE NepefaeT OAvH U
TOT )€ MOTOK AaHHbIX Yepe3 HECKOSIbKO aHTEHH,;

lMepuod omnpasku c/1yxebHbix coobweHuUl — nepuog nocbiNku Beacon-gopeiimoB. ®pelimbl
nepegaroTcs s 06HapyXeHnsa ToUKM AocTyna B adhupe, npuHuMaeTt 3HavyeHms 20-2000 mc, no
ymonyaHumio — 100 mc;

lMopoe ¢hpacmeHmayuu — nopor oparmeHTaummn peiima, B 6alitax. NMpuHMMaeT 3Ha4eHnst 256-2346, no
ymonuaHuo — 2346;

lMopoe RTS — ykasblBaeT unc/o GaiiT, Yepes KOTOpoe nocbklinaercs 3anpoc Ha nepegady (Request to
Send). YMeHblLEHME AAHHOTO 3HAUYEHUSI MOXET Y/yULINTL PaBGoTy TOUYKM AOCTyna Npu 60/1bWoM
KO/MyecTBe NOAKNHUYEHHbIX KTIMEHTOB, O4HAKO 3TO YMEHbLUAET 06LLYH0 NPOMYCKHYH0 CNOCOBHOCTb
6ecnpoBogHoli ceTu. NMpuHMmaeT 3HadeHns 0-2347, no ymonyanuo — 2347;

Aepezayusi — BKtodeHne nogaepxkn AMPDU/AMSDU;

Kopomkasi npeambysia — NCnonb30BaHWe KOPOTKON npeambysbl NakeTa,;

Lletinep Broadcast/Multicast, nak/c — npu ycTaHOBNEHHOM chiare BbINOMHAETCS OrpaHnyeHne
nepefayv LMpoKoBeLaTeIbHoro/MyIbTUKacTOBOrO Tpadginka no 6ecnpoBOAHON CETU. YKaxknTe NMMUT
AN LUMPOKOBELLATENBHOIO Tpadgmka B NOsIBUBLLEMCS OKHe (nak/c).

[Nsi BCTYN/IeHUSI B CW/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHNS] HACTPOEK B S3HEPTOHE3aBICUMYIO NaMsTh
HaXKMUTE KHOMKY «MpUMEHUTb». 151 OTMEHbI U3MEHEHMI HAXKMUTE KHOMKY «OTMEHa».
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WOP-2ac-LR2.PykoBOACTBO N0 3akcnayaraumm.MeHto «Radio»

B nogmeHto «QoS» ocyLecTBsieTcst HacTpolika doyHKUMIA obecneveHunst kadectsa obenyxumBaHus (Quality of

Service).

MonuTopuHr Radio VAP VDS

Radio

Qos

(TEX  WOP-2ac-LR2

CeTeBbie HACTpONikK Cucrema

Wi-Fi Multimedia (WMM)

BKMKYMTE QoS

AP EDCA Parameters

Ouepeas

Data 3 (©oH)

Data 2 (Best Effort)

Data 1 (Buaeo)

Data 0 (Toroc)

Station EDCA Parameters

Ouepeas

Data 3 (©oH)

Data 2 (Best Effort)

Data 1 (Buaeoy

Data 0 (Tornoc)

cwMax

© Tecrossii pexiti

BHIXO[)

TXOP Limit

TXOP Limit

« WMM — BkntoueHmne nogaepxkn WMM (Wi-Fi Multimedia);

* Brsmoyumb QoS — npu ycTaHOBNEHHOM ¢hnare 4oCTynHa HacTpoiika napametpos EDCA;

« AP EDCA parameters — Tabnmua HacTpoek napaMeTpoB Touku goctyna (Tpaduk nepenaeTcs OT TOUKU
L0CTYNa K KNNEHTY):

+ O4epeds — NpeponpeaeneHHble ouepean A58 Pa3/IMYHoro poaa Tpaduka:

« Data 3 (®oH) — HU3KOMPUOPUTETHASA OUepe/ib, BbiCOKasi MPOMNYCKHasi CMOCOBHOCTb

(npropuTeTbl 802.1p: cs1, cs2);

« Data 2 (Best Effort) — cpegHenpuopuTeTHasi oMepeb, CpeaHsIst NPonyCckHas Cnoco6HOCTb U
3afepxka. B gaHHyto odyepeb oTnpasiseTca 60/bWNHCTBO TPaAUUNOHHBIX [P-4aHHbIX

(npuoputeTsl 802.1p: cs0, cs3);

+ Data 7 (Budeo) — BbICOKONPUOPUTETHASA ouepesb, MUHUMasIbHbIE 3aepPXKN. B AaHHOI
oyepean aBTomaTMyeckn obpabartbiBaloTCA BUAEOAAHHbIE, HYBCTBUTE/IbHbIE K BPEMEHN

(npuoputeTsl 802.1p: cs4, cs5);

+ Data 0 (l'os10c) — BbICOKONPUOPUTETHASH oYepeib, MUHMMasIbHbIe 3aAepPXKW. B AaHHO
ouyepean aBToMaTMyeckn obpabarbiBalTCA AaHHbIE, HYBCTBUTE/IbHbIE K BDEMEHW, TaKMe Kak:
VolIP, notokoBoe Buaeo (npuoputeTbl 802.1p: cs6, cs7).

+ AIFS — Arbitration Inter-Frame Spacing, onpegensiet Bpems oxugaHusi kagpos (dpeliMoB)
[laHHbIX, U3MepsieTcs B caloTax, NpMHUMaEeT 3HadveHust (1-255);

* cwMin — Hava/lbHOE 3HaYeHVe BpeMeHV OXnaaHusa nepes noBTOPHONM OTNPaBKol Kaapa,
3afiaeTcd B MUIIMCEKYHAAX, NPUHUMaET 3HadveHusa 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HauyeHne cwMin He MOXET npeBbiaTh 3HaueHne cwMax;

* cwMax — MakCc/MasibHOe 3HavYeHne BpeMEHN OXNAaHNUA nepes NoBTOPHOWK OTNPaBKoi kaapa,
3afaeTcd B MUIIMCEKYHAAX, NPUHUMaET 3HadveHusa 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3Ha4yeHne cwMax A0MKHO ObITb 60/1bLUE 3HAYEeHUA cwMin;

* TXOP Limit — napaMeTp UCMNOo/Ib3yeTCA TOMLKO A1 AAHHbIX, NepefaBaeMblX OT CTaHLUMW K/TMeHTa
[10 TOYKM gocTyna. Bo3MOXHOCTbL Nepefayn — nHTepBasl BDEMEHM, B MUIIMCEKYHAAX, Koraa
knueHTckas WME-cTaHums umeeT npasa MHULMNPOBATL Nepegady AaHHbIX N0 6ecnpoBOAHOM

cpefe K Touke J0CTyna, MakcumMasibHoe 3HavyeHne 65535 munnncekyHs,
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« Station EDCA parameters — Tabnumua HacTpoOeK NnapamMeTpoB CTaHUMMW KnneHTa (Tpadmk nepegaercs ot
CTaHUMW KNIMeHTa Ao ToukM gocTyna). OnucaHve noneli Tabnuubl NPUBELEHO BhILLE.

,ﬂ.flﬂ BCTYMJ/ieHNA B CUny HOBOW KOHCpI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIOHE3aBNCMYIO NMaMATb
HaXXMNTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».

4.6.3 TMogMeHto «CYHXPOHM3aLNSI»

© nMogmeHo AoCTyNHO TONbKO AN ycTpoiicts WOP-2ac-LR2 SYNC.

[laHHOe NoAMEHI0 COAEPXKUT HACTPOIKN MEXCEKTOPHOI cHXpoHm3aumun (MCC) 6a30Bbix CTaHLMIA.

WEILTEX  woP-2ac-LR2 SYNC m——

MoHUTOPUHT Radio VAP WDS CeTeBble HACTPONKK Cuctema - (BbIXOM)

Radio BKNO4UTD =

Cluster ID
Qos

MAC-anpec 1 €8:28:¢1:7:90:50
CHHXPOHW3ELMA >

MAC-anpec 2 €8:28:¢1:{7:10:10 x

MAC-agpec 3 €8:28:¢c1:f7:20:20 x

* Bk/1o4umes — Npw yctaHoB/IeHHOM thnare mexaHnsm MCC BK/1HOYEH, MHaYe — BbIK/1HOYEH;

* Cluster ID — ngeHTudmkaTop knactepa 6a3oBbIx cTaHUuMiA. Mo ymonyanuio — 0. Vcnonb3yetcsa ans
opraHm3aunm HeCKOJ/IbKMX K/1lacTepoB BHYTPWU OAHOIO cermeHTa L2, ytobbl ngeHTuduumposatb
ynpasnawowme naketel MCC BEC, BXOAALWMX B OANH KNacTep;

+ MAC-adpec 1..3 — MAC-aapeca ocTasibHbIX 6a30BbIX CTAHLNIA, BXOASLMX B AaHHbINA Knactep MCC.

[na BCTynneHns B cuUly HOBOW KOHOUIypaLumn 1 3aHECEHNSI HACTPOEK B 3HEProHe3aBrNCHMMYH0 NamsiTb
HaXXMUTE KHOMKY «MpUMeHNUTb». [119 OTMEHbI U3MEHEHUIA HAXKMUTE KHOMKY «OTMeHa.

40
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4.7 MeHo «VAP»

B pa3gene «VAP» BbINO/HAETCS HACTPOlika BUPTYasibHbIX Toduek aoctyna Wi-Fi (VAP).

4.7.1 TlogmeHto «CymmMapHO»

B nogmeHto «CymmapHO» oTobpaxaroTcs HacTpoikmn Bcex VAP. MOXHO NOCMOTPETb HACTPOWNKM KadK,0i
BUPTYanbHOW ToUkM B pasgenax VAPOQ..3.

=
” LTGX WOP-ZaC-LRZ TECTOBLIA PEHHM
MOHUTOPUHT Radio VAP WDS CETEBLIE HACTPOKN cucrema - (BBIXOM)
CyMMapHo > TpaHcnupoeaTe VLAN  General General Waonauua
VAP BrnwoveHo LWuppoeanne VLANID SSiD SSID Trunk Mode VLAN ID aBoHeHTOB
VAPO
VAPD WPAWPAZ [ WOP 330 LRo test O ]

vapt O BEIKIHOYEHO WOP-2acL R2-1

VAPZ [ BIKMHYEHD WOP-2ac-LR2-2

VAP [ BhIKIOYEHD WOP-2acL R2-3

+ TIPUMEHMTL X OTmeHa

+ VAPQ..3 — NOpsAKOBbIA HOMEp BUPTYasIbHON TOUKN AOCTYNa;

* BK/1t04eHO — Mpu YCTaHOB/IEHHOM do/iare BUPTYyaUibHasA ToUKa AOCTYNa BK/IHOYEHA, MHAYe — BbIK/THOUEHE;

*+ WugpposaHue — Tun WNGPOBAHUSA AAHHbIX, UICNO/b3YEMbIA HA BUPTYasibHOM TOUKe JOCTYNa;

* VLAN ID - Homep VLAN, c koToporo 6yaeT cHumarbca MeTka npu nepepadve tpadvka Wi-Fi kiveHTam,
NOAKMOYEHHBIM K faHHon VAP. MNpu npoxoxaeHnn Tpadinka B 06paTHY0 CTOPOHY Ha HETErMpOBaHHbIN
Tpaduk oT kNneHToB ByaeT HaselwmBaTbes MeTka VLAN ID (npu otkntoueHHom pexume VLAN Trunk);

+ SSID — umsA BUpTYyasibHON 6ecnpoBOAHON CeTY;

+ TpaHcnuposams SSID — npu yctaHOBMEHHOM ch/iare BKHOYEHO BelaHue B adoup SSID, nHave —
BbIK/IHOYEHO;

* VLAN Trunk — npu ycTaHOB/NIeHHOM dhriare aboHeHTY nepegaeTcs TerMpoBaHHbIn Tpaduk;

+ General Mode — npv ycTaHOBNEHHOM (oiare paspeLlaeTcs nepegada HeTermpoBaHHoOro Tpaduka
COBMECTHO C TErMpPOBaHHbIM (AOCTYNHO Npu BKAoYeHHOM pexume VLAN Trunk);

* General VLAN ID — c yka3zaHHoro VLAN ID 6yaet cHumatbcsa MeTka 1 Tpadvk atoro VLAN npoiiget Ha
kKnuneHTa 6e3 Tera. Mpu npoxoxaeHun Tpadrka B 06paTHY0 CTOPOHY Ha HETErMPOBaHHbIV Tpaduk 6yaeT
HaBelwmBaTbcss meTka General VLAN ID;

* U3onsyus aboHEHMOB — NPW YyCTaHOBNEHHOM dh/iare BKHOYEHaA N30/1AumsA Tpadrka Mexay KivMeHTamu B
npegenax ogHoi VAP.

[N BCTYNNEeHWs1 B CUY HOBOI KOHCOUIypaLmmn 1 3aHECEHUSI HACTPOEK B SHEPTOHE3ABNCUMYIO NaMsiTh
HaXXMUTE KHOMKY «[pUMEHUTL». N5 OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMEeHay.
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MoameHto «VAP»
—
- LTe x WOP-ZaC.LRz @ TecToBLIA PEXUM
MOHMTOPUHT Radio VAP WDS CeTeBble HACTPOWKN Cuctema - (BbIXOA)
CymmapHo OBLUMe HacTPOMKK
VAPO » BrnioyeHo
VAP1 VLAN ID
VAPZ
VAP3 SSID WOP-2ac-LR2-test

TpaHcnuposatk SSID

(<]

WVLAN Trunk

4]

General Mode

a8

General VLAN 1D

(<]

I30nAumMs aBOHEHTOR O

MpHOPHTET DSCP v
MakcHmansHoe 0
KOMUYECTBO KNWEHTOB
Pexum Ge30nacHoCTH WPANVPA2-Enterprise v

O6ume HaCcTpPOoIiKK

Bk/1o4eHO — npw yCTaHOBIEHHOM ch/iare BUpPTyasibHas To4Ka AOCTyna BKNHYEHa, MHavye — BbIK/II0YEHa;
VLAN ID — Homep VLAN, c KoToporo 6yaeT cHAMaTbCsl MeTka npu nepegadve tpadmka Wi-Fi knneHTam,
NOAKNOYEHHBIM K gaHHoin VAP. MNpy npoxoxaeHnn Tpaginka B 06paTHY0 CTOPOHY Ha HETETMPOBAHHbIN
Tpaduk oT KNneHToB 6yaeT HaBelwmBaTbest MeTka VLAN ID (npu otkntoueHHom pexume VLAN Trunk);
SSID — nms BMpTyanbHOI 6ecnpoBOAHON CETY;
TpaHcnuposams SSID — npu ycTaHOBMEHHOM chiare BKNKOYEHO BellaHune B adinp SSID, nHave —
BbIK/1HOYEHO;
VLAN Trunk — npu ycTaHoBNeHHOM chriare aboHeHTy nepeaaeTcs TermpoBaHHbIli Tpaduk;
General Mode — npu ycTaHOBNEHHOM ¢hnare paspeLlaeTcs nepegada HeTermpoBaHHoOro Tpadgmka
COBMECTHO C TerMpoBaHHbIM (A0CTYNHO Npu BKAtoueHHoM pexxumve VLAN Trunk);
General VLAN ID — ¢ ykasaHHoro VLAN ID 6yaeT cHumaTbcst MeTka 1 Tpadomk atoro VLAN npoiget Ha
KnneHTa 6e3 Tera. Mpu npoxoxaeHun Tpadrka B 06paTHy0 CTOPOHY Ha HETErMpoBaHHbIl Tpadnk byaeT
HaBelwmBaTbca meTka General VLAN ID;
M3onayusi aboHeHmMoB — Npv YCTaHOB/IEHHOM do/1are BK/IloYeHa U3onaums Tpadmka mexay KnmeHtamu B
npeaenax ogHoi VAP;
lMpuopumem — BbIGOP cnocoba npuopuTnsaumm. Onpegenset nose, Ha OCHOBaHUN KOTOPOro Tpaduk,
nepegawLlmiica B paguovHTepdelic byaet pacnpeaenatbcs no ovepegim WMM:

+ DSCP — 6ypeT aHanuauposatbcs npuoputeT 13 nonst DSCP 3aronoBka IP-nakeTa; ecniv 3HaueHne

DSCP B TermpoBaHHbIX NakeTax paBHo 0, To aHanIM3nMpoBaTbes 6yaeT npuoputeT ns nons CoS
(802.1p);
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+ 802.1p — 6yaeTt aHanu3unpoBaTbcsi npuopuTeT u3 nonsi CoS (Class of Service) TermpoBaHHbIX
MakeToB; ec/in NPUOPUTET Nepeonpesenserca npasunamm mannvira VLAN, To aHanu3nposartbea
6yneT NPUOpUTET, YCTAaHOB/NEHHbIV ANS Nnepejayv B paavmoKaHa.

* Makcuma/ibHoe KO/Iu4ecmso K/IUEHMOB — MaKCUMa/lbHO AOMYyCTMMOE YMC/0 NMOAK/THYaEMbIX K
BMPTYas1bHON CEeTU KIIMEHTOB;
* Pexum 6e3onacHocmu — pexum 6e3onacHoCcTy gocTyna K 6ecnpoBogHOl ceTu:

* BbIK/Il04UMb — HE UCMO/b30BaTh WWU(POBaHNE A1 nepesayn faHHbIX. Touka AoCcTynHa Ans
MOAK/TIOYEHMA NH0OOTO K/TMEHTS,;

+ WPA, WPA2, WPA/WPAZ2 — cnoco6bl WwnpoBaHus, Nnpy Bbibope o4HOro n3 cnocobos 6yaet
[OCTyNHa cnefyloLas HacTponka:

* Koy WPA — knto4/naposib, Heobxoanmblii o158 NOAKIYEHUS K BUPTYaUlbHON TOUKe
foctyna. [/ivHa kntoya coctasiser oT 8 4o 63 CMBO/OB;

+ WPA-Enterprise, WPA2-Enterprise, WPA/WPA2-Enterprise — pexxum WwnudpoBaHUA kaHasia
6ecrnpoBOAHOl CBA3U, NPV KOTOPOM K/IMEHT aBTOPU3YETCA Ha LeHTpann3osaHHOM RADIUS-
cepsepe. [1n1 HaCTPOViK1 AaHHOro pexuma 6e3onacHocTy TpebyeTcs ykasaTb napameTpbl
RADIUS-cepBepa. Takxe TpebyeTca ykasaTb kiod gnsg RADIUS-cepeepa. Mpu BbiGOpe 04HOMO U3
cnoco6oB 6yaeT AOCTyNHa HacTpolika napameTpoB RADIUS-cepsepa:

RADIUS
NomeH root
Appec RADIUS- 192.168.0.1
cepeepa
MopT RADIUS-cepeepa 1812
Mapons RADIUS- @

cepeepa

Mcnone3oeath
AKKAYHTUHI Yepes
RADIUS

Mcnonb3oBate gpyrie
HACTPORKK 4NA
AKKAYHTHMHIA

IP-agpec RADIUS- 192.168.0.1
cepeepa 4nAa
aKkkayHTMHa
MopT RADIUS-cepeepa 1813
ANA aKkKayHTUHrA
Mapons RADIUS- @

cepeepa onAa
AKKAYHTHHIA
Mepuoguyeckan
OTNpaBKa aKKayHTMHIA
MHTepBan oTnpask1 500
aKKAYHTUHIA

+ [lomeH — gomeH nosib3oBaresis;
* IP-adpec RADIUS-cepsepa — agpec RADIUS-cepsepa;
* [Mopm RADIUS-cepsepa — nopT RADIUS-cepBepa, KOTOpbI UCMOMb3yeTcs AJ1s
ayTeHTMdMKaunm 1 asTopusaunm,
+ laposb RADIUS-cepsepa — naponb anis RADIUS-cepBepa, ncnonb3yemoro asis
ayTeHTMdomKauum 1 asTopmsaumy;
* Hcnonb3osamb akkayHmuHe yepes RADIUS — npv yctaHoBNeHHOM conare 6yayT
oTnpaBnATbCA coobLieHnsa «Accounting» Ha RADIUS-cepsep;
* Mcnosb3o8amb Opyaue HacmpoUliKu 07189 akkayHmuHa2a:
+ IP-adpec RADIUS-cepsepa 019 akkayHmuHza — agpec RADIUS-cepBepa,
NCMNOJIb3YeMOr0 A1 aKKayHTUHTa;
+ [Mopm RADIUS-cepsepa 07151 akkayHmuHaa — NnopT, KOTOPbIA 6yAeT UCNosb3oBaH A/
cbopa akkayHTuHra Ha RADIUS-cepBepe;
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* laposb RADIUS-cepsepa 0715 akkayHmuHaa — naposb ans RADIUS-cepsepa,
NCMNOJb3yeMOr0 A1 aKKayHTUHTa;

* [Nepuoduyeckasi omrnpaska akkayHmuHaa — BK/IIOUNTb NEPUOLAMNYECKYIO OTNPaBKy
coobueHnii «<Accounting» Ha RADIUS-cepBep. 3agatb nHTEpBas OTNPaBKu
COO0O6LLEHN MOXHO B Nnone «/IHTepBas OTNPaBKN akKayHTUHa.

OrpaHW4eHna CKOpocTU
Moka3aTs
VAP Limit Down Ol o KOUT/C
VAP Limit Up O o KOWT/C
STA Limit Down O o kOUT/C
STA Limit Up O o KOMT/C

OrpaHI/Il—IeHI/IFI CKOpPOCTH

*+ lNokaszame — aKTMBUPOBATL MOJie HACTPOEK,;

+ VAP Limit Down — orpaHu4eHvne nponyckHoi cnocobHOCTN B HaNpaBfeHnn OT TOYKM JOCTyna 0
K/TMEHTOB (B CYMME), NOAK/THUEHHbIX K faHHoi VAP, KonT/c;

+ VAP Limit Up — orpaHuyeHve NponyckHOW CNoCOBGHOCTM B HANpaB/IEHUN OT K/IMEHTOB (B CyMME),
MOAK/THYEHHbIX K AaHHo VAP, oo Toukn goctyna, Kout/c;

+ STA Limit Down — orpaHuyeHune nponyckHoW CNoCO6HOCTM B Hanpas/eHn OT TOUKM AocTyna Ao
K/TMEHTOB (KaXA0ro B OTAE/bHOCTM), NOAKMOYEHHbIX K AaHHON VAP, Kout/c;

+ STA Limit Up — orpaHuyeHue nponyckHoi CnocoGHOCTM B HanpaBieHUN OT KIMEHTOB (KaXaoro B
OTAENbHOCTM), NOAKMOYEHHBIX K AaHHOI VAP, 1o Toukn aoctyna, Kout/c.

KoHTponb goctyna no MAC

B gaHHOM noapasaene BbINosHseTCst HacTpoiika cnuckoB MAC-apecoB K/IMEHTOB, KOTOPbIM, B 3aBUCUMOCTY
OT BbIGPAHHOW NOMNTYKM A0CTYNa, pa3peLleHo U 3anpeLLeHo noakIyaTbes K gaHHol VAP.

KonTponb goctyna no MAC
Brn4eHo

MonuTHka 3anpeTuTs v

Cnucok MAC-agpecoE

66:04:B6:83:C2:9

m
x

]
(=2}
=
]
=
o

4:B6:82:

)

1.9

9]
x

D4:

C2:9

=
x

o

6:8

ld
m

6

+ [pUMEHUTL X OTmena

w

* Bk/1o4eHO — npun ycTaHOBMIEHHOM (hriare 6yaeT pabotarb BblbpaHHasA NonTKa AOCTyna,;
* [Monumuka — nonnTrka goctyna. Bo3amoxHble 3Ha4YeHus:
« 3anpemums — K gaHHoi VAP GyaeT 3anpeLlleHo nogknyarbes kameHtam, MAC-agpeca KOTopbIX
cofepxartcs B cnucke. Bcem ocTtasibHbIM JOCTYN 6yAeT paspeLlen;
+ Paspewums — K gaHHoin VAP 6yaeTt paspeLlleHo Nnogknvarbes ToNbKo TeM kaneHtam, MAC-
ajZipeca KoTopbIX cogepXarcs B cnucke. BceM octasibHbIM 4OCTYN OGyAeT 3anpeLleH.
* Cnucok MAC-adpecos — cnucok MAC-agpecoB KNMEHTOB, KOTOPbIM paspeLUeH uan 3anpeweH 4ocTyn K
naHHon VAP. MoxeT cogepxaTb A0 128 aapecos.
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,ﬂ.ﬂﬂ TOro 4YTOObI lqOGaBI/ITI:, agpec B CNNUCOK, HAXKMUTE KHOMKY n N B NosABUBLUEMCHA MOJ1e BBEJUTE MAC-

agpec. Utobbl yaanuTb agpec U3 Crmncka, HaOKMUTE KHOMKY E B COOTBETCTBYHOLLEN CTPOKE.
Ecnu BO3HUKNA HEOBXOAMMOCTb 106aBUTb B cNcok MAC-aapec KNneHTa, KOTOpbI B AaHHbIi MOMEHT

NOAKNOYEH K 6Aa30BOI CTAHLMKN, HAXKMUTE B KOHLLE CTPOKM KHOMKY |:| 1 BblGepUTE HYXHbIA afpec U3 Cnuncka,
OH aBTOMaTM4Yeckn 106aBMTCA B Nose.

Mo ymonyaHuio B cnucke otobpaxaetcsa Ao 10 agpecos. 19 TOro 4tobbl yBUAETH NOJHbIN CMIUCOK B Cyyae,
€cnn oH coaepxunTt 6onee 10 agpecoB, HAXXMUTE KHOMKY «[loka3aTb BCEY.

10 EO:D9:E37TABE:CO - x

MokasaTh BCE

[N BCTYN/IEHUSI B CUTY HOBOW KOHhUrypauum 1 3aHeCEHNS HACTPOEK B 3HEPrOHE3aBUCKMYH NaMATb
HaXXMUTE KHOMKY «[pUMEHUTL». N5 OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMEHay.
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4.8 MeHo WDS

B meHto «WDS» BbINONHAETCA HacTpolika 6ecnpoBogHbix MocToB Mexay WOP-2ac-LR2.

© Mpu koHduryprposaHu WDS-coeuHeHNsi HeO6X0AMMO, YTOBbI Ha YCTPOMCTBAXx, KOTopble ByayT

coeanHATbCA No WDS, B HacTpoiikax paavonHTepdeiica 6bi1 BbiopaH 04MHAKOBbIV KaHaul U lWnprHa

KaHaula.

4.8.1 NMopmeHo «WDS»

L TEX WOP-2ac-LR2 © Tecrosu pesam
MOHATOPHHT Radio VAP WDs CeTeBble HACTPORKM Cucrema - BbIX0N,
WDS > BrniaueHo
Pexum BezonacHocTn WPA2 v
Krou WPA ]
MAC-agpec paguonnTepeheiica E8:28:C1:03:FT:AD
Nrka WDS
JITETS Berpevnbiin MAC-agpec KaHankHaA CKOpOCTb Nepegaqu
LT Auto ~
Tkt [ Auto ~
NMunk2 [ Auto ~
Mk [ Auto ~
Nunkd [ Auto v
NMuwes O Auto ~
Munks O Auto -
Muwe? O Auto ~
LAY % OTmena

* BK/1104€HO — NpW YCTAHOB/IEHHOM ch/iare pexum 6ecnpoBOAHOIO0 MOCTa BK/THOUYEH, MHAYE — BbIK/OYEH,;

* Pexxum 6e3onacHocmu — pexnm 6e30nacHOCTV 4ocTyna Kk 6ecnpoBOfHON CeTU:
* BbIK/II04UMB — HE NCMO0/b30BaTh LNGIPOBaHNE 15 Nepefayn AaHHbIX.
+ WPA2 — cnocob6 wwncpoBaHus, Npu Bbibope 6yaeT A4OCTYNHA cneayowan HacTporika;

« Koy WPA — kntoy/naponb, HeobxoamMblid Ans NOAKOUEeHNA K BCTPEYHOM Touke gocTyna. [imHa

K/itoya coctaBnsieT oT 8 o 63 cMMBOSIOB.
* MAC-adpec paduouHmepgpetica — MAC-azpec paanonHTepeica 4aHHOro yCTPOWCTBa,;
* JluHk X (20e X=0..7 — HOMep /IUHKa) — BK/IOYEHMe IHKa 6ecnpoBOAHOro0 MOCTa;
* BcmpeuHbili MAC-adpec — MAC-azpec BCTPEUYHOro yCTPOMCTBAa, 0 KOTOPOro HacTpavsaeTcs
6ecnpoBoAHON MOCT;

* KaHa/ibHasi CKopocmb repedaqu — (hMKCMpoBaHHasA CKOPOCTb 6eCNPOBOAHONM Nepefayn AaHHbIX,
onpegensemas cneumdukaumsamm ctaHgaptos IEEE 802.11b/g/n. Ans kaxgoro nnHka Bblbpaetcs

NHANMBMAYaASIbHO.

[ns BCTyNneHns B culy HOBOW KOHMUIypauun 1 3aHeceHnss HaCTpoeK B 3HEProHe3aBnCMyo NamMaTb
HaXKMUTE KHOMKY «[MpUMEHUTb». /19 OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMeHa».
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4.9 MeHto «CeTeBble HACTPOMKM»

4.9.1 MNoamMeH «CucTemMHasa KoHdurypaums»

I TEX  WOP-2ac-LR2 O Tocromm e

MoHUTOPUHT Radio VAP WDS CeteBble HACTPOMKM Cucrema - (BbIXOO)

CucTeMHan koHbUrypaums > Mma xocta WOP-2ac-LR2
[Hoctyn VLAN ynpasnexus Forwarding v
VLAN ID
MpoTokon Static v
Cratuyeckwii [P 192.168.1.10
Cetesan macka 255.255.255.0
Linwo3
MepeuyHbIi DNS

Bropuunbiid DNS

JlokanbHoe ynpaenexuve Yepes Ethernet
BkniovyeHo

Cratuyeckwii [P 192.0.3.1

Cetesan macka 255.255.255.0

* VIMs1 xocma — ceTeBOe MMS YCTPOWCTBa, 3a4aeTcs cTpoka 1-63 CMMBOJIOB: TaTUHCKME 3ar/1aBHble U
CTPOYHbIe BYKBbI, LMhpbI, 3HAK AedUC «-» (Aednc HE MOXET ObITb NOCEAHUM CUMBOJSIOM B UMEHM);
* VLAN ynpasneHus:.

* BebikroyeHo — VLAN ynpaBneHus He Ncnonb3yeTcs,;

+ Terminating — pexwm, npy koTopoM VLAN ynpasneHnss TepMUHUPYETCA HA TOUKe AOCTYMNa; B 3TOM
c/y4yae y K/IMEeHTOB, MOAK/THUYEHHbIX Yepes3 paanonHTepdieinc, HeT gocTyna Ao gaHHoro VLAN;

* Forwarding — pexwuwm, npu kotopom VLAN ynpasneHus nepefaercs Takke B pagnonHTepdeic
(npv cooTBeTCTBYHOLLEN HAacTpoiike VAP).

* VLAN ID — vpeHTudmkatop VLAN, ncnonb3yemsblin o1 AocTyna K yCTPOWCTBY, NPUHUMAET 3HaYeHUst
1-4094;

+ [Mpomokos1 — BbIGOP NPOTOKONA, N0 KOTOPOMY ByAeT OCyLLecTBAATLCA nogknodeHune no Ethernet-
NHTepdpecy yCTPOICTBa K CETU NpeAocTaB/IeHns ycayr nposagepa:

* DHCP — pexum paboTsbl, npu KoTopom IP-agpec, macka nogcetu, agpec DNS-cepsepa, W03 no
YMOJIYaHWNIO 1 Apyrie napameTpbl, Heobxoaumble Ans paboTtbl B ceTu, 6yayT nosny4veHsl ot DHCP-
cepsepa aBTOMaTUYECKMY;

+ Static — pexxum paboTbl, Npu KoTopom IP-agpec n Bce HeobxoauMble napameTpbl Ha WAN-
NHTEepdeinc HazHavarTcsa ctatuyecku. Mpu Boibope Tuna «Static» ANs pegakTMpoBaHMsa CTaHyT
OOCTYMHLI cnegyrowme napamMmeTpsbl:

+ Cmamuyeckul IP — IP-agpec WAN-uHTepgoeiica ycTpoicTea B ceTv npoBaiigepa;

+ Cemesasi Macka — Macka BHeLLHel noaceTy;

* Lmo3 — afpec, Ha KOTOPbI OTNPaB/seTca NakeT, ec/v /19 Hero He HalijleH MapLipyT B
Tabnvue mapwpyTtnsaumy;

* lepsuyHbili DNS, Bmopu4Hbili DNS — IP-agpeca DNS-cepsepoB. Ecnv agpeca DNS-
CepBepPOB He Ha3HavyalTCs aBToMaTuyeckmn no npotokony DHCP, 3agalite nx Bpy4Hyto.
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JlokanbHOoe ynpasneHue Yyepes Ethernet1

[aHHbIli nogpasfen no3BosieT HAaCTPOUTb HETEMMPOBAaHHbIN AOCTYN A0 ycTpolicTea Yepes Ethernet-
NHTepelc B cnydae, koraa BkayveH VLAN ynpaBneHus.

* BK/1l04€HO — aKTUBUPYET HACTPOIKY;

« Cmamuueckuli IP — |P-appec Ethernet-uHtepdeiica ycTpoiicTBa B nokasibHOM ceTu (N0 ymMon4aHuto
192.0.3.1);
+ Cemesasi Macka — Mmacka nofceTw.

[Nsi BCTYN/IeHUsI B CU/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHMS] HACTPOEK B SHEPTOHE3aBICUMYIO NaMsITh
HaXKMUTE KHOMKY «MpUMEHNUTb». 151 OTMEHbI U3MEHEHMIA HAXXMUTE KHOMKY «OTMEHA».

1 HacTpoiika gocTynHa as1s KoHurypuposaHus Tonbko B pexnmax VLAN ynpaeneHus Terminating n
Forwarding.

4.9.2 TlogmeHto «locTyn»

B nogmeHto «oCTyn» NpoM3BOAMTCS HACTPOIiKa 0CTyna K yCTPOoCcTBy nocpeacTBoM web-nHtepdeiica,
Telnet, SSH, NETCONF n SNMP.

L TEX  woOP-2ac-LR2 P ——

MoHuUTOpHHT Radio VAP WDS CeTeBble HACTPOMKK Cucrema - (ebixoa)

CucTemHan koHdurypauma WEB
Hoctyn » HTTP-nopt 80
WEB-HTTPS
HTTPS-nopt 443
Telnet
Port 23
SSH
Port 22
NETCONF

SNMP

+ [lna BKIKOYEHWA [OCTyNa K yCTPOMCTBY Yepe3 web-uHtepcpeic no npotokony HTTP yctaHoBuTe donar
HanpoTue «WEB». B nosiBMBLUEMCSI OKHE eCTb BO3MOXHOCTb NoMeHsiTb HTTP-nopt (no ymonuyaxuto 80).
[vana3oH 4onyCTUMbIX 3HAYEHWI MOPTOB, NOMUMO YCTaHOB/IEHHOTO N0 YMoN4yaHuto, ¢ 1025 no 65535
BKJ/TIOUNTESNBHO;

+ [ina BKOYEHMA [OCTyNa K yCTPOMCTBY Yepes web-uHtepdpeiic no npotokony HTTPS yctaHoBuTe donar
HanpoTne «WEB-HTTPS». B nosiBMBLUEMCSI OKHE eCTb BO3MOXHOCTb NomMeHsiTb HTTPS-nopt (no
yMonyaHuio 443). lmanasoH AonyCTUMbIX 3HAYEHUIA NOPTOB, MOMUMO YCTAHOB/IEHHOMO MO YMOJIYaHWIO, C
1025 no 65535 BKNHOUMTENBHO;

© nMoptbl gns npotokonos HTTP u HTTPS He A0/MKHbI UMETL OVHAKOBOE 3HAYEHMe.

+ [insa BKIOYEHMA focTyna K ycTpoincTy Yepes Telnet yctaHoBute donar Hanpotus «Telnet». B
NOSIBUBLUEMCSI OKHE ECTb BO3MOXHOCTb NOMeHsITh Telnet-nopT (Mo ymonyaHumio 23). AvanasoH
[0NYyCTUMbIX 3HAYEHWI MOPTOB, NMOMUMO YCTaHOB/IEHHOTO N0 YMoN4yaHuto, ¢ 1025 no 65535
BKJ/THOUUTENBHO;
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+ [nsa BKIOYEHMA JoCcTyna K ycTpoicTBy Yepe3 SSH yctaHoBuTe donar Hanpotus «SSH». B nosiBuBLueMcS
OKHe eCTb BO3MOXXHOCTb NOMeHsITb SSH-nopT (No ymonyanuto 22). inanasoH AonyCTUMbIX 3HAUYEHW
MOpPTOB, MOMUMO YCTAHOBJ/IEHHOTO MO yMon4aHuio, ¢ 1025 no 65535 BKNHOUUTENBHO;

« [nsa BknroveHus goctyna K yctporictsy yepe3 NETCONF yctaHosuTe donar Hanpote «NETCONF».

MporpammHoe o6ecneveHne WOP-2ac-LR2 no3BonsieT U3MeHATb KOHUrypaumio yCTpoincTBa, NPOBOAUTL
MOHUTOPWHI COCTOSAHWUSA 6a30BOI CTaHUMK U €€ AaTUMKOB, a Takke yrnpaB/ifaTbh YCTPOWCTBOM UCNO/b3YS
npotokosn SNMP.

© KoHdurypuposaHue ycTpoiictsa no npotokonly SNMP goCTYNHO HaumMHas ¢ BepcuUm NporpaMMHOro
ob6ecneyenmna 1.11.0.

YCTpOICTBO noaaepxuBaeT NpoTokosbl Bepcuin SNMPv1, SNMPv2.

SNMP /]
Mapons Ha YTekue public
Mapons Ka 3anucs private

Alpec Ans npuéma
Tpanos v1
Alpec Ans npuéma
Tpanos v2
Alpec Ans npuéma
cooOLenuii Inform
CHCTEMHOE UMA WOP-2ac-LR2
ycTpoicTea
KoHTakTHas Contact
MHpOpMaLMa
NpousBoANTENS
MecTononoxetue Russia
ycTpoicTBa

Maponk B Tpanax trap

[Ona nameHeHus napameTtpoB SNMP-areHTa yctaHoBuTe donar Hanpotme «SNMP», nocrie aToro ctaHyT
AOCTYMHbI Cneayowme HacTPOKN:

« [MNaposib Ha YmeHue — Napo/b Ha YTeHNe napameTpoB (06LLEeNPUHATLINA: public);

* [Maposib Ha 3anuck — Naposib Ha 3anMcb napameTpoB (06LLENPUHSATLINA: private);

+ Adpec 0511 npuéma mparos vl — IP-agpec nnn goMeHHoe nMms npuemHmnka coobeHnin SNMPv1-trap B
copmate HOST [COMMUNITY [PORT]];

+ Adpec 0711 npuéma mparos v2 — IP-agpec nnn goMeHHoe nMs npuemHmnka coobuieHnin SNMPv2-trap B
copmate HOST [COMMUNITY [PORT]];

+ Aodpec 0715 npuéma coobwjeHul Inform — IP-agpec nnn JOMeHHOe UMS NpUeMHMKa coobLeHunii Inform B
topmate HOST [COMMUNITY [PORT]];

+ CucmeMHoe uMsi ycmpolicmsa — UMs YCTPOWCTBa,;

+ KoHmakmHasi uHghopmayusi npou3sooumesisi — KOHTakTHas nHopmMaumnsa Nnpon3BoaMTeNs YCTPOCTBE,

* MecmonosoxeHue ycmpolicmsa — MHpopMaunst 0 MeCcTONOI0XKEHNN YCTPOINCTB,;

* [Maposb 8 mpanax — naposib, cogepxalyuiicst B Tpanax (Mo ymonyaHumio: trap).

Hwxe npvBefeH cnMcok 06beKTOB, NoAAePXNBAEMbIX O/ UTEHUSA Y KOHJDUITYPUPOBaHUSA NoCpenCcTBOM
npotokosia SNMP:

+ eltexLtd.1.127.1 — MOHUTOPUHT NapamMeTpoB 6a30BOI CTAHLUN 1 NOAKNHOYEHHbIX aOOHEHTCKMX CTaHUWI;
+ eltexLtd.1.127.3 — ynpaBneHve 6a30Boi cTaHUue;
+ eltexLtd.1.127.5 — koH(purypupoBaHue 6a30B0N CTaHLMK.

roe eltexLtd — 1.3.6.1.4.1.35265 — nageHtudmkatop npegnpuatmua SNTEKC.
Moppo6Hoe onucaHne OID WOP-2ac-LR2 goctynHo no ccbiike Onvcanne OID Ha WOP-2ac-LRx (c Bepcun 1.4).

[N BCTYNNeHWs1 B CUy HOBO KOHCOUIypaLmmn 1 3aHECEHUST HACTPOEK B SHEPTOHE3ABMNCUMYIO NaMsiTh
HaXXMUTE KHOMKY «[pUMeHUTb». N5 OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMEeHay.
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410 MeHw «Cuctema»

B mMeHi0 «CrcTeMa» BbINOHAKTCA HACTPONKM CUCTEMBI, BPEMEHMU, XypHaUia syslog, Npon3BoanTca cMeHa
naposs, BbIrpy3ka/3arpyska KoHdurypawmmn, 06HOBMNEHME NPOrpaMMHOro obecnevyeHns u nepesarpyska
ycTpoicTBa.

4.10.1 NopgmeHo «O6HOBMAEHME MO ycTpoicTBa»

MoaMeHto NpeHa3HauyeHo A5t 0GHOBEHUSI MPOrpPaMMHOr0 06ecneyeHmnst yCTpoiicTea.

E E L | e x WOP-ZaC-LRZ O TecToBbIA pEHMM
MOHMTOPHHT Radio VAP WDS CeTeBble HACTPONKK Cucrema -~ (BbIXOA)
OBHoBneHwe MO ycTpoicTea » AKTHBHAR BEpcua MO
KoHpurypauma

AKkmyansHas sepcus 10 GocmyniHa no adpecy: hitp./eltex-co.ru/support/downioads/

KOHTponk OOCTYMHOCTH
@aiin oGHOBNEHKA M0 | BriGepuTe (aiin | ®aiin He BrIGpaH

Mepe3arpyaka

AYTEHTUDUKALMA

HypHan

Nara u BpemMA

+ AkmusHas sepcusi 10 — Bepcusi NporpamMmmMHOro obecrneyvyeHus], ycTaHOBIEHHOIO Ha YCTPOICTBE,
pa6oTatoLlas B AaHHbIi MOMEHT;
+ Pe3sepsHasi sepcusi 1O — Bepcusi NporpaMMHOro obecneyeHns, yCTaHOB/IEHHOIO Ha YCTPOWCTBE, Ha
KOTOPYI0 MOXHO Nepekntountbest 6e3 3arpy3ku gaina MNo;
+ Coennamb akmusHoU — KHOMKa, NO3BONSAOLLLAA cAenaTh pe3epBHyto Bepcuto NO akTUBHON, AN
3TOro NOTpebyeTcd nepesarpyska ycTponctea. AKTMBHas Bepcua MO B 3TOM c/iyyae CTaHeT
pe3epBHOIA.

O6HoBAEHME NPOrpaMMHOIo o6ecnevyeHmns

3arpysuTte chaiin MO c canta http.//eltex-co.ru/support/downloads/ n coxpaHuTe ero Ha kKomnbtoTepe. MNocne
3TOr0 HAXXMUTE KHOMKY «BblGepuTe dann» B none dain obHosneHust N0 n ykaxuTe nyTb K dhaiiny MO B
dopmare .tar.gz.

[na 3anycka npouecca 06HOBMEHNS HEOOXOANMO HaxaTb KHOMKY «3anycTuTb 06HOBNEHME. Npouecc
06HOB/NEHMS 3aliMET HECKO/IbKO MUHYT (0 ero Tekylem ctatyce 6yaeT ykazaHo Ha CTpaHuLe), Nocne Yero
YCTPOWCTBO aBTOMAaTUYECKN nepesarpy3nTcs.

© He otkniovaiite nuTaHne yCTPOIICTBA, HE BLIMNOHAITE ero nepesarpysky B npolecce o6HosMeHus MO.
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4.10.2 MopgmeHto «KoHGurypaums»

B noameHo «KoHmrypaumsi» BbINOHAETCA COXPaHEeHMe TEKYLLE KOHUrypauum n BOCCTaHOB/EHME.

==
- LTe x WOP-2aC-LR2 @ TecToBLIA pexmMm
IMOHWUTOPMHI Radio VAP WDS CeTeBble HACTPOMKKU Cuctema n - (BbIXOM)
OOHoBNEHWE 10 :\-'CT[:IOHC_E&! HOH}"‘-{MTb apXHe * Ckayate

KOH(Mrypaumm ¢ ycTpoicTea
KoHgurypauma >
3arpyauTe apxue | BuiGepuTe dain |<Da1'1r He BblDpaH
KoHTponk OOCTYNHOCTH KOHWrypaLumn Ha
YCTPORCTBO
Mepesarpy3ka

COpoC Ha 33B0ACKME CoxXpaHWTe NapaMeTpsl gocTyna

AyTEHTHDHUKALMA N
HACTPOHKM X COpac

JKypHan

Nata u Bpems

MNonyyeHne koHdbUrypaumm

UTO6bI COXPaHUTL TEKYLLYH KOH(UIypauuo YCTPOCTBA Ha JIOKasIbHbIA KOMMbIOTEP, HXKMUTE KHOMKY
«CKavaTb».

BoccTtaHoBneHue KoHurypauum

[ns 3arpy3ky cOXpaHeHHOro Ha JI0KaJlbHOM KOMMbloTepe dhaina KoHUrypauum UCrnosb3yeTcsa MyHKT
3azpy3umb apxus KoHghuaypayuu Ha ycmpolicmso. [ANs 3arpy3kn KOHUrypawumm ycTpoincTea HaXMUTE KHOMKY
«BblbepuTte haiiny», ykaxute aiin (B choopmare .tar.gz) n HXMUTE KHOMKY «3arpy3uTb (oainx». 3arpyxeHHas
KOHpurypaums npuMeHsieTcsl aBTomarmyeckn 6e3 nepesarpysku yCTponcTaa.

© Bce naponu B KOHGUrypaLmm ycTpoincTea LN PYTCS KKUYOM, KOTOpbIN 3aBucuT oT MAC-agpeca
yCTpoWicTBa. Nepes 3arpy3koit KOHUrypawumm ¢ O4HOro YCTPOCTBa Ha Apyrue npeaBaputesibHO
HY>XHO MOMEHSATb Naposn B HEN.

[N n3MeHeHns naponeii HeobXoANMO OTKPbITL haiia KOHhUrypauuy B TEKCTOBOM pPefakTope v USMEHUTb
naponu. flanee coxpaHUTb U3MEHEHNS B apxyBe KOHUrypaumu. Nprumep n3MeHeHUs naposein npueeseH
HUXe:

"authentication":{
"admin-password":"encrypted:7068747570617169"
}

M3MeHseTCs Ha
"authentication":{
"admin-password":"password"

I

C6poc ycTpoicTBa K 3aBOACKMM HACTPOiKaM

UT06bI caenaTb c6poC BCeX HACTPOEK YCTPOICTBA K CTaHAaPTHbIM 3aBOACK/M YCTAHOBKAM, HAXKMUTE KHOMKY
«C6poc». Ecnn aktBupoBaH dnar «CoxpaHuTb napameTpbl A0CTynay, To 6yAyT COXpaHeHb! Te napamMeTpsbl
KOHpUrypauumm, KoTopble 0TBEYatoT 3a A0CTYN K YCTPOCTBY (HacTpolika IP-agpeca, HacTpoiikv AocTyna no
Telnet/SSH/SNMP/Netconf/Web).
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4.10.3 MNogMeH «KOHTPO/b AOCTYNHOCTUY

®YHKLMA «KOHTPOb JOCTYNHOCTU» NO3BOJIAET ONpeAe/iMTb OTCYTCTBME CBA3HOCTU M nepesarpysvTb
YCTPOWCTBO UMK ero nHTepdencobl 6e3 yyactus nonb3osarens. Mpu nepesanycke nHtepderica tTakke
npovicxoant nepesanyck DHCP-knveHTa Ha Tekywem WAN-uHTepdelice.

’ LTe X Wo P'2aC'LR2 @ TecToBbIi pexum

MoHuTopHHT Radio VAP WDS CeTeBble HacTpoiku Cucrema - (Bbixos)

OBHosnenue MO ycTpoicTea Brniouero
Kondurypauus OeficTeue MNepesarpyska ycTpoicTea v
KonTponb goctynHocTw > Ping-cepeep 192.168.1.1

Mepesarpyska 3ajepxka nepen Hayanom 300
NpPOBEPKK

AyTEHTUMKALUA MNepuon otnpasku ICMP-3anpocos 300

*Kypan TaimayT oxuaaHua ICMP-oTeeTOB 1

aTa v Bpema
A P MakcumansHoe Konu4ecTso 3

HEYAa4HbIX NPOBEPOK

* BK/1l04EHO — NpW YCTaHOB/IEHHOM dh/1are KOHTPO/Ib AOCTYNHOCTU BK/IHOYEH, MHAYE — BbIK/HOYEH;

« [Jeticmsue:

* [Mepe3arnyck ethernet uHmepgpelica — B cnyvyae HefOCTYNHOCTU 3afaHHOro Ping-cepeepa
npousonget nepesanyck Ethernet-nHtepdelica yctpoiicTaa;

* [epesaryck 6ecrnposodHO020 uHMepelica — B Criydae HeOCTYNHOCTM 3agaHHoro Ping-cepeepa
Npov30n4eT nepesanyck 6ecnpoBoAHOro NHTepdeica yCTPOnCTBa;

* [epe3acpyska ycmpolicmsa — B C/ly4yae HeO0CTYNHOCTW 3afaHHoro Ping-cepsepa nponsonget
nepesarpyska yCcTpolicTBa.

* Ping-cepsep — IP agpec nnv 4OMeHHOe UMs XOCTa, Kyaa 6yayT otnpasnsatbesa ICMP-3anpocsi;

+ 3adep)xka rneped Hayas1oM rpPosBeEPKU — BPEMS B CEKYHAAX NOC/e BK/IOYEHUSA YCTPONCTBA U/
npeablgywero cpabarbiBaHns B TEHEHME KOTOPOro KOHTPO/b AOCTYNHOCTU He ByaeT paboTarh.
JonycTtnmble 3HaveHns 60-86400 BKIHOUNTENBHO;

* [Mepuod omnpasku ICMP-3anpocos — BpeMsi B CEKyHAaX, Yepes koTopoe byaeT otnpasneH ICMP-3anpoc
nocne nonyyexus ICMP-oTBeTa NN NPUHATUA PELLEHMSA O TOM, YTO nNpeaplaywmnin ICMP-3anpoc
okasasics HeygauyHbiM. [lonycTrmble 3HaveHns 1-86400 BKIHOUNTENBHO;

+ Talimaym oxudaHusi ICMP-omsemos — BpeMsi B CEKyHAaX, B Te4eHne KoToporo oxumgaercsa ICMP-oTeeT
Ha oTnpasneHHbIii ICMP-3anpoc. Ecnv no ucteyeHnn spemenn ICMP-oTBeT He nosnyyeH, To ICMP-3anpoc
cuuTaeTcda HeygauHbIM. JonycTumble 3Ha4eHns — 1-10 BKIOUNTESBHO;

* MakcumasibHOe KO/Iu4ecmBs0 Hey0auyHbIX MPosepPoK — MakCUMasibHOe KONnMyecTBo HeyaaduHbix ICMP-
3anpocoBs, ecnn Konn4yecTso HeyaayHblx ICMP-3anpocoB focturaet yka3zaHHOro YMcsa, TO BbINOJIHAETCA
3aZiaHHoe gevicteue. [lonycTumbie 3HaveHns — 1-86400 BK/IOUNTENBHO.
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4.10.4 NMopmeHto «Mepesarpyska»

[lna nepesarpy3kn yCTpoCTBa HAXKMUTE Ha KHOMKY «[lepesarpyskax. MNpouecc nepesanycka ycTpoliicTsa
3aHVMaeT NPUMEPHO T MUHYTY.

‘E LT e x WOP-2aC-LR2 @ TecToBbIA pesmMM

MoHHMTOpHHT Radio VAP WDS CeTeBble HACTPORKK Cucrema - (BbIXOA,

OBHoeneHue MO ycTpoiicTea MNepesarpy3ska < Mepesarpy3ka
yCTpoicTEa
KoHdurypauyus
KOHTpomne AOCTYMHOCTH
Mepesarpyaka »
AyTeHTH(PUEALWMA
JypHan

[lata u Bpema

4.10.5 MogmeHto «AyTeHTUMKaLMa»

MoamMeHto «AyTeHTUdMKaLMa» NpegHa3HavYeHo A1 HACTPOViKM ayTeHTMdMKaLumn nosb3oBarens.

© 3aBopckas yueTHas 3anuch 418 AOCTYynNa K YCTPOWCTBY: /10rvH: admin, naposnb: password.

Takke eCTb BO3MOXHOCTb CO34aHNs AOMONHUTENbHBIX YYETHbIX 3aM1Ccen ¢ ponsammn agMuHucTpaTopa nnm
Habnogatens (HacTpoiika AoCTynHa ToMbko Yepes CLI). YueTHble 3anmcu ¢ ponbio agMUHUCTpaTopa nMetoT
NOSHbIA AOCTYN K YCTPOWCTBY: UTEHNE W 3aMUCh /II0ObIX HACTPOEK, NO/HbLI MOHUTOPUHI COCTOSIHUS
YCTPOWCTBA. YUYETHbIM 3anncsiM C POsib0 HabnwgaTens AoCTYNeH TONIbKO MOHUTOPUHT.

Pasaen «JlokasibHbIil Naposib» NpeAHa3HavYeH A5 CMEeHbl 3aBOACKOro Napons A y4eTHon 3anucy admin.
DTOT Naposib XpaHUTCA Ha Touke focTyna. s CMeHbl Naposis BBeAUTE HOBbIM Naposib CHavana B rnone
«[Maponb», 3aTeM B nosne «flogreepxaeHne Naponsa» U HKMUTE KHOMKY «pumMeHnTb» B faHHOM pasgene oA
COXpaHeHns HOBOro Naposns.

B pasgene «AyTteHTudmkaums yepes RADIUS» BbINO/HSETCA HAcTpolika napameTpoB goctyna K RADIUS-
cepBepy, C MOMOLLbI KOTOPOro ByAeT OCyLeCTBAATLCA ayTeHTUrKauusa 1 aBTopmsauns nonb3oBarens ToUku
focrtyna.

:S LTeX WOP'zaC'LRz @ TecToBbI pexum

MoHUTOPUHT Radio VAP WDS CeTeBble HACTPOMKM Cucrema - (BbIXOL

Obroenenue N0 ycTporicTea NokanbHeI Napons

Kondpurypayms MNaponb @

KoHTpone AocTynHocTn MNopTeep:aeHUe napons @

AyTeHTudhukaumsa yepes RADIUS

Mepesarpyska
AyTeHTUDHKALMA >
KypHan
Aytentudukauua yepes RADIUS
[lara n Bpema
Anpec RADIUS-cepsepa 192.168.1.1

Mopt RADIUS-cepeepa 1812 =

Maponb RADIUS-cepsepa seesee @
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* AymeHmugpukayusi yepe3 RADIUS — npu ycTaHOBNEHHOM (priare aytTeHTUdumkauma 6yaeT BbINOMHATLCA
no y4yetHoli 3anucn Ha RADIUS-cepsepe;

+ Adpec RADIUS-cepsepa — IP apgpec RADIUS-cepBepa;

+ Mopm RADIUS-cepsepa — nopt RADIUS-cepBepa, KOTOPbI UCNOMb3YeTCA A/18 ayTeHTUdMKauum 1
asTopusauuu;

* laposb RADIUS-cepsepa — kmod RADIUS cepsepa, NCnosb3yemMoro Ansa ayteHTuuvkauum n
asTopusauuu.

[N BCTYNNEeHWs1 B CUNYy HOBOI KOHCOUIypaummn 1 3aHeCEHUSI HACTPOEK B SHEPTOHE3ABUCUMYIO NaMsiTh
HaXKMUTE KHOMKY «[pUMeHNTb» B JaHHOM pasgene. [ OTMEeHbl U3MEHEHWI HAXXMUTE KHOMKY «OTMeHa.

Mpun ayTeHTudmkaumm yepes RADIUS-cepBep 0653aTe/IbHO HEOBXOAUMO CO34aTh JIOKA/IbHYIO YYETHYIO 3aMuch,
KoTopas OyaeTt aHanormyHa yyetHoi 3anncu Ha RADIUS-cepsepe. HacTpolika BbinonHsietcs yepes CLI. bonee
noApo6Ho npovecc onvcaH B pasgene «CosgaHne A0N0HUTENBHBIX NOMb30BaTesen».

© Ecnv ekoueHa ayTeHTMdMKauma yepes RADIUS, HO cepBep okasasicst HefJOCTYNEH, ayTeHTUDUKaLSA
6yAeT BbINOIHEHA NO JIOKA/IbHOI YUYETHOI 3anmcu.

MoameHto «XKypHasn»

MoaMeHto «XKypHasi» NpefHasHavYeHo [/1s HACTPOIKM BblBOZA Pa3HOTo poAa OTN1af0uHbIX COOBLLEHWIA
CUCTEMbI B LENAX 0GHAPYXXEHUSI NPUYMH NPO6/IeM B paboTe yCTpoiicTBa.

LTex WOP-ZGC-LRZ © TecToBbIi peskim

MOHUTOPHHT Radio VAP WDS CeTeBble HACTPOWHKM Cuctema -~ (BLIXOA)

OBHosneHne MO ycTpoiicTaa Pexum Cepsep u daiin v
Kondpurypauma Appec Syslog-cepeepa syslog.server
KoHTponb AoCcTynHOCTH MopT Syslog-cepsepa 514
Mepesarpyaka Paswmep daiina, kb 1000

AyTenTudukauma

Qumbrn
Hypnan >

Mpenynpesxaenua
[ata 1 Bpema

OTtnagoynan nHpopmauyma

MHchopmaLoHHble coobLyeHua

* Pexxum — pexum pabotbl Syslog-areHTa:
* Jloka/ibHbIU chali/l — HhopMaLms XypHasia COXpaHaeTcs B /IOKa/IbHOM oaitnie n AoCTynHa B
web-nHTepdelice yctpoiictBa Ha Bkiagke «MOHUTOPUHT/XKypHan coObITUiAY,
+ Cepsep u ¢halin — nHgopmauus XypHana oTnpasnseTca Ha yaasneHHblin Syslog-cepsep v
COXpaHsieTcs B /IOKasIbHOM dhaiine.
+ Adpec Syslog-cepsepa — IP-agpec niv gomeHHoe nms Syslog-cepeepa;
* Mopm Syslog-cepsepa — nopT ANna BXoAsLmx coobueHnii Syslog-cepeepa (no ymonyaxuio 514,
[loNyCTUMble 3HaYeHust 1-65535);
« Pasmep ¢halina, kb — MakcuMasbHbIi pasmep goaiina xypHana (aonyctumMble 3HadeHust 1-1000 kB).

Huxe HacTpamBaeTcsa TUN COOBOLLEHNIA, BbIBOAMMBIX B XXYpPHaUT MEHeKepa KOH(Urypaumm:

* OwubKu — yctaHoBuTe donar, ecnm HeobxoanMMo BbIBOAUTL COOOLLEHUSA TUna «OLWnGKn»,

* [pedynpexoeHus — ycTaHOBUTe hnar, ec/in He06X04MMO BbIBOANTL COOOLLEHMS TUNa
«[IpedynpexoeHusi»;

* OmsiadoyHasi UHghopmayusi — yctaHoBuTe donar, ecnm Heobxo4MMO BbIBOANUTL OT/1al04HbIE COOBLLEHNS;

* VIHhopmayUuoHHbIe co0bWeHUs1 — ycTaHoBUTe hnar, ec/im Heo6XoAMMO BbIBOAUTL NHADOPMALMOHHbIE
COO0OLLIEHNS.
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B nogmeHto «[jata n Bpemsi» MOXHO HaCTPOUTb BPEMS BPYUHYH WU/ C MOMOLLbHO MPOTOKO/1A CUHXPOHMU3aLMK

BpemeHn (NTP).

BpyyHyto
::;: LT e x WOP_2aC_LR2 @ TecToBsIil peskum
MOHMTOPUHT Radio VAP WDS CeTeBble HAaCTPOKM Cuctema - (BbIXOO)
ObHosnenve M0 ycTpoicTea Pestuim ® Bpyunyio O NTP cepsep
Kondurypauus [Jlata u Bpema ycTpoiicTea 27122021 10:10:27 | # Pegaxivpoears

KoHTponk AocTynHocTH

MNepesarpyska

AyTEHTUDUKALMA

MypHan

Nara 1 Bpema >

Yacosoi noac

BkniounTb nepexoa Ha neTHee
BpemMa

Mepexon Ha NeTHee BpemMA

I'Iepexon Ha 3MMHEE BpemA

Cpasur Bpemeru (MUH.)

Mocksa, Poccua v

(He abibparo) (He sbibpano) (He eblbpaHo) B -

(He eb1bparo) (He sbibpaHo) (He 6blbpato) B — |

60 >

- [ama u spemsi ycmpolicmsa — fata U BpeMS Ha YCTPOICTBE B AaHHbIn MOMeHT. Ecnuv TpebyeTcs
KOpPPEKLUS, HAXKMUTE KHOMKY «PeaakTupoBarby;
- [lama, sBpems — 3aaaiiTe TEKYLLYIO AaTy U BPEMS UM HAXMUTE KHOMKY «Tekyllasa gata u Bpemsi»
ANsi yCTaHOBKM BpemeHu MK Ha ycTpoiicTBo;
+ Yacosoli nosic — no3BO/ISIET yCTAHOBUTL YacOBOIA NOSIC B COOTBETCTBUM C GAVXKANLLIMM ropoAoM B

Ballem permoHe mn3 3agaHHoOro Crcka,

* Bk/rodums nepexod Ha iemHee speMsi — Npw YyCTaHOB/IEHHOM dhniare nepexof, Ha eTHee/3umHee
Bpemsi 6y1eT BbINOMHATLCS aBTOMATUYECKM B 3aiaHHbIi Nepuog, BpeMeHMu:
« [Mepexod Ha iemHee BpeMs — [ieHb 1 BPeMsi, Korga 6yaeT BbINoNHATLCSA Nepexo Ha NeTHee

Bpems;

« [Mepexod Ha 3uMHee BpeMsi — AeHb 1 BpeMs, Koraa 6yaeT BbINOMHATLCSA Nepexo/ Ha 3uMHee

Bpems;

« Cdsue BpemMeHU (MUH.) — Nepnog, BpEMEHN B MUHYTaX, Ha KOTOPbIV BbINOTHSETCA CABUT BPEMEHW.
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NTP-cepsep
:: LTe X WO P_Zac_LRz © TecToBbIl PEsKUM

MOHHTOPUHT Radio VAP WDS CeTeBble HACTPOKK Cuctema - (BBIXOO)

Ofnoenenve MO ycTpoiicTaa Pestim Bpyuryio @ NTP cepeep
Kondurypauus [aTta 1 BpemA ycTpolcTea 27.12.2021 10:11:06

NTP cepsep pool.ntp.org -
KDHTFIC-I'H:, LNOCTYNHOCTH

Yacosoit noac Mockea, Poccus v
MNepe3arpyska

BrniouuTs nepexof Ha netHee

AyTeHTUDMKaLMA
! tukay Bpema

MypHan Mepexoa Ha NeTHee Bpems (He snibpaHo) (He ebibpano) (ve ebibpaHo) B -

[ara u Bpema > Mepexoa Ha aumHee Bpems (He ebibpano) (He sbibpano) (ve sbibpato) B -

CAaBur BpeMeHn (MHH.) 60

x OTMEHa

+ [lama u spemsi ycmpolicmsa — fata U BPEMS Ha YCTPONCTBE B faHHbIi MOMEHT;

* NTP cepsep — IP-agpec/noOMeHHOe NMSA cepBepa CUHXPOHMU3aLUMn BpeMeHn. Bo3MOXHO 3a4aTtb agpec
Un BbIOPaTh M3 CYLLLECTBYIOLLErO CNNCKa;

+ Yacosol nosic — nNo3BOMSET YCTAHOBUTb YaCOBO MOSC B COOTBETCTBUMN C GAMKAALLMM rOPOAOM B
BalleM pernoHe 13 3aaHHoro crnmcka.

[N BCTYNNEeHWs1 B CUY HOBOI KOHCOUIypaLmmn 1 3aHeCEHUs1 HACTPOEK B SHEPTOHE3ABUNCUMYIO NaMsiTh
HaXKMUTE KHOMKY «[TpuMeHUMb». O OTMEHbI UBMEHEHUIA HAXXMUTE KHOMKY «OmmeHa».

5 YnpaBeneHue yCcTPOCTBOM C NOMOLLbH KOMaH/AHOWN CTPOKM

© [ nepexopa B pexuM KOHUIyprpoBaHus BBeanTe KomaHay configure.
[na oTo6paxeHUa NMEeLLNXCSA HACTPOEeK OnpeeneHHoro pasgerna KoHurypaumm Beeante KomaHay
show-config.
[ns nonyyeHusa noackasky 0 TOM, Kakoe 3HavYeHre MOXET NPUHUMATbL TOT WX UHOW nNapameTp
KOHCDUIypaLmm ycTpoiicTBa, HaxXMIUTe codeTaHve KnaBuil (B aHrnuiickoii packnaake) [Shift + ?].
[ns nonyyeHus cnucka napameTpoB, AOCTYMHbIX A5 pefakTMpoBaHUs B JaHHOM pasgesne
KOHpurypaumm, HaxmuTe knasuwly Tab.
[ns coxpaHeHUss HaCTpoek BBeAUTE KOMaHAy save.
[ns nepexoga B npeablayLUnii pasgen KoHurypaumm BeeguTe KomaHay exit.
[ns BbIxoAa n3 pexuma KoHpurypnposaHus BBeante komaHay end.

5.1 TMoakntoyeHne K ycTpomncTey

Mo ymonuaHuio yctpoiictBo WOP-2ac-LR2 HacTpoeHo Ha nonyyeHune agpeca no DHCP. Ecnu agpec He 6bin
Nosly4YeH, NOAKMHUYUTLCA K YCTPOMCTBY MOXHO MO 3aBOACKOMY IP-aapecy.

© 3asopackoii IP-aapec yctpolictea WOP-2ac-LR2: 192.168.1.10, macka nogcetu: 255.255.255.0.

Moaxn4YeHne K yCTPOICTBY ocyLlecTBAsieTcs ¢ noMoulbo SSH/Telnet:
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ssh admin@<IP-agpec ycTpoiictBa>, fasnee BBOAMM Naposib

telnet <IP-agpec ycTporicTBa>, BBOAUM JSIOTUH 1 Naposib

5.2 HacTpoiika ceTeBbIx NapameTpoB

HacTtpoiika cTaTuyecKkux ceTeBbIX NapaMeTPoB TOUKM AOCTYyNa

WOP-2ac-LR2(root):/# configure

WOP-2ac-LR2(config):/# interface

WOP-2ac-LR2(config):/interface# br0

WOP-2ac-LR2(config):/interface/br0# common

WOP-2ac-LR2(config):/interface/br0/common# static-ip X.X.X.X (rae X.X.X.X — |P-agpec WOP-2ac-LR2)
WOP-2ac-LR2(config):/interface/br0/common# netmask X.X.X.X (rae X.X.X.X — macka noaceru)
WOP-2ac-LR2(config):/interface/br0/common# dns-server-1 X.X.X.X (rae X.X.X.X — IP-agpec dns-
cepsepa Ne1)

WOP-2ac-LR2(config):/interface/br0/common# dns-server-2 X.X.X.X (rae X.X.X.X — IP-agpec dns-
cepBepa Ne2)

WOP-2ac-LR2(config):/interface/br0/common# protocol static-ip (13veHeHne pexxviva pa6otsl ¢ DHCP
Ha Static-IP)

WOP-2ac-LR2(config):/interface/br0/common# save (coxpaHeHvie HacTpoek)

AOG&BJ’IEHMG CTaTn4yecKkoro MapuipyTta

WOP-2ac-LR2(config):/interface/br0/common# exit

WOP-2ac-LR2(config):/interface/br0# exit

WOP-2ac-LR2(config):/interface# exit

WOP-2ac-LR2(config):/# route

WOP-2ac-LR2(config):/route# default

WOP-2ac-LR2(config):/route/default# destination X.X.X.X (rae X X.X.X — IP-agpec cetv unv ysna
HasHa4yeHus), onst MmapwpyTa no ymonyaxuto — 0.0.0.0)

WOP-2ac-LR2(config):/route/default# netmask X.X.X.X (rae X.X.X.X — macka cetn HazHaueHus, 115
mMapLupyTa no ymonyanuto — 0.0.0.0)

WOP-2ac-LR2(config):/route/default# gateway X.X.X.X (rae X X.X.X — IP-agpec wwno3a)
WOP-2ac-LR2(config):/interface/br0/common# save (coxpaHeHne HacTpoek)

HacTtpoiika nonyyeHus ceTeBbIX NapameTpoB no DHCP

WOP-2ac-LR2(root):/# configure

WOP-2ac-LR2(config):/# interface

WOP-2ac-LR2(config):/interface# br0

WOP-2ac-LR2(config):/interface/br0# common

WOP-2ac-LR2(config):/interface/br0/common# protocol dhcp (13veHeHre pexva paboTsl ¢ Static-IP Ha
DHCP)

WOP-2ac-LR2(config):/interface/br0/common# save (coxpaHeHne HacTpoek)
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5.2.1 HacTpoiika ceTeBbIx NapaMeTpoB C MOMOLLbIO YTUINTLI set-management-vlan-mode

HeTerupoBaHHbIli gocTyn

Mony4yeHue ceteBbix HacTpoek no DHCP
WOP-2ac-LR2(root):/# set-management-vlian-mode off protocol dhcp

Cratnyeckue HaCTQOVIKM

WOP-2ac-LR2(root):/# set-management-vlian-mode off protocol static-ip ip-addr X.X.X.X netmask
Y.Y.Y.Y gateway Z.Z.Z.Z (rae X.X.X.X — cTtatuueckuii IP-agpec, Y.Y.Y.Y — macka noacet, Z.Z.Z.Z —
LLO3)

DocTtyn yepes VLAN ynpaBneHus B pexume Terminating

MonyyeHne ceteBbix HacTpoek no DHCP

WOP-2ac-LR2(root):/# set-management-vlan-mode terminating vlan-id X protocol dhcp (r1e X — VLAN
ID, ucnonb3yemblii Ansi 4OCTyna K ycTpolicTBy. Bo3aMoXHble 3HaueHust: 1-4094)

Cratunyeckue HaCTQOVIKl/I

WOP-2ac-LR2(root):/# set-management-vlan-mode terminating vlan-id X protocol static-ip ip-addr

X X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (rpe X — VLAN ID, ncnosnb3yembiii 417 AOCTyNa K yCTPOCTBY,
BO3MOXHbIe 3HaueHus: 1-4094; X.X.X.X — ctatnyeckuii IP-agpec; Y.Y.Y.Y — macka nogcetw; Z.Z.2Z.Z —
LLI/HO3)

JocTtyn yepes VLAN ynpaBneHus B pexume Forwarding

MNonyyeHne ceteBbix HacTpoek no DHCP

WOP-2ac-LR2(root):/# set-management-vlan-mode forwarding vlan-id X protocol dhcp (rae X — VLAN
ID, ncnonb3yemsbiit Ans AocTyna K ycTpoiicTBy. Bo3amoxHble 3HaueHus: 1-4094)

Cratnyeckue HaCTQOVIKI/I

WOP-2ac-LR2(root):/# set-management-vlan-mode forwarding vlan-id X protocol static-ip ip-addr
X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (rne X — VLAN ID, ncnosb3yemsblii 418 AOCTyna K YyCTPOCTBY,
BO3MOXHbIe 3HaueHust: 1-4094; X. X.X.X — ctatuuecknin IP-agpec; Y.Y.Y.Y — macka noacetn; Z.Z.Z.Z —
LLI/HO3)

3aBeplueHne U coXpaHeHne HaCcTPoeK

WOP-2ac-LR2(root):/# save (coxpaHeHne HacTpoek)
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5.3 HacTtpoiika BupTyanbHbix Touek goctyna Wi-Fi (VAP)
B Tabnuue npeactasneHbl KOMaHabl 4715 HACTPOWKK pexnmoB 6e3onacHocTy VAP.

Tabnuua 4 — KomaHgpb! 4N HaCcTpoikn pexmnma 6esonacHoctn Ha VAP

Pexxum 6e3onacHoCcTU KomaHga ons HaCTpPOViKN pexuma 6e30nacHoOCTuU
Be3 napons security-mode off

WPA security-mode WPA

WPA2 security-mode WPA2

WPA/WPA2 security-mode WPA_WPA?2

WPA-Enterprise security-mode WPA_1X

WPA2-Enterprise security-mode WPA2_1X

WPA/WPAZ2-Enterprise security-mode WPA_WPA2_1X

Hwxe npeacTaBneHbl NpUMepbl HACTPOVikn VAP ¢ paz/iMuHbIMU peXxrmamMmn 6e30MacHOCTH.

5.3.1 Hactpoiika VAP 6e3 wndgposaHus

CospgaHue VAP 6e3 wincpoBaHus

WOP-2ac-LR2(root):/# configure

WOP-2ac-LR2(config):/# interface

WOP-2ac-LR2(config):/interface# wlan0-va0

WOP-2ac-LR2(config):/interface/wlan0-va0# vap

WOP-2ac-LR2(config):/interface/wlan0-va0/vap# ssid 'SSID_WOP-2ac-LR2_open' (13veHEHNE NMEH
SSID)

WOP-2ac-LR2(config):/interface/wlan0-va0/vap# security-mode off (pexxvimv wncposaxus off — 6es
napons)

WOP-2ac-LR2(config):/interface/wlan0-va0/vap# exit

WOP-2ac-LR2(config):/interface/wlan0-va0# common
WOP-2ac-LR2(config):/interface/wlan0-val/common# enabled true (Bk/1t04eHe BUPTYa/IbHON TOYKM
focTyna)

WOP-2ac-LR2(config):/interface/wlan0-va0/common# save
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5.3.2 Hacrtpoiika VAP c pexvumom 6e3onacHoctn WPA-Personal

CospaHue VAP c pexumom 6e3onacHocTu WPA-Personal

WOP-2ac-LR2(root):/# configure

WOP-2ac-LR2(config):/# interface

WOP-2ac-LR2(config):/interface# wlan0-va0

WOP-2ac-LR2(config):/interface/wlan0-va0# vap

WOP-2ac-LR2(config):/interface/wlan0-va0/vap# ssid 'SSID_WOP-2ac-LR2_Wpa2' (n3veHeHne nmeHn
SSID)

WOP-2ac-LR2(config):/interface/wlan0-va0/vap# security-mode WPA_WPA2 (pexuv lundposaHms —
WPA/WPA?2)

WOP-2ac-LR2(config):/interface/wlan0-va0/vap# key-wpa password123 (k/1t04/naposis, HeoOXoaNMbI
ANt NOAK/THOUEHUsT K BUPTYasibHOM Touke AocTyna. [vHa Kioua Jo/mMkHa CoCcTaBATL OT 8 Ao 63
CMMBO/I0B)

WOP-2ac-LR2(config):/interface/wlan0-va0/vap# exit

WOP-2ac-LR2(config):/interface/wlan0-va0# common
WOP-2ac-LR2(config):/interface/wlan0-val/common# enabled true (Bk/toueHne BUPTYabHOM TOUKN
focTyna)

WOP-2ac-LR2(config):/interface/wlan0-val/common# save
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5.3.3 Hacrtpoiika VAP c Enterprise-aBTopusavueii

Co3zgaHue VAP c pexxumom 6esonacHocTy WPA2-Enterprise c nepnoguyeckoii oTnpaBKOW akKKayHTUHIa Ha
Radius-cepBep

WOP-2ac-LR2(root):/# configure

WOP-2ac-LR2(config):/# interface

WOP-2ac-LR2(config):/interface# wlan0-va0

WOP-2ac-LR2(config):/interface/wlan0-va0# vap

WOP-2ac-LR2(config):/interface/wlan0-va0/vap# ssid 'SSID_WOP-2ac-LR2_enterprise' (13meHeHne
umeHu SSID)

WOP-2ac-LR2(config):/interface/wlan0-va0/vap# security-mode WPA_WPA2_1X (pexum wngposanms —
WPA/WPA2-Enterprise)

WOP-2ac-LR2(config):/interface/wlan0-va0/vap# radius
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/radius# domain root (re root — foMeH nons3oBatess)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/radius# auth-address X.X.X.X (rae X.X.X.X — |P-agpec
RADIUS-cepBepa)

WOP-2ac-LR2(config):/interface/wlan0-va0/vap/radius# auth-port X (rae X — nopt RADIUS-cepeepa,
KOTOPbII MCNnonb3yeTcs Ans ayTeHTUGMKaLMK 1 aBTopusauun. Mo ymonyanuto: 1812)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/radius# auth-password secret (r7e secret — naposns 15
RADIUS-cepBepa, UCnosib3yemoro s ayTeHTUUKaLMM 1 aBTopu3auum)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/radius# acct-enable true (B«/1t0ueHre oTnpaBku
coobuieHuii «Accounting» Ha RADIUS cepBep. Mo ymonuyaHuto: false)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/radius# acct-address X.X.X.X (rae X.X.X.X — |P-agpec
RADIUS-cepBepa, Cnosib3yemoro [/1s1 akkayHTUHra)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/radius# acct-port X (rae X — nopt RADIUS-cepgepa,
KOTOPbI MCNOMb3yeTcs AN1s akkayHTUHra. Mo ymonyaxuio: 1813)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/radius# acct-password secret (e secret — naposns ans
RADIUS-cepBepa, Cnosib3yemMoro [/1s1 akkayHTUHra)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/radius# acct-periodic true (Bk/1t0ueHe NeproanyecKkoli
OTNpaBKK coobLeHnin «Accounting» Ha RADIUS-cepBep. Mo ymonyanuto: false)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/radius# acct-interval 600 (1HTepBas oTnpasku
coobuieHuii «Accounting» Ha RADIUS-cepBep)

WOP-2ac-LR2(config):/interface/wlan0-va0/vap/radius# exit
WOP-2ac-LR2(config):/interface/wlan0-va0/vap# exit

WOP-2ac-LR2(config):/interface/wlan0-va0# common
WOP-2ac-LR2(config):/interface/wlan0-va0/common# enabled true (BkntoueHie BUPTYaIbHOM TOUKY
focTyna)

WOP-2ac-LR2(config):/interface/wlan0-val/common# save

5.3.4 [ononHutenbHble HacTpoiiku VAP

Ha3HaueHue VLAN-ID Ha VAP

WOP-2ac-LR2(config):/interface/wlan0-va0/vap# vlan-id X (rze X — Homep VLAN-ID Ha VAP)
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BkntoueHue VLAN trunk Ha VAP

WOP-2ac-LR2(config):/interface/wlan0-va0/vap# vlan-trunk true (xntouerne VLAN Trunk Ha VAP. 15
oTkntoueHns seeauTe false)

BknioueHue General VLAN Ha VAP

WOP-2ac-LR2(config):/interface/wlan0-va0/vap# general-vlan-mode true (Bx/toueHve General VLAN Ha
SSID. Ans otkntoueHns seeauTe false)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap# general-vlan-id X (r1e X — Homep General VLAN)

HacTpoiika yHMKa/IbHOTO Nosib3oBaTesibcKoro VLAN (C-VLAN) Ha VAP

© 1. C-VLAN He pa6otaet npu BktoueHHoM VLAN Trunk Ha VAP. Ec/u Bbl XOTUTE UCMONb30BaTh C-
VLAN 1 npu 3TOM nepegasatb B CTOPOHY aOOHEHTCKOIM CTaHUUM TErMpOBaHHbIN Tpadvk,
Bkntounte Ha VAP Vlan Trunk n General Mode.

2. Ecnn VLAN-ID Broadcast-Tpadmka coBnagaet ¢ ogHum u3 C-VLAN, HacTpoeHHbIX Ha VAP, To
AaHHbI Broadcast-Tpadhmk oTnpaBuTtca BceM KnneHTam 6a30Boi CTaHUMK, NOAKAYEHHbIM K VAP,
6e3 Tera.

3. He pekomeHayeTtcsa HacTpamBaTtb ognH C-VLAN A/151 HECKOBbKNX KITMEHTOB.

4. VLAN, c KoTopbIx 6yAeT cHUMaTbCst MeTKa B onuun C-VLAN (o115 nepegayum HeTermpoBaHHoOro
Tpadrka K aBOHEHTCKOW CTaHLMK), HE JO/MKHbI 6bITb UCMO/Ib30BaHbI B TETMPOBAHHOM BUAE HA
abOHEHTCKOWM CTaHuuMM 1 B NOSIb30BaTENbCKOW CETU HUKE aBOHEHTCKOM CTaHL M.

5. B cnyyae, ecnn Ha VAP HacTpoeHa Enterprise-aBTopusaums u ansa knnenta Ha RADIUS-cepBepe
6b11 ykasaH C-VLAN, TO MMeHHO OH 6yAeT Ucnosb3oBaTbCs A5 paboTbl C aHHbIM K/IMEHTOM, T. €.
C-VLAN, HacTpoeHHbIn Ha VAP 6a30Boi cTaHumu, 6yaeT NpourHopupoBaH.

WOP-2ac-LR2(config):/interface/wlan0-va0/vap# customer-vlans
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/customer-vlans# clients (nepexos B pasaen clients ans
HacTpolikn cnucka cootBetcBust MAC-aapeca nons3osatesnisi  VLAN-ID)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/customer-vlans/clients# add XX:XX:XX:XX:XX:XX (rae
XXXXXXXXXX: XX — MAC-agpec yCcTponcTBa, A1 KOToporo Heobxoanmo yctaHoButb C-VLAN. ns
yOaneHust aapeca u3 cnucka ncnonbayiite komaHay del)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/customer-vlans/clients# XX:XX:XX:XX:XX:XX
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/customer-vlans/clients/XX:XX:XX:XX:XX:XX# vlan-id Y
(roe Y — VLAN-ID, koTopblii 6yaeT ncnonb3oBaH kak C-VLAN ans nonb3osatensi c MAC-agpecom
XXX XX XX XX:XX)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/customer-vlans/clients/XX:XX:XX:XX:XX:XX# exit
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/customer-vlans/clients# exit
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/customer-vlans# enable true (Bx/itoueHvie paboThbl
nokanbHoro C-VLAN Ha VAP. [ins otkntoueHus seeaute false)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/customer-vlans# save (coxpaHeHne HacTpoek)
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BknroyeHune ckpbiTOoro SSID

WOP-2ac-LR2(config):/interface/wlan0-va0/vap# hidden true (sxiiiouere ckpeitoro SSID. s
oTkntoueHns seeauTe false)

OrpaHuyeHue KonnyecTsa KineHToB Ha VAP

WOP-2ac-LR2(config):/interface/wlan0-va0/vap# sta-limit X (rae X — makcumanbHo A0nycTUMOE YNC/Io
NnoAK/ItYaeMbIX K BUPTyaslbHOM CETU KNIMEHTOB)

BktoueHne usonsiuum KiMeHTos Ha VAP

WOP-2ac-LR2(config):/interface/wlan0-va0/vap# station-isolation true (ex/itoueHvie nzonsauus Tpadvka
MeX[y KnneHTamu B npeaenax ogHoii VAP. Ans oTknoveHus seeauTe false)
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HacTpoiika orpaHMYeHnsA CKOPOCTU

HacTpoiika orpaHn4yeHns nponyckHoOM CNOCO6HOCTM B HanpaBAeHun 0T 6a30B0OW CTaHUMK A0 KIMEHTOB
(Kaxkaoro B 0TAeNbHOCTK), NOAKNHYEHHbIX K AaHHOW VAP (STA Limit Down)

WOP-2ac-LR2(config):/interface/wlan0-va0/vap# shaper-per-sta-tx
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/shaper-per-sta-tx# value X (rae X — makcumasibHas
cKopocTb B K6ut/c)

WOP-2ac-LR2(config):/interface/wlan0-va0/vap/shaper-per-sta-tx# mode kbps (Bx/toueHne
welinepa. Ans otknoueHns seeaute off)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/shaper-per-sta-tx# exit

HacTtpolika orpaHnyeHnsa nponyckHoi cnocobHOCTY B HanpaBAeHUN 0T KANEHTOB (KaX/a0ro B
OTAENbHOCTY), NOAK/KYEHHbIX K AaHHoi VAP, no 6a3oBoi ctaHumu (STA Limit Up)

WOP-2ac-LR2(config):/interface/wlan0-va0/vap# shaper-per-sta-rx
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/shaper-per-sta-rx# value X (rae X — makcumvasibHas
cKkopocTb B K6ut/c)

WOP-2ac-LR2(config):/interface/wlan0-va0/vap/shaper-per-sta-rx# mode kbps (BxntoueHe
welinepa. Ans otknoueHns seeaute off)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/shaper-per-sta-rx# exit

HacTtpolika orpaHnyeHns nponyckHol cnocobHOCTY B HanpaBAeHun oT 6a30BOM CTaHUMKW A0 KANEHTOB (B
cymMMme), noAxkNYeHHbIX K gaHHo VAP (VAP Limit Down)

WOP-2ac-LR2(config):/interface/wlan0-va0/vap# shaper-per-vap-tx (HacTtpoiika Lieiinepa B
HanpaB/IEHUN OT TOYKWN A0CTYyna A0 KIMEHTOB (B CyMMe), NOAK/IHYEHHbIX K AaHHol VAP)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/shaper-per-vap-tx# value X (rae X — makcumasibHasi
cKkopocTb B K6ut/c)

WOP-2ac-LR2(config):/interface/wlan0-va0/vap/shaper-per-vap-tx# mode kbps (BxtoueHe
welinepa. Ans otknoueHns seeaute off)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/shaper-per-vap-tx# exit

HacTtpoiika orpaHnyeHns NponyCckHo CNOCO6HOCTN B HAaNpaBAeHUN OT KNNEHTOB (B CymMe),
NOAKNYEHHbIX K AaHHoW VAP, o 6a30Boli ctaHuuv (VAP Limit Up)

WOP-2ac-LR2(config):/interface/wlan0-va0/vap# shaper-per-vap-rx
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/shaper-per-vap-rx# value X (rne X — makcumasibHas
cKkopocTb B K6ut/c)

WOP-2ac-LR2(config):/interface/wlan0-va0/vap/shaper-per-vap-rx# mode kbps (s«/itoueHve
welinepa. Ans otknoueHns seeaute off)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/shaper-per-vap-rx# exit

© HauuHas ¢ Bepcuy MO 1.12.0 nosiBUNACHL BO3MOXHOCTb HACTpamBaTh UHAVBUAYa/bHbIE
OrpaHn4eHns NPonycKHoW CNOCO6HOCTU AN K/TMEHTOB.
[JaHHoe orpaH1MyeHne NpomnyckHol CnocoGHOCTY ByAeT PAacNpPOCTPaHATLCS TOMBbKO Ha
KOHKPETHOrO KnneHTa. 151 oCTaslbHbIX K/MEHTOB, NOAKIOUEHHbIX K AaHHol VAP, 6yayT
pacnpoCcTPaHATLCS OrpaHnYeHns, 3aaHHble B 06LeM Lelinepe (HacTpoiika npeacTaBneHa
BbILLE).
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HaCT[)OﬁKa NHONBUAYa/IbHOIo orpaHnyeHunsa I'IQOI'IyCKHOI7I CNOCOBHOCTU B HanpaB/1€HNN OT KOHKPETHOIO K/INeHTa,
NOAKNKYEHHOTO K AaHHOW VAP, 10 6a30B0i cTaHumu (RX)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap# shaper-per-sta-rx

WOP-2ac-LR2(config):/interface/wlan0-va0/vap/shaper-per-sta-rx# clients
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/shaper-per-sta-rx/clients# add XX:XX:XX:XX:XX:XX (rze
XXXXXXXXXX: XX — MAC-agpec ycTponcTBa, 418 KOTOPOro Heo6Xxo4uMO YCTaHOBUTL OfpPaHUYeHue.
Ons ypanenus agpeca v3 cnucka ncnonb3yiite komaHay del)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/shaper-per-sta-rx/clients# XX:XX:XX:XX:XX:XX
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/shaper-per-sta-rx/clients/XX:XX:XX:XX:XX:XX# value X
(rne X — makcumasibHasi CKopocTb B KGUT/C)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/shaper-per-sta-rx/clients/XX:XX:XX:XX:XX:XX# mode
kbps (BkntoueHue welinepa. Ans BbikntoueHusi seegute off)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/shaper-per-sta-rx/clients/XX:XX:XX:XX:XX:XX# exit

WOP-2ac-LR2(config):/interface/wlan0-va0/vap/shaper-per-sta-rx/clients# exit
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/shaper-per-sta-rxi exit
WOP-2ac-LR2(config):/interface/wlan0-va0/vap# save (COxpaHeHne HacTpoek)

HacTpoiika nHaneuayanbHOro orpaHMyeHns NponyCcKHOM CNOCO6HOCTN B HAaNpaBAeHUN OT 6a30BOV
CTaHLUMUN A0 KOHKPETHOrO KANEHTA, NOAK/YEHHOIO K gaHHOW VAP (TX)

WOP-2ac-LR2(config):/interface/wlan0-va0/vap# shaper-per-sta-tx
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/shaper-per-sta-tx# clients
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/shaper-per-sta-tx/clients# add XX:XX:XX:XX:XX:XX (rae
XXXXXXXXXX: XX — MAC-agpec ycTponcTBa, 418 KOTOPOro Heo6XxoAnMMO YCTaHOBUTE OfPaHUYeHue.
[ns yaanenus agpeca v3 cnucka ncnonb3yiite komaHay del)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/shaper-per-sta-tx/clients# XX:XX:XX:XX:XX:XX
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/shaper-per-sta-tx/clients/XX:XX:XX:XX:XX:XX# value X
(rne X — makcumasibHasi CKopocTb B KGUT/C)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/shaper-per-sta-tx/clients/XX:XX:XX:XX:XX:XX# mode
kbps (BkntoueHue welinepa. Ans BbikntoueHusi seegute off)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/shaper-per-sta-tx/clients/XX:XX:XX:XX:XX:XX# exit
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/shaper-per-sta-tx/clients#exit
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/shaper-per-sta-tx# exit
WOP-2ac-LR2(config):/interface/wlan0-va0/vap# save (coxpaHeHve HacTpoek)

HacTtpoiika weiinepa ang multicast/broadcast B HanpaBneHuu 0T KIUEHTOB (B cyMMe), NOAKIHUYEHHbIX K
aHHoi VAP

WOP-2ac-LR2(config):/interface/wlan0-va0/vap# shaper-mcast-bcast-rx
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/shaper-mcast-bcast-rx # value X (rae X — makcumarnsHasn
cKopocTb B K6uT/C)

WOP-2ac-LR2(config):/interface/wlan0-va0/vap/shaper-mcast-bcast-rx# mode kbps (Bx/itoueHve
welinepa. Ans BbikitoueHus sBeanTe off)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/shaper-mcast-bcast-rx# exit

HacTpoiika weiinepa ana multicast/broadcast B HanpaBneHWW OT TOYKM AOCTyNA A0 KAUEHTOB (B CYMME),
NOAKNOYEHHbIX K AaHHON VAP

WOP-2ac-LR2(config):/interface/wlan0-va0/vap# shaper-mcast-bcast-tx
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/shaper-mcast-bcast-tx# value X (rae X — makcumasibHas
cKopocTb B K6UT/C)

WOP-2ac-LR2(config):/interface/wlan0-va0/vap/shaper-mcast-bcast-tx# mode kbps (xntoueHve
welinepa. Ans BbikitoueHus sBeanTe off)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/shaper-mcast-bcast-tx# exit
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Bbi6op cnocoGa npuoputusaumm

WOP-2ac-LR2(config):/interface/wlan0-va0/vap# priority-by-dscp false (aHanv3 nprnopurera s nons
CoS (Class of Service) TervpoBaHHbIX NakeToB. 3HaUYeHMe Mo ymonyaxuto: true. B aTom
cnyvyae aHanusmpyetcs npuopuTeT 13 nons DSCP 3aronoska IP-naketa)

HacTpoiika koHTponsa goctyna no MAC

WOP-2ac-LR2(config):/interface/wlan0-va0/vap# acl
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/acl# mac
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/acl/mac# add XX:XX:XX:XX:XX:XX (rze
XXXXXXXXXX: XX — MAC-agpec yecTponcTBa, KOTOPOMY HEOGXOANMMO pa3peLUnTb/3anpeTuTb AOCTY.
AN ynaneHus agpeca U3 cnucka ucnonbayite komaHay del)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/acl/mac# exit
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/acl# policy allow (BbIG0p NoAnTVKK, NPy KOTOPOIA K
AaHHon VAP 6yaeTt paspelleHo noaknvaTbCcs To/bko TeM knaneHTam, MAC-agpeca KOTopbIX coaepXarcs
B cnucke. 3Ha4YeHne no ymonyaxuio: deny — nonutrka, Npyv KOTOPOW K AaHHou VAP GyaeT 3anpeLyeHo
nogkatoyaTbca knmeHtam, MAC-agpeca KOTopbIX COAepXaTcs B CMCKE)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/acl# enable true (Bk/itoueHne BLIGPaHHON NONUTIKN
aoctyna. ns otkntoueHns seeanTe false)

MannuHr VLAN

WOP-2ac-LR2(config):/interface/wlan0-va0/vap# vlan-mapping
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/vlan-mapping# rule
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/vlan-mapping/rule# add namel (r1e namel — 1vs npasuia MannuHra.
[ns ypaneHua npaswia ucnosnb3yiite komaHay del)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/vlan-mapping/rule# namel
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/vlan-mapping/rule/namel# eth-vlan-id X (rge X — VLAN ID B Ethernet)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/vlan-mapping/rule/namel# eth-priority X (rne X — nproputeTt 802.1P npu
nepenaye B Ethernet. BoaMoxHble 3HaYeHus: 0-7, auto. ECm npropuTeT auto Uv He onpeaeneH B AaHHOW onuum —
6yOeT MCMNOo/b30BaTbCsl UCXOAHbIN)

WOP-2ac-LR2(config):/interface/wlan0-va0/vap/vlan-mapping/rule/namel# wlan-vlan-id X (rge X — VLAN ID Bo WLAN)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/vlan-mapping/rule/namel# wlan-priority X (rne X — npuoputet 802.1P
npu nepegaye Bo WLAN. Bo3aMOXHble 3HauYeHust: 0-7, auto. ECv npruopuTeT auto MM He onpefeneH B AaHHON onuum
— ByAeT MCMoMb30BaTbCA UCXOAHbIN)

WOP-2ac-LR2(config):/interface/wlan0-va0/vap/vlan-mapping/rule/namel# exit
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/vlan-mapping/rule# exit
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/vlan-mapping# enable true (Bk/toueHne vian-mapping. /19 OTKIHOHEHNSA
BeeauTe false)
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Mpuoputnsauyua no MAC-agpecy

HaCTpOVIKa npaswia gnd rTernpoBaHHOro Tpe@vn(a

WOP-2ac-LR2(config):/interface/wlan0-va0/vap# mac-priority
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/mac-priority# rule
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/mac-priority/rule# add name1 (rae namel — nvs
npaswna npuoputesaumn no MAC. [1ns yaaneHusi npaBuna ncnonbayiite komaHay del)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/mac-priority/rule# name1
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/mac-priority/rule/name1# src-mac
XXXOEOEXXEXXXX (rae XXEXXXXXX:XX: XX — MAC-agpec UCTOYHUKA, eC/in napaMeTp He 3aaaH, Uiu
€ro 3HaueHue SABNAETCA MyCTON CTPOKOMA, TO OH He ByAeT UCMOo/Ib30BaThLCS NPU NPOBEPKE Ha COBMNaAEHNs)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/mac-priority/rule/name1# dst-mac
XXXXEXOKEXXXX: XX (rae XXXXXX:XX:XX:XX — MAC-agpec nonyyatensi, eciv napameTp He 3ajaH, uim
€ro 3HaueHue SABNAETCA MyCTOIN CTPOKOM, TO OH He ByAeT UCMOo/Ib30BaTbLCS NPU NPOBEPKE Ha COBMNaAEHNS)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/mac-priority/rule/name1# wlan-priority X (rae X —
npuoputet 802.1P npu nepegade Bo WLAN. Bo3amoxHble 3HadeHus: 0-7, auto. Ecniv npnoputeT auto uan
He onpeaeneH B JaHHOl onummn — GyAeT NCNoMb30BaTbCs UCXOAHbIN)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/mac-priority/rule/name1# eth-priority X (rae X —
npuoputet 802.1P npu nepegade Bo WLAN. Bo3amoxHble 3HadeHus: 0-7, auto. Ecniv npnoputeT auto uan
He onpeaeneH B faHHOl onummn — GyAeT NUCNoMb30BaTbCS UCXOAHbIN)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/mac-priority/rule/name1# exit
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/mac-priority/rule# exit
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/mac-priority# enable true (BxntoueHve mac-priority. s
oTkntoueHnsn BeeauTe false)

HaCTpOVIKa npaswia and HeTernpoBaHHOIo Tpamma

WOP-2ac-LR2(config):/interface/wlan0-va0/vap# mac-priority
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/mac-priority# rule
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/mac-priority/rule# add name1 (rae name1 — nvs
npaswna npuoputesaumn no MAC. [1nsa yaaneHusi npaBuna ncnonbayiite komaHay del)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/mac-priority/rule# name1
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/mac-priority/rule/name1# src-mac

XXOEXEXXEXXXX (rae XXEXX XX XX XX: XX — MAC-aapec UCTOYHUKA, ec/in napaMeTp He 3aaaH, Uiu
€ro 3HaueHue SABNAETCA MyCTOIN CTPOKOIA, TO OH He ByAeT UCMOo/Ib30BaTbLCS NPU NPOBEPKE Ha COBMNaAEHNS)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/mac-priority/rule/name1# dst-mac

XXXXEXOEXXXX:XX (rae XXXXXX:XX:XX:XX — MAC-agpec nonyyatensi, eciv napameTp He 3afaH, uim
€ro 3HaueHue SABNAETCA MyCTOIN CTPOKOIA, TO OH He ByAeT UCMOo/Ib30BaTbLCS NPU NPOBEPKE Ha COBMNaAEHNS)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/mac-priority/rule/name1# wmm-queue X (rae X —
ouepeab WMM ans gaHHoro npasuna. Bo3amoxHbie 3HaueHus:: bk, be, vi, vo, auto. Ecnv ouepeab auto He
onpefieNnieHa B AaHHo onuum, To 6yaeT aHanmanpoBaTtbesi npuoputetr DSCP B nakete)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/mac-priority/rule/name1# exit
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/mac-priority/rule# exit
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/mac-priority# enable true (Bkntouerve mac-priority. s
oTkntoueHnsn BeeauTe false)

67



WOP-2ac-LR2.PykoBOACTBO No aKcnyaraummn.HacTpolika BUpTyasibHbIX Tovek goctyna Wi-Fi (VAP)

MpuopuTtnsauyusa no IP-agpecy

HaCTpOVIKa npaswia gnd rTernpoBaHHOro Tpe@vn(a

WOP-2ac-LR2(config):/interface/wlan0-va0/vap# ip-priority
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/ip-priority# rule
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/ip-priority/rule# add name1 (rae namel — umsi npasunia
npuopuTesauum no IP. Ans yaaneHus npaeuia ucnonb3yiite komaHay del)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/ip-priority/rule# name1
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/ip-priority/rule/name1# src-ip XXX.XXX.XXX.XXX (rze
XXXXXXXXXX: XX — IP-agpec NCTOYHMKA, eCcnn napamMeTp He 3afaH, Uiy ero 3HadyeHne ABisgeTca
MyCTOI CTPOKOIA, TO OH He ByAeT UCMO/Ib30BaTLCS NPU NPOBEPKE HA COBNAAEHUs)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/ip-priority/rule/name1# dst-ip XXX.XXX.XXX.XXX (rze
XXXXXXXXXX: XX — IP-agpec nonyyarens, ecav napameTp He 3aZaH, Uin ero 3HadyeHne sB/seTca
MyCTOI CTPOKOIA, TO OH He ByAEeT UCMO/Ib30BaTLCS NPU NPOBEPKE HA COBNAAEHUs)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/ip-priority/rule/name1# wlan-priority X (rae X —
npuoputet 802.1P npu nepegade Bo WLAN. Bo3amoxHble 3HadeHus: 0-7, auto. Ecniv npnoputeT auto uan
He onpeaeneH B JaHHOl onummn — GyAeT NCNoMb30BaTbCs UCXOAHbIN)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/ip-priority/rule/name1# eth-priority X (rae X —
npuoputet 802.1P npu nepegade Bo WLAN. Bo3amoxHble 3HadeHus: 0-7, auto. Ecniv npnoputeT auto uan
He onpeaeneH B faHHOl onummn — GyAeT NUCNoMb30BaTbCS UCXOAHbIN)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/ip-priority/rule/name1# exit
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/ip-priority/rule# exit
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/ip-priority# enable true (Bk/itoueHmne ip-priority. s
oTkntoueHnsn BeeauTe false)

HaCTpOVIKa npaswia and HeTernpoBaHHOIo Tpamma

WOP-2ac-LR2(config):/interface/wlan0-va0/vap# ip-priority
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/ip-priority# rule
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/ip-priority/rule# add name1 (rae namel — ums npasuna
npuopuTesauum no IP. Ans yaaneHus npasunia ucnonb3yiite komaHay del)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/ip-priority/rule# name1
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/ip-priority/rule/name1# src-ip XXX.XXX.XXX.XXX (rze
XXXXXXXXXX: XX — IP-agpec NCTOYHMKA, ecnn napameTp He 3afaH, Uiy ero 3HavyeHne ABisgeTcA
MyCTOI CTPOKOIA, TO OH He ByAET UCMO/Ib30BaTLCS NPU NPOBEPKE HA COBNAAEHUs)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/ip-priority/rule/name1# dst-ip XXX.XXX.XXX.XXX (rze
XXXXXXXXXX: XX — IP-agpec nonyyarens, ecav napameTp He 3aZaH, Uin ero 3HadeHne saB/seTca
MyCTOI CTPOKOIA, TO OH He ByAEeT UCMO/Ib30BaTLCS NPU NPOBEPKE HA COBNAAEHUs)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/ip-priority/rule/name1# wmm-queue X (rae X — ouepefb
WMM ansa gaHHoro npasuna. Bo3amoxHble 3HauveHust: bk, be, vi, vo, auto. Ecnm ouepeab auto He
onpefieNnieHa B AaHHo onuum, To 6yaeT aHanmanpoBaTtbesi npuoputetr DSCP B nakete)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/ip-priority/rule/name1# exit
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/ip-priority/rule# exit
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/ip-priority# enable true (sk/itoueHne ip-priority. s
oTkntoueHnsn BeeauTe false)
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© Ecnv naket nonagaet ogHoBpeMeHHo nog npasuna Vlan-Mapping, MAC-Priority v IP-Priority, To
pelueHne o npucsoeHmmn npuoputeta 802.1P 6yaeT npuHATO Ha ocHoBe Priority-Order — npuoputeta
npasuna, rae 1 — MMHUMasbHbI npuopuTeT, 100 — MakcManbHbIA TPUOPUTET.
Hanpumep, ecnv nakeT nonagaet nog npasuna Vlan-Mapping, y kotoporo Priority-Order 1, MAC-
priority, y kotoporo Priority-Order 25, n IP-priority, y kotoporo Priority-Order 80, To aTomy nakety 6yaet
NMPUCBOEH NPUOPUTET B COOTBETCTBUM C Npasuiom IP-Priority, Tak kak y Hero HamsbicLumia Priority-Order.

Mopsagok npuopuTusalmun

WOP-2ac-LR2(config):/interface/wlan0-va0/vap# priority-order
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/priority-order# mac X (rae X — npuopuTeT gaHHoro
npasuna. BoamoxHble 3HadeHust: 1-100. Bbiclwumii nproputeT nmeeT 3HadeHne 100)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/priority-order# ip X (rae X — npvopuTer gaHHoro
npasuna. BoamoxHble 3HadeHust: 1-100. Bbiclwumii nproputeT nmeeT 3HadeHne 100)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/priority-order# vlan X (rae X — npnoputet gaHHoro
npasuna. BoamoxHble 3HadeHust: 1-100. Bbiclwumii nproputeT nmeeT 3HadeHue 100)

Orpan-leume KonnyectBa MyJibTUKACTOBbIX Trpynn ANA KJIMeHTa

OO6ulee orpaHnYeHne KoaMYeCcTBa rpynn AN Kakaoro KAMeHTa, NoAKNKYEeHHOro K gaHHol VAP

WOP-2ac-LR2(config):/interface/wlan0-va0/vap# multicast-group-limits
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/multicast-group-limits# default-limit X (rae X —
MaKCMMaslbHOE KOMMMYECTBO MY/IbTUKACTOBbIX Py, HA KOTOPbIE MOXET MNOANUCATLCSA K/IUEHT.
Bo3MoXHble 3HauYeHus: 1-64. Mo ymonyaHuto: 64)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/multicast-group-limits# enable true (BxntoueHe
multicast-group-limits. Ans otkntoueHuns Beegute false)

VHaneuayanbHoe orpaHn4yeHve KoamM4YecTBa rpynn Aad onpeaesieHHoro KnveHdra

WOP-2ac-LR2(config):/interface/wlan0-va0/vap# multicast-group-limits
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/multicast-group-limits# mac
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/multicast-group-limits/mac#

add XOEXXEXEXXEXX:XX (rae XXXXEXXXXXX: XX — MAC-aapec ycTpoiicTBa, 47151 KOTOPOro 3a4aeTcs
orpaHuyeHve. Ans yaaneHust ucnonbayiite komaHay del)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/multicast-group-limits/mac# XX:XX:XX:XX:XX:XX (rze
XXXXXXXXXX: XX — MAC-aapec yCTpoiicTBa, A/1st KOTOPOro 3a4aeTcs orpaHnyeHme)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/multicast-group-limits/mac/XX:XX:XX:XX:XX:XX# limit X
(rne X — makcMmasibHoe KOMMUYeCcTBO MY/IbTUKACTOBBIX FPYIM, HA KOTOPbIE MOXET NOANUCATLCA AAHHbI
KMEHT. BO3MOXHble 3HauYeHust: 1-64)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/multicast-group-limits/mac/XX:XX:XX:XX:XX:XX# exit
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/multicast-group-limits/mac# exit
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/multicast-group-limits# enable true (BxntoueHe
multicast-group-limits. Ans otkntoueHuns seegute false)

[lns BCex KNNEHTOB, /19 KOTOPbIX HE yKa3aHo MHAMBUAYaIbHOe OrpaHuyeHne — byaet NpyuMeHATbLCA obLiee
orpaHuyYeHve KonnyecTsa rpynn, 3agaHHoe B «default-limit».
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dunbsrpaumns BPDU-naketos

HacTpoiika domnstpaunn BPDU-nakeToB Ans onpeaeneHHon VAP

WOP-2ac-LR2(config):/interface/wlan0-va0# common
WOP-2ac-LR2(config):/interface/wlan0-va0/common# bpdu-filter true (sxntouervie cmnstpayuy BPDU
nakeToB Ha faHHoli VAP. [Ina oTkntoueHusi BeeguTe false)

HacTpoiika domnstpaunm BPDU-nakeToB ans nHrepdeica eth0

WOP-2ac-LR2(config):/interface/eth0# common
WOP-2ac-LR2(config):/interface/eth0/common# bpdu-filter true (sxtoueHne dunstpauyn BPDU naketos
Ha nHTepdgeiice eth0. s oTknoueHust BeeauTe false)
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PunbTpaynus MybTUKACTOBbLIX TPy

dunsTpauma MyIsTUKACTOBLIX TRYNN ANA KaXKA0ro KAneHTa, NoAKIHYEHHOIO K Q,aHHOVI VAP

WOP-2ac-LR2(config):/interface/wlan0-va0/vap# multicast-group-filter
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/multicast-group-filter# global (nepexoz 8 pazaen
HaCTPOWKN huNbTpaLMN MyNbTUKACTOBBIX FPYNN A5 BCEX KIMEHTOB. ECnmn Heo6xoanMmMo HacTpouTb
orpaHuyeHve aisi KOHKPETHOTO KNneHTa nepeignte B pasgen client - npymep HacTpolikn Hke)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/multicast-group-filter/global# enable true (sx/1t0ueHne
chmnbTpaLMmn MynbTUKACTOBbLIX TPYNN A8 BCexX KnmeHToB Ha VAP. [ina oTkntoueHne BeeauTe false)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/multicast-group-filter/global# policy deny (BL160p
NOMNTUKN PaboTbl hunbTpaLumn MynbTUKCTOBLIX rpynn: deny — MynbTMKACTOBbIE FPYnnbl U3 cnvcka Ans
AaHHoi VAP 3anpeueHsbl; allow — MmynbTrkacToBble rpynmbl U3 cnvcka ans aaHHoi VAP paspelueHbl)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/multicast-group-filter/global# group
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/multicast-group-filter/global/group# add
XXXXXOKEXXXX: XX (rae XX XX XX XX:XX:XX — MAC-agpec My/nibTMKATOBOM rpynmbl, 4151 KOTOPOWA
3agaerca unbTp. Ana yaaneHus ucnonb3yiite komaHay del)

dunsTpauma MynsTUKACTOBLIX TpyNNn ANA onpeaeneHHoro KAanmeHTa, NoAKAKYEeHHOro K Q,aHHOVI VAP

WOP-2ac-LR2(config):/interface/wlan0-va0/vap# multicast-group-filter
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/multicast-group-filter# client (nepexosn B pazaen
HacTpoVikv chunbTpaLmMmn MynbTUKACTOBbLIX FPYMN A8 ONpeAeneHHOro KMeHTa)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/multicast-group-filter/client# add XX:XX:XX:XX:XX:XX
(rme XX XX XX XX XX: XX — MAC-agpec KIMEHTCKOro YCTPOICTBA, A1 KOTOPOro HacTpavnBaeTcst ouibTp.
Ons yaanenus ncnonbayiite komaHay del)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/multicast-group-filter/client# XX:XX:XX:XX:XX:XX
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/multicast-group-filter/client/XX:XX:XX:XX:XX:XX# enable
true (BkNtOUEHME PUNBTPALMM MY/IBTUKACTOBBIX rpynn anst knmenta ¢ MAC-agpecom XX XX XX XX XX:XX.
Ons otkntoueHne BeeauTe false)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/multicast-group-filter/client/XX:XX:XX:XX:XX:XX# policy
allow (BbIGOp NONTMKM PaBOTbl PUALTPALMUM MYSIBTUKCTOBbIX FPynn AN knneHTta: deny —
My/IbTUKACTOBbIE rpynnbl U3 cnucka 3anpelyeHbl; allow — My/ibTMKacTOBbIE TpynMbl U3 ClMcKa
paspeLLeHbl)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/multicast-group-filter/client/XX:XX:XX:XX:XX:XX# group
(nepexop, B paszfen HaCTPOWiKK cnvcka MynbsTUKACTOBbIX Fpynn Ans knveHta ¢ MAC-agpecom
XXXXXXXXXX:XX)
WOP-2ac-LR2(config):/interface/wlan0-va0/vap/multicast-group-filter/client/XX:XX:XX:XX:XX:XX/group#
add YY:YY:YY:YY:YY:YY (rae YY:YY:YY:YY:YY:YY — MAC-agpec My/nbTUKaCTOBOI rpynnbl, N0 KOTOPO
6yaeT pabotatb hunbTp. ANs yaaneHus rpynnbl U3 cnncka ncnonb3yiite komaHay del)

MonuTrka pa6oTbl hunbTpa allow — 6enblii cncok, NO3BONSIET NOANUCATLCS TOMBLKO Ha rPYnMbl, yKa3aHHbIE B
cnucke. Deny — YepHbIil CNMCOK, 3anpeLaeT NoANNCLIBATLCS Ha FPYNMbl, yKa3aHHbIE B CMMCKE.

Hactpoiiku Radio

[Nsi TOro UTo6bl M3MEHUTb PaAMoKaHasl, LUMPUHY NOJIOCHI KaHasla U MOLLHOCTb, UCMO/b3yiiTe creayoLpe
KOMaH/pbl:
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CMeHa paguoKaHana, WMPUHbI NOSIOChbl U MOLHOCTY paguonHTepdelica

WOP-2ac-LR2(root):/# configure

WOP-2ac-LR2(config):/# interface

WOP-2ac-LR2(config):/interface# wlan0

WOP-2ac-LR2(config):/interface/wlan0# wlan

WOP-2ac-LR2(config):/interface/wlan0/wlan# radio
WOP-2ac-LR2(config):/interface/wlan0/wlan/radio# tx-power X (ra1e X — ypoBeHb MOLLHOCTI B ABM)
WOP-2ac-LR2(config):/interface/wlan0/wlan/radio# channel X (rae X — Homep cTaTtuyeckoro kaHana, Ha
KOTOpOM 6yAeT paboTaTb TOUKa)

WOP-2ac-LR2(config):/interface/wlan0/wlan/radio# bandwidth X (rae X — wupuHa kaHana)

5.3.5 [JononHuTesnbHble HAcTpolikn Radio

N3meHeHue pexunma pa6oTbl paguo nHTepdeiica

WOP-2ac-LR2(config):/interface/wlan0/wlan/radio# work-mode X (rae X — pexum pabotsl pagno
nHTepdpeiica cornacHo ctaHgapty IEEE 802.11. Bo3amoxHble 3HaueHust: bg, bgn, n)

BkntoueHne (pUKCMPOBAHHOW LLEHTPa/IbHOW YacTOTbl

WOP-2ac-LR2(config):/interface/wlan0/wlan/radio# center-frequency true (Bk/1t04eHVe (PUKCUPOBAHHO LIEHTPasILHOM
yacTtoTbl. Ansa oTknoveHus seeaute false)

3meHeHUne OCHOBHOIO KaHana

WOP-2ac-LR2(config):/interface/wlan0/wlan/radio# control-sideband lower (napaverp moxet
NpvHUMaTh 3HadyeHue: lower, upper. Mo ymonyaHuto: lower)

BkitoueHne ucnosib3oBaHuA KOPOTKOro 3alunTHOro nHTtepsaia

WOP-2ac-LR2(config):/interface/wlan0/wlan/radio# sgi true (BkitoueHvie NCNonNb30BaHNsS YKOPOYEHHOTO
3alUMTHOro MHTEpBaa a1s nepeaaun gaHHbix — 400 He, BMecTo 800 He. Ans oTkoyeHus seeaute false)
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BknroueHue STBC

WOP-2ac-LR2(config):/interface/wlan0/wlan/radio# stbc true (Bx/1toueHre meToaa NpocTpaHCTBEHHO-
BpeMeHHOro 61104Horo koanposaHus (STBC), HanpaBieHHOro Ha NoBbILLEHNE HAAEXHOCTU Nepeaayn
[AaHHbIX. ns oTknoueHns BeeauTe false)

BkntoyeHue arperayuu

WOP-2ac-LR2(config):/interface/wlan0/wlan/radio# aggregation true (Bx/toueHune arperaumy Ha Radio —
noaaepxkn AMPDU/AMSDU. ins otkntoueHus Beeaute false)

BkJ1lou€eHMe NCNoJ/Ib30BaHUA KOPOTKOIA npeamMoy bl

WOP-2ac-LR2(config):/interface/wlan0/wlan/radio# short-preamble true (Bk/1t0ueHVe 1cnonb3oBaHms
KOPOTKOV Npeam6y/ibl nakeTa. AN oTknodeHus seeauTe false)

HacTpoiika nonnuHra

WOP-2ac-LR2(config):/interface/wlan0/wlan/radio# polling
WOP-2ac-LR2(config):/interface/wlan0/wlan/radio/polling# enable true (sk/1toueHne nonnvtra. s
oTknoueHns seeauTe false)

WOP-2ac-LR2(config):/interface/wlan0/wlan/radio/polling# tx-duration X (rae X — makcumvasnsHo
BO3MOXHOE Bpemsi nepefaumn Tpadvika aboHEeHTCKOIM cTaHuyel B Mc. BoamoxHble 3HaueHus: 1-100. Mo
yMosnyaHuto: 10)

WOP-2ac-LR2(config):/interface/wlan0/wlan/radio/polling# tx-modulation X (ckopocTts nepegaun ans
ynpaBnsoLwWwmx naketoB. Bo3MoxHble 3HaueHust: 6, 9, 12,18, 24, 36, 48, 54. Mo ymonyaHuto: 24)

BkntoueHve (UKCUPOBaHHOI KaHaIbHOI CKOPOCTU Nepeaaun

WOP-2ac-LR2(config):/interface/wlan0/wlan/radio# fixed-rate X (rae X — HazBaHve mMogynsauumn 3arnasHbIMy BykBamm
6e3 npo6enoB, Hanpuvep, OFDM54, MCS15. Pa3pelleHHble 3Ha4YeHUs1 onpeaenstoTcs PeXXMMoM paboTbl
paguonHTepdienca n LWMPUHON NOM0ChI KaHana)

WOP-2ac-LR2(config):/interface/wlan0/wlan/radio# enable-fixed-rate true (Bk/1104NTE (OUKCMPOBAHHYIO KaHasIbHYHO
CKOpOCTb nepegauun. Ans otkntoveHns seeante false)
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OrpaHuMyeHMne KaHa/IbHOI CKOPOCTM nepegaun

WOP-2ac-LR2(config):/interface/wlan0/wlan/radio# maximal-rate-legacy X (rae X — HassaHune
MOZAYNSALMK 3ar1aBHbIMK GykBamMK 6e3 Npo6enoB. MapamMeTp UCNoNb3yeTcst NPU NOAKMHHYEHUN KINEHTOB B
pexume |IEEE 802.119)

WOP-2ac-LR2(config):/interface/wlan0/wlan/radio# maximal-rate-ht X (rne X — HazgaHne moaynaLmy
3arnaBHbIMK 6ykBaMu 6e3 Npo6enos. MapamMeTp UCNo/Ib3YeTCsA NPV NOAK/IYEHNN KTMEHTOB B peXNMe
IEEE 802.11n)

WOP-2ac-LR2(config):/interface/wlan0/wlan/radio# enable-maximal-rate true (Bx/1t0unTL OrpaHnyeHne
KaHa/bHOI ckopocTu nepegaun. [ns otkntoueHusi seegute false)

BknoueHue welinepa Broadcast/Multicast

WOP-2ac-LR2(config):/interface/wlan0/wlan/radio# tx-broadcast-limit X (r1e X — orpaHuueHne
nepefaun LUMPOKOBELLaTeNbHOIr0/My/IbTMKACTOBOro Tpaduka no 6ecnpoBOAHON CeTH, yKasbiBaeTcs
NIMMAT ANS LMPOKOBeLLaTe/TIbHOro Tpadhuka B nak/c)

HacTtpoiika ACK-TaiimayTa

WOP-2ac-LR2(config):/interface/wlan0/wlan/radio# ack-timeout X (rne X — ACK-taiivayT. BO3MOXHbIE
3HauyeHus: 1-255. Mo ymonyaHuto: 64)

HacTtpoiika uHtepeana DTIM

WOP-2ac-LR2(config):/interface/wlan0/wlan/radio# dtim-interval X (rae X — nHtepsan DTIM.
Bo3moXxHble 3HaueHus: 1-255. Mo ymonuyaHuio: 64)
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BknroyeHne QoS u nsmeHeHue napamMmeTpos

WOP-2ac-LR2(config):/interface/wlan0/wlan/radio# qos
WOP-2ac-LR2(config):/interface/wlan0/wlan/radio/qos# enable true (npv Br1t0UeHHON Onumn
npumMeHstoTca napametpbl EDCA, 3aiaHHble B KOHdpurypauun. 4ns otkntoveHns seeanTe false)
WOP-2ac-LR2(config):/interface/wlan0/wlan/radio/qos# edca-ap (HacTpolika napameTpos QoS Toukn
aoctyna (Tpaduk nepeaaeTcsi OT TOYKM AOCTyna K KNMEHTY))
WOP-2ac-LR2(config):/interface/wlan0/wlan/radio/qos/edca-ap# bk (HacTtpoiika napaveTtpos EDCA ans
HU3KonpuopuTeTHo ovepean (nproputeTsbl 802.1p: cs1, cs2))
WOP-2ac-LR2(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# aifs X (rae X — Bpems oxumaaHms
KaApoB AaHHbIX, U3MepsieMoe B cnoTax. MpuHumaeT 3HadeHus 1-255)
WOP-2ac-LR2(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# cwmin X (X — HauasbHoe 3HaueHve
BPEMEHU OXMAaHWA Nepes NOBTOPHON OTNpaBKol Kaapa, 3aaeTcs B MUIIMCEKYHAAX. MNpyHUMaeT
3HayeHus: 1, 3,7, 15,31, 63,127, 255, 511, 1023. 3HayeHne cwMin He MOXET MpeBbIWaTb 3Ha4YeHne
cwMax)

WOP-2ac-LR2(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# cwmax X (rae X — makcumasnsHoe
3HaYeHne BPeEMEeHV 0XnaaHusl nepes NoBTOPHOWN OTNPAaBKON Kaapa, 3a4aeTcs B MUNIMCEKYHAaX.
MprHumaeT 3HadeHns: 1, 3,7, 15,31, 63, 127, 255, 511, 1023. 3HavyeHne cwMax A0/MKHO ObITb 60/bLLIE
3HauyeHus cwMin)

WOP-2ac-LR2(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# txop X (rae X — nHtepsasn BpemeHuy,
B MUM/IMCEKYHAAx, koraa knveHTckas WME-cTaHUmMsA MMeeT NpaBo MHULMMPOBAaTh nepeaady AaHHbIX Mo
6ecnpoBOAHOI cpee K Touke gocTyna. MakcumanbHoe 3HaueHne 65535 MUnamMcekyHa)
WOP-2ac-LR2(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# exit
WOP-2ac-LR2(config):/interface/wlan0/wlan/radio/qos/edca-ap# exit
WOP-2ac-LR2(config):/interface/wlan0/wlan/radio/qos# edca-sta (HacTpoiika napameTpoB QoS cTaHLum
KnneHTa (Tpadmk nepefaeTca OT CTaHLMKU KNeHTa 40 TOUKM A0CTyna))

MeToanka HacTpoiikm edca-sta aHanornyHa metoguke HacTpoiikn edca-ap.
HacTpoiika napameTpoB A5 oyepeaeii be, vi, vo aHanornyHa HacTporike napameTpoB anst ouepean bk.
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5.4 Hactpoiika WDS

© Mpu koHduryprposaHu WDS-coeuHeHNsi HeO6X0AMMO, UTOBbI Ha YCTPOMCTBAXx, KOTopble ByayT
coeanHATbCA No WDS, B HacTpoiikax paavonHTepdeiica 6bi1 BbiopaH 04NMHAKOBbIV KaHaul U lWuprHa
kaHana (cm. HacTpoiikv Radio BbilLe).

HacTtpoiika WDS

WOP-2ac-LR2(root):/# configure

WOP-2ac-LR2(config):/# interface

WOP-2ac-LR2(config):/interface# wlan0-wds0 (Bsi60p nvHka WDS. BosMoxHble 3HaveHns: wlan0-wds0 —
wlan0-wds7)

WOP-2ac-LR2(config):/interface/wlan0-wds0# wds

WOP-2ac-LR2(config):/interface/wlan0-wds0/wds# mac-addr XX:XX:XX:XX:XX:XX (MAC-azapec
BCTPEYHOI TOUKM A0CTyna)

WOP-2ac-LR2(config):/interface/wlan0-wds0/wds# exit

WOP-2ac-LR2(config):/interface/wlan0-wds0# common
WOP-2ac-LR2(config):/interface/wlan0-wds0/common# enabled true (sxntoueHmne nuHka WDS. [151s5
oTkNtoueHns seegute false)

WOP-2ac-LR2(config):/interface/wlan0-wds0/common# exit
WOP-2ac-LR2(config):/interface/wlan0-wds0# exit

WOP-2ac-LR2(config):/interface# wlan0

WOP-2ac-LR2(config):/interface/wlan0# wlan

WOP-2ac-LR2(config):/interface/wlan0/wlan# wds

WOP-2ac-LR2(config):/interface/wlan0/wlan/wds# security-mode WPA2 (BLi60p pexnma 6e3onacHocTy
WPA?2. Bo3amoxHoe 3HaueHue: off — 6e3 napons)

WOP-2ac-LR2(config):/interface/wlan0/wlan/wds# key-wpa password123 (k/1104/naposib, HE06X0AVMbIA
A1 NOAKNIOUYEHNST K BCTPEYHOW Touke AocTyna. [ivHa Koya Ao/mMKHA CoCTaBNATb OT 8 A0 63 CMBO/IOB)
WOP-2ac-LR2(config):/interface/wlan0/wlan/wds# enabled true (sk/itoueHe WDS. [1715 oTk/IH04EHMS
BeeauTe false)

WOP-2ac-LR2(config):/interface/wlan0/wlan/wds# save

HacTpoiika BCTpeUuHoii 6a30BOii CTaHLUMW BbINOMTHAETCH aHaI0MMYHO.
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BkntoueHMe BO3MOXHOCTU nepegayun 6onblunx naketos B WDS

WOP-2ac-LR2(root):/# configure

WOP-2ac-LR2(config):/# interface

WOP-2ac-LR2(config):/interface# eth0

WOP-2ac-LR2(config):/interface/eth0# eth
WOP-2ac-LR2(config):/interface/eth0/eth# jumbo-support true (Bk/il0UEHVIE BO3MOXHOCTY Nepenadn
60/bLUMX NakeToB. N5 oTkNoueHns BeeauTe false)

WOP-2ac-LR2(config):/interface/eth0/eth# exit

WOP-2ac-LR2(config):/interface/eth0# exit

WOP-2ac-LR2(config):/interface# exit

YeBenunyenve MTU Ha nHtepdericax

WOP-2ac-LR2(config):/interface# eth0

WOP-2ac-LR2(config):/interface/eth0# common
WOP-2ac-LR2(config):/interface/eth0/common# mtu X (rge X — 3Hauenve MTU. MakcumarnbsHoe
3HaueHune 2400)

WOP-2ac-LR2(config):/interface/eth0/common# exit

WOP-2ac-LR2(config):/interface/eth0# exit

WOP-2ac-LR2(config):/interface# wlan0-wds0

WOP-2ac-LR2(config):/interface/wlan0-wds0# common
WOP-2ac-LR2(config):/interface/wlan0-wds0/common# mtu X (rae X — 3HaveHne MTU. MakcuvassHoe
3HaueHune 2400)

WOP-2ac-LR2(config):/interface/wlan0-wds0/common# save

5.5 CuncTeMHble HacTpPONKY

5.5.1 O6HoeneHue MO ycTpoicTea

O6HoBneHune MO Touku goctyna no TFTP

WOP-2ac-LR2(root):/# firmware upload tftp <ip-agpec tftp-cepBepa> <HaszBaHue cpavina MO> (npumep: firmware
upload tftp 192.168.1.15 WOP-2ac-LR2-1.7.0_build_358.tar.gz)
WOP-2ac-LR2(root):/# firmware upgrade

O6HoBneHue MO Touku goctyna no HTTP

WOP-2ac-LR2(root):/# firmware upload http <URL gnsa ckaumBaHua caiina MNO> (npumep: firmware upload https://
eltex-co.ru/upload/iblock/c41/WOP-2ac-LR2-1.7.0_build_358.tar.gz)
WOP-2ac-LR2(root):/# firmware upgrade

MepeknoueHne Ha pe3epBHYIO Bepcuio MO Touku gocTyna

WOP-2ac-LR2(root):/# firmware switch

i


https://eltex-co.ru/upload/iblock/c41/WOP-2ac-LR2-1.7.0_build_358.tar.gz
https://eltex-co.ru/upload/iblock/c41/WOP-2ac-LR2-1.7.0_build_358.tar.gz

WOP-2ac-LR2.PykoBOACTBO NO akcnayaTtaunn.CUCTEMHbIE HACTPOWKM

5.5.2 YnpaBneHue KoHUrypaumei ycTpoictea

C6poc KoHhurypauumm ycTpoiictBa B Aepo/ITHOE COCTOsIHME 6e3 CoOXpaHeHUs1 NapamMeTpoB AoCcTyna

WOP-2ac-LR2(root):/# manage-config reset-to-default

C6poc KoHhurypaumm ycTpoiicTea B fepo/ITHOE COCTOSIHME C COXPaHEHEM NapamMeTpoB gocTyna

WOP-2ac-LR2(root):/# manage-config reset-to-default-without-management

CkauaTb KOHhMrypauuoHHbii chaiin yctpoiictea Ha TFTP-cepBep

WOP-2ac-LR2(root):/# manage-config download tftp <ip-agpec tftp-cepBepa> (nprivep: manage-config download tftp
192.168.1.15)

3arpy3nTtb KOH(hUrypaunoHHblii cpaiin Ha ycTpoiictBo ¢ TFTP-cepBepa

WOP-2ac-LR2(root):/# manage-config upload tftp <ip-agpec tftp-cepsepa> <Ha3BaHue chaiina
KoHcburypauumm> (npumep: manage-config upload tftp 192.168.1.15 config.json)
WOP-2ac-LR2(root):/# manage-config apply (npuveHeHve koHurypaumuy Ha Touky A0CTyna)

5.5.3 TMepe3sarpyska ycTpoiicTea

KomaHaa ans nepesarpysku ycTpoiicTea

WOP-2ac-LR2(root):/# reboot

5.5.4 HacTpoiika pexvuma ayTeHTucmkaumm

YCTPOIACTBO MMEET 3aBOACKYH YUETHYIO 3anvck admin ¢ naponem password. YaoanuTb AaHHY YUYETHYIO
3annch HeMb3s. I3MeHUTb Naposib MOXHO C MOMOLLI0 YKa3aHHbIX HIKE KOMaH.

M3meHeHMe napons gnsa yyeTHoii 3anmcu admin

WOP-2ac-LR2(root):/# configure

WOP-2ac-LR2(config):/# authentication

WOP-2ac-LR2(config):/authentication# admin-password <HoBbIii Nnaposb ANA yyeTHol 3anucu admin>
(oT 1 8o 64 cMMBO/OB, BK/IKOUAs NaTUHCKME BYKBbI 1 LCOPbI)

WOP-2ac-LR2(config):/authentication# save
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MmeeTca BO3MOXHOCTb CcO34aTb AONO/HUTENbHbIX NOMb30BaTeNnel A1 N0Ka/lbHON ayTeHTUdMKauny, a Takke
ayTeHTUdmkaumm yepes RADIUS.

© HosbIM NoNb30BaTENAM AO/MKHA 6bITh HA3HAYEHA OfHA U3 [BYX POJIEii:
admin — nonb3oBatesb C Takoli posibio BYAET MMETL NOJHbIN AOCTYN K KOH(UIYPUPOBaHMIO 1
MOHUTOPUHTY 6a30BOI1 CTaHLWK;
viewer — nosib3oBartesib C Takoli posibto ByAET UMETH AOCTYN TOMBKO K MOHUTOPUHTY 6a30BO.

COB,EI,aHI/Ie AOO0MNMOSTHUTENIbHbIX nosb3oBaresieli BbINO/HAETCS cnegywouimMmm KoMmaHgammn:

JoGaBneHue HOBbIX NOJ/b30BaTene

WOP-2ac-LR2(root):/# configure

WOP-2ac-LR2(config):/# authentication

WOP-2ac-LR2(config):/authentication# user

WOP-2ac-LR2(config):/authentication/user# add userX (rae userX — nmsi HOBOI y4eTHoI 3anucu. 115
yaaneHust ncnonb3yiite komanay del)

WOP-2ac-LR2(config):/authentication/user# userX

WOP-2ac-LR2(config):/authentication/user/userX# login userX (rae userX — nvsi HOBOIA YYeTHOI 3anmncu)
WOP-2ac-LR2(config):/authentication/user/userX# password <Maponb gnsa yueTHoli 3anucu userX> (ot
1 0o 64 CMMBO/OB, BK/IOUAsA NaTUHCKME BYKBbI U LIpbI)
WOP-2ac-LR2(config):/authentication/user/userX# role admin (nosL30Baresnto BblgaoTCA npaga Ha
KOHUrypupoBaHue. Bo3MOXHOe 3HaueHue: viewer — y4eTHO 3anucu 6yaeT AOCTYNeH TOMNbKO
MOHWTOPWHI)

WOP-2ac-LR2(config):/authentication/user/userX# save

Ans ayTeHTUdmKaumm yepe3 RADIUS-cepBep HEOGXOAMMO HACTPOUTL NapamMeTpbl AOCTYNa K HeMy.

HacTpoiika napameTpoB goctyna K RADIUS-cepBepy

WOP-2ac-LR2(root):/# configure

WOP-2ac-LR2(config):/# authentication

WOP-2ac-LR2(config):/authentication# radius

WOP-2ac-LR2(config):/authentication/radius# auth-address X.X.X.X (rae X.X.X.X — |P-agpec RADIUS
cepBepa)

WOP-2ac-LR2(config):/authentication/radius# auth-port X (rae X — nopt RADIUS cepBepa, KoTophblii
MCNosb3yeTcs ANna ayTeHTUdMUKaumm n astopusauun. Mo ymonyaxuto: 1812)
WOP-2ac-LR2(config):/authentication/radius# auth-password secret (r71e secret — kntou ans RADIUS
cepBepa, UCMob3yeMOoro A/ ayTeHTUdMKaLmmn 1 aBTopusaLmm)
WOP-2ac-LR2(config):/authentication/radius# exit

WOP-2ac-LR2(config):/authentication# radius-auth true (Bk/1toueHne pexxiva ayTeHTUdhrKaluuy Yepes
RADIUS-cepBep. [nsa oTkntoueHus BBeanTe false)

WOP-2ac-LR2(config):/authentication# save
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© Mpu ayteHTudukaumm yepes RADIUS-cepeep HEOOXOAMMO CO3aTh SIOKa/TbHYIO YUYETHYIO 3amMUCh,
KoTopasi 6yaet aHasiormyHa yyetHoi 3anucn Ha RADIUS-cepsepe.
Mpy 3TOM B IOKa/IbHOW YYETHOW 3anncy 06513aTeNibHO Ao/MKHA ObITh YKasaHa posib, onpeaensowas
npaesa goctyna (admin unm viewer).
B cnyuae, ecniv RADIUS-cepBep okaxeTcs HefoCTyneH, ayTeHTUgmnKaLmsa npoiaeT no S10KasibHOM
YYETHOM 3anuncu.

5.5.5 Hactpoiika DCHP-snooping

KomaHgbl Ans HacTpoiiku DHCP-snooping

WOP-2ac-LR2(root):/# configure

WOP-2ac-LR2(config):/# dhcp-snooping

WOP-2ac-LR2(config):/dhcp-snooping# enable true (sxntouere DHCP-snooping. [1a oTkYeHS
BeeauTe false)

WOP-2ac-LR2(config):/dhcp-snooping# vlan (HacTpoiika DHCP-snooping 411 TEerMpoBaHHOro Tpagvka)
WOP-2ac-LR2(config):/dhcp-snooping/vlan# add vlan-group (rae vlan-group — nms rpynnsl VLAN, ans
KoTopbIx 6yaeT pa6otatb DHCP-snooping)

WOP-2ac-LR2(config):/dhcp-snooping/vlan# vlan-group
WOP-2ac-LR2(config):/dhcp-snooping/vlan/vlan-group# vid 'X;Y-Z' (rne X — Homep VLAN, Y-Z —
ananasoH VLAN, koTopble 6yayT BXoAuTb B rpynny vlan-group v ans Kotopbix oyaet padotats DHCP-
snooping. Mpumep koHdurypaumm nepeyHss VLAN: vid '10;100-110")
WOP-2ac-LR2(config):/dhcp-snooping/vlan/vlan-group# exit
WOP-2ac-LR2(config):/dhcp-snooping/vlan# exit

WOP-2ac-LR2(config):/dhcp-snooping# untag true (sktoueHne DHCP-snooping A58 HETENVPOBAHHOTO
Tpacuka. Ans oTknoueHns seegute false)

© Mo ymonuaHuio JOBEPEHHBLIM NOPTOM cunTaeTcs Tonbko eth0. [1ns Bcex nHTepdeiicos wlan0-vaX —
dhcp-trusted false. IaMeHWUTb HACTPOIKN MOXHO C MOMOLLIbIO KOMaH[, YKa3aHHbIX HUXE.

HacTpoiika gosepeHHoro nopta Ha VAP:

KomaHAbl ANS HACTPOIKU [OBEPEHHbIX NOPTOB

WOP-2ac-LR2(config):/# interface

WOP-2ac-LR2(config):/interface# wlan0-va0

WOP-2ac-LR2(config):/interface/wlan0-va0# common
WOP-2ac-LR2(config):/interface/wlan0-va0/common# dhcp-trusted true (Bk/1l0ueHe fOBEPEHHOTO
noprta. NMpu 3Ha4yeHnn true paspelwaetca pabota c DHCP-cepBepom, KOTOPbI HAXOAUTCA Ha CTOPOHE
KNneHTa, NOAKMYEHHOro K gaHHoi VAP. insa otknioveHuns seeaute false, B aTom ciyyae paboTta ¢ Takum
DCHP-cepBepom 6yaeT 3anpeLleHa)
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5.5.6 HacTtpolika gaTbl 1 BpeMeH!

KomaHgb! ans HaCTPOﬁKI/I CUXpOoHU3aLuu BpemeHun c cepsepom NTP

WOP-2ac-LR2(root):/# configure

WOP-2ac-LR2(config):/# date-time

WOP-2ac-LR2(config):/date-time# mode ntp (BkntoueHne pexuma pabotsl ¢ NTP. BO3MOXHOE 3Ha4YeHue:
manual — ycTaHoBKa BPEMEH BPYUHYH)

WOP-2ac-LR2(config):/date-time# ntp

WOP-2ac-LR2(config):/date-time/ntp# server <IP-agpec NTP-cepBepa> (yctaHoska NTP-cepsepa)
WOP-2ac-LR2(config):/date-time/ntp# exit

WOP-2ac-LR2(config):/date-time# common

WOP-2ac-LR2(config):/date-time/common# timezone 'Asia/Novosibirsk (Novosibirsk)' (ycTaHoeka
BPEMEHHOIA 30HbI)

WOP-2ac-LR2(config):/date-time/common# save

5.6 MOHUTOPUHT

5.6.1 Wi-Fi knueHTbl

[N BbIBOZA MOHUTOPUHIA NoAKMoueHHbIX Wi-Fi KNMeHTOB 1CNoMb3yeTcs KoMaHaa:

monitoring associated-clients <MAC-agpec knueHta 1> ... <MAC-agpec knueHta N> filter <napametp
1> ... <napameTp N>,

raoe <MAC-agpec knueHTta 1> ... <MAC-agpec knmeHTa N> — MAC-agpeca K/IMeHTCKNX YCTPOICTB,
NOAKNIOYEHHbIX K TOUKe AocTyna. 018 Toro 4To6bl BbIBECTM MHAIOPMAaLIMIO MO BCEM KNMEeHTaM BBeAnuTe
BMecTo <MAC-agpeca knueHTta> all;

filter — cneynanbHoe cOBO, NOC/E KOTOPOTO YKa3blBAOTCA NapamMeTpbl MOHUTOPUHTE, HEOGXOAVMbIE
[UN1s1 BbIBOZIA MO KNMEHTY/KMEHTaM;

<napametp 1> ... <napameTp N> — napameTtp/napamMmeTpbl MOHUTOPUHTE, HEOOX0AMMbIe A5 BbiBOAA
MO K/IMEHTY/K/IMeHTaM.

[lna BbIBOAA crivcKa NoaK/IYeHHbIX K TOUKe A0CTyna K/IMEHTOB HaXKMMTe nocsie monitoring associated-
clients knaBuiuy Tab.

WOP-2ac-LR2(root):/# monitoring associated-clients <Tab>

e0:d9:e3:49:cl:a0
60:ab:67:ba:89:24
all

[nsa nonyyeHns cnmucka napameTpoB MoHuTopuHra nocne filter Haxmute knasuwy Tab.
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WOP-2ac-LR2(root):/# monitoring associated-clients all filter <Tab>

index
interface
hw-addr

state

ip-addr
hostname
rx-retry-count
tx-fails
tx-period-retry
tx-retry-count
noise-1
noise-2

rssi-1

rssi-2
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BbiBOA, UH(hOpMALUU MO BCEM NOAK/TIOUEHHBIM K/IMEHTaM

WOP-2ac-LR2(root):/# monitoring associated-clients all

index 0

interface wlan®-va0
state ASSOC AUTH_SUCCESS
hw-addr e0:d9:e3:49:cl:al
ssid Eltex

ip-addr 192.168.50.61
hostname WB-2P-LR2
authorized true
captive-portal-vap false
enterprise-vap false
rx-retry-count 34

tx-fails 0
tx-period-retry 0
tx-retry-count 27

noise-1 -71

noise-2 -86

rssi-1 -42

rssi-2 -42

snr-1 29

snr-2 44
rssi-from-sta-1 -46
rssi-from-sta-2 -46
snr-from-sta-1 44
snr-from-sta-2 36

tx-rate MCS11 NO SGI 52
rx-rate MCS5 NO SGI 52
rx—bw 20M

rx-bw-all 20M

tx-bw 20M

uptime 00:12:47
multicast-groups-count 0
wireless-mode n
eltex-serial-number WP36000038
eltex-firmware-version 2.8.0.16
eltex—-board-type WB-2P-LR2
perftest-capable true
snr-rssi-capable true

link-capacity
link-quality
link-quality—-common
actual-tx-rate
actual-rx-rate
shaped-rx-rate
actual-tx-pps
actual-rx-pps
shaped-rx-pps
polling-max-resp-delay
name

Rate

Transmitted

37 (not changed)
100 (not changed)
67

[cl ol ool oMo oMOo)

Received
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Total Packets:
TX success:
Total Bytes:
Data Packets:
Data Bytes:
Mgmt Packets:
Mgmt Bytes:

Multicast groups: none

index

interface

state

hw-addr

ssid

ip-addr
hostname
authorized
captive-portal-vap
enterprise-vap
rx-retry-count
tx-fails
tx-period-retry
tx-retry-count
noise-1

noise-2

rssi-1

rssi-2

snr-1

snr-2
rssi-from-sta-1
rssi-from-sta-2
snr-from-sta-1
snr-from-sta-2
tx-rate

rx-rate

rx—bw

rx-bw-all

tx-bw

uptime

multicast-groups-count

wireless-mode
perftest-capable
snr-rssi-capable

| 12%
| 0%
| 0%
| 1%
| 57%
|
|
|

15%
1%
129%

1
wlan0-va0
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ASSOC SLEEP AUTH_SUCCESS

60:ab:67:ba:89:24
Eltex
192.168.50.77
Test

true

false

false

18

0

0

0

=75

-89

-49

-34

26

55

N/A

N/A

N/A

N/A

MCS5 NO SGI 52
MCS7 NO SGI 65
20M

20M

20M

00:00:05

1

n

false

false
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link-capacity | ©

link-quality | ©

link-quality-common | 100

actual-tx-rate | ©

actual-rx-rate | 1

shaped-rx-rate | ©

actual-tx-pps | ©

actual-rx-pps | 1

shaped-rx-pps | ©

polling-max-resp-delay | ©

name | 1

Rate Transmitted Received

Total Packets: | 5 | 70 |

TX success: | 100 | |

Total Bytes: | 573 | 6640 |

Data Packets: | 2 | 24 |

Data Bytes: | 316 | 4768 |

Mgmt Packets: | 3 | 46 |

Mgmt Bytes: | 205 | 192 |

Rate Transmitted Received

dsss1 | 5 | 100% 9 | 13%

ofdm24 | © | 0% 41 | 59%

mcso | © | 0% 1| 1%

mcs2 | © | 0% 1| 1%

mcs3 | © | 0% 2| 2%

mcs4 | © | 0% 4 | 5%

mcs5 | © | 0% 3 4%

mcs7 | © | 0% 8 | 11%
| Multicast groups | Clients |
| MAC | 1P | Count | IP |
0| 01:00:5E:00:00:FB | XXX.0.0.251 | 1]  192.168.41.97(295) |
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BbiBOA, UH(hOpPMALUU MO KOHKPETHOMY/KOHKPETHBLIM KNIMEHTY/K/IMeHTam

WOP-2ac-LR2(root):/# monitoring associated-clients e0:d9:e3:49:c1:a0 (ecTb BO3MOXHOCTb yKazaTh
Heckonbko MAC-anpecos, Hanprvep, monitoring associated-clients e0:d9:e3:49:c1:a0 e0:d9:e3:7a:

88:20)

index

interface

state

hw-addr

ssid

ip-addr

hostname

authorized
captive-portal-vap
enterprise-vap
rx-retry-count
tx-fails
tx-period-retry
tx-retry-count
noise-1

noise-2

rssi-1

rssi-2

snr-1

snr-2
rssi-from-sta-1
rssi-from-sta-2
snr-from-sta-1
snr-from-sta-2
tx-rate

rx-rate

rx—bw

rx-bw-all

tx-bw

uptime
multicast-groups-count
wireless-mode
eltex-serial-number
eltex-firmware-version
eltex-board-type
perftest-capable
snr-rssi-capable
link-capacity
link-quality
link-quality—-common
actual-tx-rate
actual-rx-rate
shaped-rx-rate
actual-tx-pps
actual-rx-pps
shaped-rx-pps
polling-max-resp-delay
name

(0]
wlan@0-va0

ASSOC AUTH_SUCCESS
e0:d9:e3:49:cl:a0

Eltex
192.168.50.61
WB-2P-LR2
true

false

false

36

(0]

(0]

27

-99

-90

-42

=27

57

63

-46

-46

44

36

MCS5 NO SGI 52
MCS6 NO SGI 58.5
20M

20M

20M

00:15:08

(0]

n

WP36000038
2.8.0.16
WB-2P-LR2
true

true

38 (not changed)

100 (not changed)

67

[cl ol ool oMo oMOo)
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Rate Transmitted Received

Total Packets: | 94 | 138 |
TX success: | 100 | |
Total Bytes: | 21924 | 23851 |
Data Packets: | 86 | 95 |
Data Bytes: | 19322 | 19702 |
Mgmt Packets: | 8 | 43 |
Mgmt Bytes: | 366 | 821 |
Rate Transmitted Received

dsssi | 10 | 10% 46 | 33%
ofdmé | © | 0% 1] 0%
mcs3 | © | 0% 21 | 15%
mcs4 | 1 | 1% 12 | 8%
mcs5 | 57 | 60% 34 | 24%
mcs6 | 13 | 13% 23 | 16%
mcs1l | 3 | 3% 0| 0%
mcs12 | 10 | 10% 0| 0%

Multicast groups: none
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PunbTpayms napameTPoB MOHUTOPUHTA

WOP-2ac-LR2(root):/# monitoring associated-clients e0:d9:e3:49:c1:a0 filter hw-addr ip-addr tx-rate rx-
rate uptime (BbIBOZ OrpaHUYEHHOr0 KO/IMYECTBa NapamMeTpoOB MOHUTOPUHIA NO ONpeaenIeHHOMY KIUEHTY.
EcTb BO3MOXHOCTb Yka3aTb Heckonbko MAC-aapecoB)

hw-addr
ip-addr
tx-rate
rx-rate
uptime

e0:d9:e3:49:cl:ab
192.168.50.61
MCS5 NO SGI 52
MCS4 NO SGI 39
00:17:18

WOP-2ac-LR2(root):/# monitoring associated-clients all filter hw-addr rssi-1 rssi-2 wireless-mode
interface (BbIBOg, OrpaH/4YeHHOro KonMyecTea NnapamMeTpoB MOHUTOPUHIA MO BCEM K/IMEHTaM)

hw-addr
rssi-1

rssi-2
wireless-mode
interface

hw-addr
rssi-1

rssi-2
wireless-mode
interface

5.6.2 WDS

e0:d9:e3:49:cl:a0
-44

-26

n

wlan@-va0

60:ab:67:ba:89:24
-48

-38

n

wlan0-va0

[na moHntopuHra WDS-coeMHeHuUi cnosnb3yeTcs KomaHaa:

monitoring wds-entries <MAC-agpec BcTpeuHoit ctaHumm 1> ... <MAC-agpec BcTpeuHoii ctaHuun N> filter
<napametp 1> ... <napameTtp N>,

raoe <MAC-agpec BcTpeyHoit ctaHuum 1> ... <MAC-agpec BcTpeuHoi ctaHuun N> — MAC-agpeca
BCTPEYHbIX 6a30BbIX CTAHLMIA, C KOTOPbIMM NOCcTpoeHbl WDS-MOCTbI. 118 TOro YTo6bI BbIBECTU
MHJIOPMALMIO MO BCEM BCTPEYHbIM CTaHUMsaM BBeanTe BMecTo <MAC-aapeca BCTpeyHol ctaHummn> all;

filter — cneynanbHoe €oOBO, NOC/IE KOTOPOro YKa3blBaOTCSA NapameTpbl MOHUTOPWHTA, HEOBXOANMbIE
[N BbIBOAA MO OAHON’ UV HECKO/TIbKUM BCTPEUHbIM 6a30BbIM CTaHLMSAM;

<napametp 1> ... <napameTp N> — napameTp/napaMeTpbl MOHUTOPUHIA, HEOBXOAMMbIE 4151 BbIBOAA
Mo OAHOW NI HECKObKUM BCTPEYHbIM 6a30BbIM CTaHLMSIM.

[nsa BbiBOAA cnucka 6a3oBbix CTaHLMiIA, C KOTOpbIMY NocTpoeHbl WDS-MOCTbI, HKMUTE nocsie monitoring wds-

entries knasuwwy Tab.
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WOP-2ac-LR2(root):/# monitoring wds-entries <Tab>

e0:d9:e3:49:c2:a0
e8:28:cl:f7:7f:b0
all

[N nonyyeHusi cnmucka napameTpoB MoHuUTopuHra noche filter Haxmute knasumwy Tab.

WOP-2ac-LR2(root):/# monitoring wds-entries all filter <Tab>

index
interface
hw-addr

state

ip-addr
hostname
rx-retry-count
tx-fails
tx-period-retry
tx-retry-count
noise-1
noise-2

rssi-1

rssi-2
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WOP-2ac-LR2.PykoBoACTBO No akcnayaTauum.MOHUTOPUHT

BbiBopg, nHchopmaymm no Bcem BCTpeuHbim BC

WOP-2ac-LR2(root):/# monitoring wds-entries (11711 monitoring wds-entries all)

index 0

interface wlan®

state WIFI_WDS
hw-addr e0:d9:e3:49:c2:a0
ip-addr 192.168.50.61
hostname WOP-2ac-LR2
authorized false
captive-portal-vap false
enterprise-vap false
rx-retry-count 11

tx-fails 20
tx-period-retry 11
tx-retry-count 361

noise-1 -46

noise-2 -33

rssi-1 -42

rssi-2 -33

snr-1 4

snr-2 (0]
rssi-from-sta-1 -46
rssi-from-sta-2 -46
snr-from-sta-1 48
snr-from-sta-2 49
wds-interface wlan0-wds0O

tx-rate MCS11 NO SGI 52
rx-rate MCS3 NO SGI 26
rx—bw 20M

rx-bw-all 20M

tx—bw 20M

uptime 00:02:02
multicast-groups-count 0

wireless-mode n
eltex—-firmware-version 1.12.0 build 335
eltex—-board-type WOP-2ac-LR2
perftest-capable true
snr-rssi-capable true
link-capacity 47

link-quality 72
link-quality—-common 30
actual-tx-rate 5
actual-rx-rate 0
shaped-rx-rate 0

actual-tx-pps 7

actual-rx-pps 0

shaped-rx-pps 0
polling-max-resp-delay 0

name 0

Rate Transmitted Received
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Total Packets:
TX success:
Total Bytes:
Data Packets:
Data Bytes:
Mgmt Packets:
Mgmt Bytes:

Multicast groups:

index
interface
state
hw-addr
ip-addr
hostname
authorized

none

captive-portal-vap

enterprise-vap
rx-retry-count
tx-fails
tx-period-retry
tx-retry-count
noise-1

noise-2

rssi-1

rssi-2

snr-1

snr-2
rssi-from-sta-1
rssi-from-sta-2
snr-from-sta-1
snr-from-sta-2
wds-interface
tx-rate

rx-rate

rx—bw

rx-bw-all

tx-bw

uptime

multicast-groups-count

wireless—-mode

eltex-firmware-version

1138

96

153703

1113

115939

25

246
426
254

| 2
| 0
| 21
| 37
| 22
| 4
| 1
| 6
| 4
| 0

1

wlan0

WIFI_WDS
e8:28:cl:f7:7f:b
100.110.0.229
WOP-2ac-LR2-SYNC
false

false

false

237

0

4

78

-67

-67

-50

-37

17

30

-42

-42

49

50

wlanO-wdsl
MCS11 NO SGI 52
MCS12 NO SGI 78
20M

20M

20M

00:01:47

0

n

1.12.0 build 335

/
%

/
%

/
%

/
%

/
%

/
%

/
%

/
%

/
%

/
%

0

WOP-2ac-LR2.PykoBOACTBO No 3Kcnayataumum.MoHUTOPUHT
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eltex-board-type
perftest-capable
snr-rssi-capable
link-capacity
link-quality

link-quality-common

actual-tx-rate
actual-rx-rate
shaped-rx-rate
actual-tx-pps
actual-rx-pps
shaped-rx-pps

polling-max-resp-delay

name

Total Packets:
TX success:
Total Bytes:
Data Packets:
Data Bytes:
Mgmt Packets:
Mgmt Bytes:

Multicast groups:

none

WOP-2ac-LR2.PykoBOACTBO No 3Kcnayataumum.MoHUTOPUHT

WOP-2ac-LR2 SYNC

I

| true

| true

| 52

| 42

| 42

| 1

| 3

| ©

| ©

| 6

| ©

| ©

| 1

Transmitted Received
74 | 1042
100 |
23710 | 122338
67 | 1035
21209 | 88732
7 | 7
357 | 486
Transmitted Received

A NOOOENKF ON

=
(o)

9%
0%
1%
2%
0%
0%
0%
2%

| 5%

13%
9%
10%
2%
17%
24%
0%
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BbiBOA, UH(hOpMALUU MO OAHOI UM HECKONIBKUM BCTPeUHbIM BC

WOP-2ac-LR2(root):/# monitoring wds-entries €8:28:¢1:f7:7f:b0 (ecTb BO3MOXHOCTL yKazaTb HECKO/ILKO
MAC-aapecos, Hanpuvep, monitoring wds-entries e8:28:c1:ef:21:e0 e8:28:c1:ef:22:a0)

index 1

interface wlan®

state WIFI_WDS
hw-addr e8:28:cl:f7:7f:b0
ip-addr 100.110.0.229
hostname WOP-2ac-LR2-SYNC
authorized false
captive-portal-vap false
enterprise-vap false
rx-retry-count 478

tx-fails 0
tx-period-retry 0
tx-retry-count 108

noise-1 -85

noise-2 -72

rssi-1 -50

rssi-2 -37

snr-1 35

snr-2 35
rssi-from-sta-1 -40
rssi-from-sta-2 -40
snr-from-sta-1 49
snr-from-sta-2 50

wds-interface

wlan0-wdsl

tx-rate MCS6 NO SGI 58.5
rx-rate MCS12 NO SGI 78
rx—bw 20M

rx-bw-all 20M

tx-bw 20M

uptime 00:03:13
multicast-groups-count 0

wireless-mode n

eltex-firmware-version
eltex-board-type

1.12.0 build 335
WOP-2ac-LR2 SYNC

perftest-capable true
snr-rssi-capable true
link-capacity 46
link-quality 100
link-quality—-common 49
actual-tx-rate 1
actual-rx-rate 4
shaped-rx-rate 0
actual-tx-pps 1
actual-rx-pps 8
shaped-rx-pps 0
polling-max-resp-delay 0
name 1

Rate

Transmitted

Received
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Total Packets:
TX success:
Total Bytes:
Data Packets:
Data Bytes:
Mgmt Packets:
Mgmt Bytes:

ofdms54
mcso0
mcsl
mcs2
mcs3
mcs4
mcs5
mcs6
mcs7
mcs10
mcsll
mcsl12
mcs13

Multicast groups: none

N O O ONKFEF O N

W N =P W
(O] AN DR

27

4%
0%
0%
1%
0%
0%
0%
1%
7%
23%
8%
9%
1%
21%
19%
0%

WOP-2ac-LR2.PykoBOACTBO No 3Kcnayataumum.MoHUTOPUHT

253835
1974
190181
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duUnbTpaumsa napaMmeTPoB MOHUTOPUHTA

WOP-2ac-LR2(root):/# monitoring wds-entries e8:28:c1:f7:7f:b0 filter hw-addr ip-addr tx-rate rx-rate
uptime (BbIBOZ, OrpaH14YeHHOro KosimyecTsa napamMeTpoB MOHUTOPMHIA NO ONpeAeneHHoi 6a30Boit
cTaHUumn. ECTb BO3MOXHOCTb YKa3aTb Heckonbko MAC-aapecoB)

hw-addr | e8:28:cl:f7:7f:b0
ip-addr | 100.110.0.229
tx-rate | MCS6 NO SGI 58.5
rx-rate | MCS5 NO SGI 52
uptime | 00:03:52

WOP-2ac-LR2(root):/# monitoring wds-entries all filter hw-addr rssi-1 rssi-2 wireless-mode wds-
interface eltex-firmware-version (BbIBOz OrpaHWYeHHOr0 KonmM4yecTsa napaMeTpoB MOHUTOPUHTA MO BCEM
6a30BbIM CTaHLMSAM)

hw-addr | e0:d9:e3:49:c2:a0
rssi-1 | -42
rssi-2 | -42
wireless-mode | n
wds-interface | wlanG-wdsO
|

eltex-firmware-version 1.12.0 build 335

hw-addr | €8:28:cl:f7:7f:b0
rssi-1 | -50
rssi-2 | -37
wireless-mode | n
wds-interface | wlanG-wdsl
|

eltex-firmware-version 1.12.0 build 335

5.6.3 Tect ckopocTn

HacTtpoiika Tecta ckopocTu

WOP-2ac-LR2(root):/# configure

WOP-2ac-LR2(config):/# perftest

WOP-2ac-LR2(config):/perftest# server-ip X.X.X.X (rae X.X.X.X — IP agpec, koTtopslii 6yAeT HazHa4eH
NHTephelicy abOHEHTCKOIM CTaHLUN HA BPEMS BbINOMHEHUA TecTa. o ymonyaHuio: 192.0.4.1.
PekomMeHAyeTCs HacTpavBaTb NOACETh, KOTOPas He UCMO/b3YETCs Ha AeNCTByoLWEl CeTh)
WOP-2ac-LR2(config):/perftest# client-ip X.X.X.X (rge X.X.X.X — |IP agpec, koTopblii 6yAeT HazHaveH
NHTepelicy 6a30BOI CTaHLUN HA BPEMS BbIMOSIHEHUS TecTa. Mo ymonyanumto: 192.0.4.2. PekomeHayeTcs
HacTpamBaTb NO/CETb, KOTOpasi He UCMONb3YeTCs Ha AeCTBYOLLENR ceTn)
WOP-2ac-LR2(config):/perftest# netmask X.X.X.X (rae X.X.X.X — macka nofceru, Kotopas MCcrnosb3yrTcs
Ans Tecta. Mo ymonyanuio 255.255.255.0)

WOP-2ac-LR2(config):/perftest# vlan-id X (rze X — VLAN ID, ncnons3yemsiit Ansa tecta. Mo ymonyaHuto:
7. PekomeHayetcsa HacTpauBaTtb VLAN ID, KoTopblii He MCNONb3YeTCst Ha AeCTBYHOLLEN ceTu)
WOP-2ac-LR2(config):/perftest# save
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5.6.4 WNHopmaumsa 06 ycTpoincTee

WOP-2ac-LR2(root):/# monitoring information

07:16:19 17.11.2022
00:03:34

1.12.0 build 335
1.12.0 build 335
1.7.0 build 348

system-time

uptime

software-version
secondary-software-version
boot-version

memory-usage 67
memory-free 29
memory-used 62
memory-total 92

cpu-load 8.0
cpu-average 0.79
is-default-config false
board-type WOP-2ac-LR2
hw-platform WOP-2ac-LR2

E8:28:C1l:03:F7:A0
E8:28:C1l:03:F7:A0

factory-wan-mac
factory-lan-mac

factory-serial-number WP37000041
hw-revision 1lvl
session-password-initialized false

ott-mode false
last-reboot-reason firmware switch
test-changes-mode false
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5.6.5 CeteBasn nHopmaums

WOP-2ac-LR2(root):/# monitoring wan-status

Common 1information:

interface | bro.1000
mac | €8:28:c1:03:f7:a20
vlan | 1000
rx-bytes | 667443
rx-packets | 7210
tx-bytes | 1903365
tx-packets | 1514
IPv4 information:
protocol | dhcp
ip-address | 100.110.0.228
netmask | 255.255.254.0
gateway | 100.110.0.1
DNS-1 | 100.110.1.253
DNS-2 | 172.16.0.100

WOP-2ac-LR2(root):/# monitoring ethernet

link: up

speed: 1000
duplex: enabled
rx-bytes: 700817
rx-packets: 7585
tx-bytes: 1905096
tx-packets: 1531

WOP-2ac-LR2(root):/# monitoring arp

# ip mac
0] 100.110.0.252 9c:5c:6e:83:e5:5d
1 100.110.0.191 a8:f9:4b:aa:3f:21

WOP-2ac-LR2(root):/# monitoring route

Destination Gateway Mask Flags Interface
0.0.0.0 100.110.0.1 0.0.0.0 UG bro
100.110.0.0 0.0.0.0 255.255.255.0 u bro
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5.6.6 becnpoBoaHble MHTEPMENChI

© [na BbiBoga MHOPMALMKM 0 GECTIPOBOAHLIX MHTEPGIEicax Ha Bepcusax ctapiue 1.12.0 build 335
ncnonb3yetcs komaHga monitoring radio.

WOP-2ac-LR2(root):/# monitoring radio

wlan0:
name: wlan®
band: 2.4

hwaddr: E8:28:C1l:xX:XX:XX
status: on

noise-1: -87

noise-2: -87

utilization: 53

channel: 6

tx-power: 26

thermal: 39

bandwidth: 20

frequency: 2437

5.6.7 WHdhopmaumsa o coctossHum MCC

WOP-2ac-LR2-SYNC(root):/# monitoring cluster-synchronization

status | running

MAC Ready Master Slot Delay Me
e8:28:cl:ef:22:40 | true | true | 5 | © | false |
e8:28:cl:ef:22:30 | true | false | 5 | © | true |
e8:28:cl:ef:22:00 | true | false | 5 | © | false |
PTP info:

port-state | SLAVE

servo-state | SERVO_LOCKED_STABLE
master-offset | 223

path-delay | 3376
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5.6.8 XXypHas cobbITuii

WOP-2ac-LR2(root):/# monitoring events

Jan 1 03:00:21 WOP-2ac-LR2 daemon.info networkd[1034]: DHCP-client: Interface br® obtained

lease on 100.110.0.222.

Dec 10 08:40:39 WOP-2ac-LR2 daemon.info monitord[1119]: event: 'authenticated' mac:

EO:D9:E3:49:C1:A0 ssid: 'test' dinterface: wlan@-va® channel: 1 rssi: -60 location:
reason: 0

Dec 10 08:43:14 WOP-2ac-LR2 daemon.info monitord[1119]: event: 'deauthenticated by STA'
mac: EO:D9:E3:49:C1:A0 ssid: 'test' dinterface: wlan®-va0® channel: 1 rssi: -64 location:

'root' reason: 3 description: 'Deauth at STA leave BSS'

'root!'

5.6.9 CnekTpoaHanmsaTop
CnekTpoaHasi3aTop npefocTaBnser MHpopMaLmio 0 3arpy>XeHHOCTU KaHau10B.

Bpemsi aHann3a BCcex paAyoKaHasioB Avana3oHa CocTaBAseT NPUMEPHO 5 MUHYT.

© Bo Bpemst paboTbl CekTpoaHamsaTopa nPoOUCXOANT OTK/IHUEHNE BCEX KNIMEHTOB OT 6a30BOi
CTaHUuM. AGOHEHTCKME CTaHLMM NOAK/MOUATCS CHOBA TO/bKO TOTAQ, KOra CrieKTpoaHannsarTop
3aKOHUMT CBOIO paboTy.

B pe3ynbrate paboTbl CNekTpoaHan3aTopa B KOHCO/b GyAeT BblAaHa MHopMaL s 0 3arpy3ke Kaxaoro
KaHana (B npoueHTax):

WOP-2ac-LR2(root):/# monitoring spectrum-analyzer

Channel| CCA
1| 57%
2| 39%
3] 12%
4] 6%
5| 47%
6] 43%
7| 30%
8| 5%
9| 9%

10| 42%
11| 56%
12| 24%
13| 18%

6 lMpoueaypa BOCCTAHOBNEHMSI CUCTEMbI NOCNe c60s1 NPY 0OHOBNEHMUM NPOrPaMMHOro
obecnevyeHuns

Ecnv npv BbINOMHEHNM NpOLIEAYPbl 06HOB/EHMS NPOrPaMMHOro o6ecnedeHust (Yuepe3 web-uHtepdpeiic unm
yepes MexaH13m aBTOMaTMUYeCcKoro 0GHOB/IEHMsSI Ha OCHOBE npoTokosia DHCP) npousoluen c6oii (Hanpumep,
13-3a CNly4aiiHOro OTK/THOUEHUSI MUTaHKSA), B pe3y/bTaTe Yero JasibHelilas paboTa ycTpoiicTBa ctana
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HEBO3MOXHOI (MHAMKaTOp «Power» NOCTOSIHHO FOPUT KPacHbIM LIBETOM), BOCMO/Ib3YTECH CeAyoWmM
a/ITOPUTMOM BOCCTaHOB/IEHUSI PA6OTOCNOCOBHOCTU YCTPOCTBA:

PacnakyiiTe apxvB ¢ dpain/ioMm NporpaMMHOro obecneyeHms.

MoakntoumTe MK K NOPTY YCTPOWCTBA, YCTAHOBUTE Ha CETEBOM MHTepdielice agpec U3 noaceTu
192.168.1.0/24.

3anycTuTe Ha MK TFTP-knueHTa (ana Windows pekomeHayeTcsi ucnonb3osarb nporpammy Tftpd32), B
KayecTBe agpeca yaasiEHHOro xocta ykaxuTe 192.168.1.6, a ansa nepegayumn Bobidbepute gaiin linux.bin 13
pacnakoBaHHOIo apxvsa nporpaMmMHoOro obecrneyvyeHus.

3anycTuTe KomaHAdy oTnpasky thaiina Ha yaaneHHblin xocT (komaHga Put). [lo/mkeH 3anycTuTbCs
npouecc nepefayv aiina Ha yCTponcTBeo.

Ecnv npouecc nepegauu thainna Havancs, LOXAMTECH €0 OKOHYaHWS, MOC/1e Yero yCTPoOMCTBO
npov3BeaeT 3anncb NPorpaMMHOro o6ecrnevyeHuns B NnamAaTb U aBTOMAaTUYECKN BbIMOJTHUT 3aryck
cucTembl. Bpems 3anuncu coctaBnsieT okosio 8 MUHyT. O6 ycneLwwHOM BOCCTaHOB/IEHMM YCTPOICTBA
CBUAETENbCTBYET OPaHXEBbIV WX 3eNeHbIN LUBET nHankatopa «Power». [Npy aToM Ha ycTpolicTee
coXpaHsieTcs KoHdpurypauums, kotopas 6bina 4o c6os. Ecnmn nogxknoumTbes K YCTPONCTBY He yaaéTcs —
npousseanTe c6pOC Ha 3aBOACKNE HACTPONKN.

Ecnu npouecc nepegaun thainna He Hadyasics, y6eanTecb B KOPPEKTHOCTU CETEBbLIX HACTPOEK
KOMnNbloTepa 1 nonpobyiiTe elle pa3. B cnyyvae Heyaayum — yCTPOMNCTBO HEOBXOAMMO OTNPaBuTh B
PEMOHT NM60 BbINO/THUTL BOCCTAHOB/IEHUE, NOAK/THOUMBLUMCE K ycTpoicTBy no COM-nopTy yepes
cneupanbHblii agantep (Npy ero HaiMunm).

7 CnncoK nameHeHumn

Bepcusa gokymeHTa Jarta CopgepxaHue namMeHeHuii
Bbinycka
Bepcua 1.9 27.03.2024 CuHxpoHusauus ¢ Bepcuein MO 1.12.2
KoppekTnpoBka:

+ 4.5.1 NoameHto «Wi-Fi KNUeHTbI»

Bepcna 1.8 02.12.2022 CuHxpoHu3auus ¢ Bepcueii MO 1.12.0

KoppekTupoBka:

+ 2.2 XapakKTepucTuKn YCTpPONcTBa

+ 4.5.9 NogmeHo «NHdopmaumst 06 yCTponcTee»
+ 4.8.1 NogmeHto «WDS»

+ 4.9.2 NogmeHto «ocTyn»

* 4.10.6 NoagmeHto «XKypHasi»

+ 5.3.4 JlononHuTtenbHble HacTpoikn VAP
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Bepcml AOKYMEHTa

Bepcua 1.7

Bepcua 1.6

Bepcua 1.5

Jarta
BbiMycKa

31.01.2022

11.10.2021

25.06.2021

WOP-2ac-LR2.PykoBoACTBO Mo akcnayaTauum.MOHUTOPUHT

CopgepxaHue namMeHeHuii

CuHxpoHusauus ¢ Bepcuein MO 1.10.0
[ob6aBneHo:

+ 4.10.3 NogmeHto «KOHTPOb AOCTYMHOCTM»

KoppekTnpoBka:

+ 4.5.1 NoameHto «Wi-Fi KNneHTbI»

+ 4.5.7 MogmeHto «MHopmauus o pagrnonHtepdpeice»
+ 4.9.1 NogMeHo «CuctemMHas KoHdurypaums»

+ 5.3.4 lononHutenbHble HacTpoikn VAP

CuHxpoHu3aums ¢ sepcuein MO 1.9.0
[obasneHo:

+ 3.3 PekomeHpgauun no obecneyeHnto rpo3o3alnThbl
+ 5.6.5 HacTtpolika DHCP Snooping

KoppekTupoBka:

* 4.5.1 NogmeHto «Wi-Fi KnneHTbI»

+ 4.5.2 NogmeHto «WDS»

+ 5.3.4 JlononHuTtenbHble HacTpoikn VAP
* 5.7 MOHUTOPWHT

CuHxpoHusauus c Bepcuein MO 1.8.2
[o6asneHo:

* 4.5.8 NogmeHI0 «MexcekTopHas CUHXPOHU3aUma»
+ 5.6.4 HacTpoiika pexuma ayTeHTudmkauum
+ 5.7.2 Tect ckopocTn

KoppekTupoBka:

+ 2.3 OCHOBHblE TEXHMYECKME NapamMeTpbl

+ 4.5.1 NoameHto «Wi-Fi KNMeHTbI»

+ 4.5.7 NMopmeHto «MHopmauus o pagmonHtepdpeince»
* 4.6.3 NogMeHo «CUHXPOHU3aLNS»

* 4.10.4 NogMeHIo «AyTeHTUhrKauns»

+ 5.2 HacTtpoiika ceTeBbIx NnapaMeTpoB

+ 5.4.1 fJononHuTenbHble HacTpoiikm Radio

+ 5.6.4 HacTpolika pexuma ayTeHTudmnkaLmm

+ 5.7.3 NHdhopmaums 06 ycTpoiictee
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Bepcml AOKYMEHTa

Bepcua 1.4

Bepcna 1.3

Bepcua 1.2

Bepcunsa 1.1

Bepcua 1.0

Bepcust nporpammMmHOro
obGecneyeHus

Jarta
BbiMycKa

21.12.2020

20.08.2020

07.04.2020

11.12.2019
06.11.2019

WOP-2ac-LR2.PykoBoACTBO Mo akcnayaTauum.MOHUTOPUHT

CopgepxaHue namMeHeHuii

CuHxpoHusauus ¢ sepcuein MO 1.7.0
[ob6aBneHo:

* 4.6.3 NogmeHto «CUHXPOHN3aLMs»
* 5 ¥YnpasneHve yCTPONCTBOM C NMOMOLLbIO KOMaHHOW
CTPOKM

CuHxpoHu3aums ¢ sepcuein MO 1.6.0
[obasneHo:

+ 4.3 TeCTOBbI peXUM

+ 4.5.7 NogmeHo «NHdopmaums 0 pagnonHtepdeiice»

* MNogpasgen «KoHTposb goctyna no MAC» B noameHto
«VAP»

KoppeKTnpoBka nogmMmeHto «CTaTucTika no Tpaduky»

CuHxpoHusauus ¢ sepcuein MO 1.5.0

KoppekTupoBka nogMeHto «loctyn»

CuHxpoHu3auus ¢ sepcueit MO 1.4.1

MNepBas ny6nvkauus

1.12.2
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TEXHNYECKAA NMOAAEP>XKA

[ns nonyyeHns TEXHNYECKO KOHCY/IbTaummn No BONpocamM yCTaHOBKM 1 3KCMnyataunm CUcTeMmbl
ECCM BblI MOxeTe o6paTnTbCcs B CepBUCHbIV LEeHTP koMnaHnun ELTEX:

dopma obparHoin cBA3Mn Ha caiTe: htips://eltex-co.ru/support/

Servicedesk: hitps://servicedesk.eltex-co.ru/

MONHY0 TEXHUYECKYHO AOKYMEHTaUMI0 1 NPOorpaMmMHoOe obecrnevyeHne Bbl MOXETE HalTh Ha
odhmumanbHom caiite komnaHun: https://eltex-co.ru/


https://eltex-co.ru/support/
https://servicedesk.eltex-co.ru/
https://eltex-co.ru/
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