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Bepcua fOKymeHTa

JAara BbinycKa

CopeprkaHue UsmeHeHMmi

Bepcua 1.41

07.03.2024

CuHxpoHusauums c sepcuent MO 4.0.22

Bepcua 1.40

19.12.2023

CuHXpoHu3saums c Bepcueit MO 4.0.21.7

Bepcuma 1.39

20.10.2023

CuHxpoHusauma c sepcueit N0 4.0.21.5

U3meHeHuUA B paspenax:

2.3 OCHOBHbIe TeXHUYECKUE XapaKTePUCTUKMU

5.19.1 ®dyHKUMA nocpeaHUKa npoToKona IGMP (IGMP Snooping)
5.21.1 MexaHusm AAA

5.29.1 ®yHkuuu DHCP Relay ans IPv4

5.32 KoHdwurypauma ACL (cnucku KOHTpoAa gocTyna)

5.35.10 Hacrpoiika Virtual Router Redundancy Protocol (VRRP)
5.35.13 KoHdurypauma BupTyasibHOM 061acTU MapLupyTU3auum
(VRF lite)

Bepcua 1.38

09.08.2023

CuHxpoHusaumsa c sepcueit MO 4.0.21

U3meHeHus B paspgenax:

2.3 OCHOBHbIe TeXHUYeCKue XxapaKTepucTuku

5.5 KomaHgbl ynpaBieHUsa cuctemon

5.8 HacTpoiiKka cMcTEMHOro BpemeHu

5.21.2 NpoTtokon RADIUS

5.28.2.3 HacTpoiika akTMBHOro ceaHca KnuneHTa (CoA)

5.33 KoHdwurypaumsa 3awmrbl ot DoS-atak

5.35.4 Hactpoiika npoTtokona BGP (Border Gateway Protocol)
5.35.6 HacTtpoiika Route-Map

Bepcua 1.37

28.04.2023

CuHxpoHusauma c sepcueit MO 4.0.20

U3meHeHus B paspgenax:

5.7.1 OnucaHue aprymeHTOB KOMaHA,

5.10.2 Hactpoiika VLAN u pe;KumoB KommyTauum uHtepdeincos
5.17.5 CemeiicTBO NnpoTtoKonos STP (STP, RSTP, MSTP), PVSTP+,
RPVSTP+

5.28.1 dyHKUUM 06ecneyeHUn 3aWmTbl NOPTOB

5.35.3 Hactpoiika npotokona OSPF, OSPFv3

5.35.4 Hactpoiika npotokona BGP (Border Gateway Protocol)
5.35.5 Hacrpoiika npotokona IS-IS

2 Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324
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Bepcua 1.36 23.01.2023 CuHxpoHusaums c sepcuent MO 4.0.19

U3meHeHus B paspenax:

4.4 Pexxum paboTbl KOMMyTaTOpa

5.10.1 Napamertpbl Ethernet-unrepgeiicos, Port-Channel- u Loop-
back-untepdeiicos

5.10.2 Hactpoiika VLAN u pexumoB KommyTauum uHtepdeincos
5.16.1 NMpoTtokon IPv6

5.17.5.1 Hactpoiika npotokona STP, RSTP

5.18 Voice VLAN

5.19.1 dyHKUMA nocpeaHUKa npoToKona IGMP (IGMP Snooping)
5.20.1 NpoTokon PIM

5.20.4 dyHKuma IGMP Proxy

5.21.2 NpoTtokon RADIUS

5.21.4 NpoTokon ynpasaeHusa cetbio (SNMP)

5.23 3epKanuposaHue (MOHUTOPUHT) NOPTOB

5.28.1 dyHKUUM 06ecneyeHUA 3aWmUTbl NOPTOB

5.28.2.2 PacumpeHHasa npoBepKa NOAJIMHHOCTU

5.34.1 Hactpoiika QoS

5.35.1 KoHdurypaumsa ctaTMueckoii mapLuipyTusaumum

5.35.10 Hacrtpoiika Virtual Router Redundancy Protocol (VRRP)

Bepcua 1.35 16.12.2022 CuHxpoHusauums c sepcueit M0 4.0.18.4

Bepcua 1.34 29.11.2022 CuHXpoHusauums c sepcuei MO 4.0.18.2

M3meHeHUA B paspenax:

5.7.3 KomaHabl gna pe3epBUpoBaHUA KOHOUTYpaLumn
5.10.1 Napamertpbl Ethernet-untepgeiicos, Port-Channel- n
Loopback-untepdeiicos

5.17.2 Hacrpoiika npotokona ARP

5.17.8 Hactpoiika npotokosna OAM

5.17.5 CemeiicTBO NnpoTtoKonos STP (STP, RSTP, MSTP), PVSTP+,
RPVSTP+

5.17.5.3 Hactpoiika npotokonos PVSTP+, RPVSTP+

5.21.4 NpoToKon ynpasaeHua cetbio (SNMIP)

5.34.1 HacTpoiika QoS

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324 3
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Bepcua 1.33

29.07.2022

CuHxpoHusaums c sepcueit MO 4.0.18

[Nob6aBneHbl pasgenni:
5.35.13 KoHdurypauma BupTyasnbHOM 061acTU MmapLupyTU3auum
(VREF lite)

U3meHeHun B paspenax:

5.5 KomaHgbl ynpaBieHUsa cuctemoim

5.7.2 KomaHgapb! gnsa paboTbl ¢ paiinammu

5.10.1 Napamertpsbl Ethernet-untepdeiicos, Port-Channel- n
Loopback-untepdeiicos

5.14 Hactpoiika IPv4-agpecauum

5.17.5 CemeiicTBO npoToKonos STP (STP, RSTP, MSTP), PVSTP+,
RPVSTP+

5.21.7 HacTpoiika goctyna

5.23 3epKanuposaHue (MOHUTOPUHT) NOPTOB

5.28.5 3awuTa IP-agpeca KnueHrTa (IP source Guard)

5.29.1 ®dyHkuuu DHCP Relay ans IPv4

5.34.1 Hactpoiika QoS

5.35.1 KoHdurypaumsa ctaTMiueckoii mapLupytTusaumm

5.35.3 Hactpoiika npotokona OSPF, OSPFv3

5.35.4 HacTpoiika npotoKkona BGP (Border Gateway Protocol)

Bepcma 1.32

27.06.2022

CuHxpoHusauma c sepcueit MO 4.0.17

U3meHeHus B paspgenax:

2.3 OCHOBHble TEXHUYECKNE XapaKTePUCTUKMN

4.4 Pexxum paboTbl KOMMyTaTOpa

5.10.2 Hactpoiika VLAN u pe;KMumoB KommyTauum uHtepdeiicos
5.11 Selective Q-in-Q

5.13 Fpynnbl arperauuu KaHanos — Link Aggregation Group (LAG)
5.17.7 Hactpoiika npoToKona LLDP

5.19.1 dyHKUMA NnocpegHUKa npoTtokona IGMP (IGMP Snooping)
5.19.5 RADIUS-asTopusauma sanpocos IGMP

5.21.2 Npotokon RADIUS

5.32.1 KoHdurypauusa ACL Ha 6ase IPv4

5.32.3 KoHdurypauma ACL Ha 6a3e MAC

5.35.3 Hactpoiika npotokona OSPF, OSPFv3

Bepcma 1.31

01.04.2022

CnHxpoHusauma c sepcueit N0 4.0.16.14

Bepcuna 1.30

28.02.2022

CuHxpoHusauums c sepcuein N0 4.0.16.13

Bepcuna 1.29

12.01.2022

U3meHeHunA B pasgenax:

2.3 OCHOBHbIe TeXHMYECKUe XxapaKTepucTuKu
5.18 Voice VLAN

5.25.3 ilnarHocTUKa MHAUKauMm nHtepdeincos
5.32.1 KoHdurypauusa ACL Ha 6ase IPv4

5.32.2 KoHdurypauusa ACL Ha 6ase IPv6

5.32.3 KoHdurypauua ACL Ha 6a3e MAC

Bepcua 1.28

12.11.2021

U3meHeHuA B pasgenax:

2.1 HazHauyeHue

2.3 OCHOBHbIe TEXHUYECKNE XapaKTEePUCTUKU

2.4.1 BHelWwHW BUA U ONUCaHUE NepeaHeli NnaHen ycTpoicTea
2.4.2 3aaHAA 1 BepXHAA NaHeun YCTPoicTBa

5.35.3 Hactpoiika npotokona OSPF, OSPFv3

5.35.4 Hactpoiika npotokona BGP (Border Gateway Protocol)

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324
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Bepcua 1.27 12.10.2021 U3meHeHunA B pasgenax:

2.3 OcHOBHbIe TeXHUYeCKue XxapaKTepucTuku

5.19.2 Npasuna rpynnoeoi agpecauumn (multicast addressing)
5.23 3epkanupoBaHue (MOHUTOPUHT) NOPTOB

Bepcua 1.26 30.07.2021 Jo6asneH kommyTtatop MES2324P ACW

UsmeHeHUA B pasgenax:

2.3 OCcHOBHbIe TeXHUYeCKue XxapaKTepucTuku

2.4.1 BHewWwHW BUA U ONUCaHUE NepeaHeii NnaHen ycTpoicTBa
2.4.2 3aaHAA 1 BepPXHAA NaHe/n yCTpoiicTBa

2.4.4 CeeTtoBaA UHAMKALMA

4.4 Pexxum paboTbl KOMMyTaTOpa

5.5 KomaHabl ynpaBaeHus cuctemoi

5.8 HacTpoiika cucteMHOro BpemeHu

5.10.1 Napametpbl Ethernet-unrepodeiicos, Port-Channel- u Loop-
back-untepdeiicos

5.17.5 CemeiicTBOo npoToKonos STP (STP, RSTP, MSTP), PVSTP+,
RPVSTP+

5.22 ¥ypHan aBapuii, npotokon SYSLOG

5.31 KoHdurypauma DHCP-cepsepa

5.35.4 Hactpoiika npoTtokona BGP (Border Gateway Protocol)
5.35.6 Hacrpoiika Route-Map

Bepcua 1.25 30.04.2021 [Oob6aBneHbl pasgenbi:
5.25.3 luarHocTMKa MHAUKauMmn nHtepdeincos

M3meHeHUA B paspenax:

2.3 OCHOBHbIE TEXHUYECKNE XapaKTePUCTUKMN

4.4 Pexxum paboTbl KOMMyTaTOpa

5.10.4 Hacrpoiika uHtepdeiica IP

5.11 Selective Q-in-Q

5.12 Storm Control ana pasnuuHoro Tpaduka (broadcast,
multicast, unknown unicast)

5.13.3 HacTpoiika TexHonorum Multi-Switch Link Aggregation
Group (MLAG)

5.18 Voice VLAN

5.21.1 MexaHusm AAA

5.28.6 KoHTposb npoTokona ARP (ARP Inspection)

5.28.2 NpoBepKa NOAJAMHHOCTM K/IMEHTA HA OCHOBe NopTa (cTaH-
Bapt 802.1x)

5.28.3 HacTpoiika ¢pyHKkumun MAC Address Notification

5.33 KoHdurypauyma 3awuTbl ot DoS-atak

5.34.1 Hactpoiika QoS

Bepcua 1.24 02.03.2021 CuHxpoHusauums c sepcuei MO 4.0.15.3

Bepcma 1.23 10.02.2021 U3meHeHuA B pasgenax:

2.2.3 dyHKUMM BTOPOro YpOBHA ceTeBoii moaenu OSI

2.4.4 CeeTtoBaA UHAMKALMA

4.5.1 ba3oBas HacTpoiika KOMMmyTaTopa

4.5.2 Hactpoiika napameTtpoB cuctembl 6e3onacHocTn

5.5 KomaHgbl ynpasieHusa cuctemon

5.12 Storm Control ana pasnnuHoro Tpaduka (broadcast, mul-
ticast, unknown unicast)

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324 5



HELTEX

Bepcua 1.22 24.12.2020 [ob6aBneHbl pasgenni:
5.35.12 MNMpoTtokon GRE
U3meHeHuUA B paspenax:
5.7.4 KomaHAabl gna aBTOMaTUYeCcKoro o6HoBneHUA U KoHdurypa-
T
5.10.2 Hactpoiika VLAN u peKumoB KommyTauum uHtepdeincos
5.10.3 HacTpoiika Private VLAN
5.13.3 Hactpoiika TexHonorum Multi-Switch Link Aggregation
Group (MLAG)
5.17.1 Hactpoiika npoTtokona DNS — cucrembl AOMEHHbIX UMEH
5.21.3 Nportokon TACACS+
5.28.4 KoHTtpoab npotokona DHCP u onuua 82
5.33 KoHpurypauma 3awutbl ot DoS-atak
5.34.1 Hactpoiika QoS
Mpunoxkenue . OnucaHMe NpoueccoB KOMMyTaTopa
Bepcma 1.21 27.10.2020 U3meHeHunA B paspenax:
2.5 KomnneKT nocraBku
5.7.2 KomaHabl ana pabotbl ¢ paitnamm
5.33 KoHdwurypauymsa 3awurol ot DoS-atak
Bepcuma 1.20 16.10.2020 U3meHeHuA B pasgenax:
2.3 OCHOBHbIe TEXHUYECKNE XapaKTePUCTUKMN
5.17.4 MexaHu3am o6HapyxeHusa netenb (loopback-detection)
5.20.4 ®dyHKumua IGMP Proxy
Bepcma 1.19 14.09.2020 U3meHeHunA B paspgenax:
5.1 ba3oBble KOMaHAbl
5.10.1 Napamertpbl Ethernet-untepgeiicos, Port-Channel- n
Loopback-unrepdeiicos
5.17.11 Hactpoiika ¢yHKuUuMmM Layer 2 Protocol Tunneling (L2PT)
5.21.4 NpoTtoKon ynpasneHusa cetbto (SNMP)
5.28.1 dyHKUUM 06ecneyeHUn 3aWmTbl NOPTOB
5.28.5 3awuTa IP-agpeca KnueHnrta (IP source Guard)
Bepcma 1.18 02.09.2020 [Oob6aBneHbl pasgenbi:

5.26 IP Service Level Agreements (IP SLA)

5.28.2.3 HacTpoiika aKTMBHOro ceaHca KnuneHTa (CoA)
5.35.5 HacTpoiika npotoKona IS-IS

5.35.8 HacTpoiika cBA3KM Kntoueit

U3meHeHus B pasgenax:

2.3 OCHOBHbIe TeXHUYECKUe XxapaKTepucTUKu

2.4.4 CBeTtoBaA UHAMKALMA

2.5 KomnneKT nocraBku

5.7.2 KomaHabl ana pabotbl ¢ paitnamu

5.10 KoHdwurypauma uitepdeiicos n VLAN

5.10.1 NapameTpbl Ethernet-untepdeiicos, Port-Channel- n
Loopback-untepdeiicos

5.19.1 dyHKUMA NnocpegHUKa npoTtokona IGMP (IGMP Snooping)
5.20.4 ®dyHKumua IGMP Proxy

5.21.1 MexaHusm AAA

5.27 dneKktponuTtaHue no amHuam Ethernet (PoE)

5.28.1 ®dyHKLUUM 06ecneyeHUs 3aWmUTbl NOPTOB

5.28.4 KoHtponb npotokona DHCP v onuua 82

5.32 KoHdwurypauma ACL (cnucku KOHTpOAA AocCTyna)

5.34 KauectBo ob6cnyxunsaHua — QoS

5.35.2 HacTpoiika npotoKona RIP

5.35.3 HacTpoiika npotokona OSPF, OSPFv3

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324
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5.35.4 HacTpoiika npotokona BGP (Border Gateway Protocol)

Bepcna 1.17 23.01.2020 [Ho6asneH KommyTtaTtop MES3510P, y6paH MES2326

U3meHeHus B paspenax:

5.10.1 Napamertpbl Ethernet-unrepgeiicos, Port-Channel- u Loop-
back-untepdeiicos

5.10.2 Hactpoiika VLAN u peKMumoB KommyTauum uHtepdeincos
5.17.5 CemeiicTBo npoToKonos STP (STP, RSTP, MSTP), PVSTP+,
RPVSTP+

5.19.1 dyHKUMA NocpegHUKa npoTtokona IGMP (IGMP Snooping)
5.19.3 MLD snooping — NPOTOKO/ KOHTPO/Si MHOFOa4pecHoro
Tpaduka B IPv6

5.28.4 KoHtponb npotokona DHCP u onuyua 82

Bepcua 1.16 22.10.2019 [Oo6aBneHbl pa3gensi:

3.3 YcraHoBKa ycrpoiicte MES3508, MES3508P, MES3510P Ha
DIN-peiiry

4.5.1.2 PaclumMpeHHas HaCTpoiiKa ypoBHA A0CTyna

5.13.3 HacTpoiika TexHonorum Multi-Switch Link Aggregation
Group (MLAG)

5.21.7.3 YpaneHHblih 3anycKk KomaHa, nocpeacrsom SSH

5.28.7 dyHKumoHan First Hop Security

5.35.11 Hactpoiika npotokona Bidirectional Forwarding Detec-
tion (BFD)

U3meHeHus B paspgenax:

5.7.2 KomaHgapb! gnsa paboTbl ¢ painamm

5.10.1 NapameTpbl Ethernet-untepdeiicos, Port-Channel- n
Loopback-unrepdeiicos

5.10.2 Hactpoiika VLAN u pe;KumoB KommyTauum uHtepdeiicos
5.17.5 CemeiicTBO npoTtoKonos STP (STP, RSTP, MSTP), PVSTP+,
RPVSTP+

5.17.5.3 Hactpoiika npotokonos PVSTP+, RPVSTP+

5.27 dneKkTponuTtaHue no amHuam Ethernet (PoE)

5.28.2.2 PacwumpeHHaa npoBepKa NoAJINHHOCTU

5.29.2 ®yHkuuu DHCP Relay ans IPv6 u Lightweight DHCPv6
Relay Agent (LDRA)

5.35.3 HacTpoiika npotokona OSPF, OSPFv3

5.35.4 HacTpoiika npotokona BGP (Border Gateway Protocol)
5.35.5 HacTpoiika npotoKona IS-IS

Bepcma 1.15 16.09.2019 [Oob6aBneHbl pasgenbi:

5.29.1 ®yHKuumn DHCP Relay gna IPv4

5.29.2 ®dyHkuuu DHCP Relay ans IPv6 u Lightweight DHCPv6 Re-
lay Agent (LDRA)

U3meHeHunA B pasgenax:

2.3 OCHOBHble TeXHUYECKNE XapaKTePUCTUKHU

2.5 KomnneKkT nocTtaBKku

4.5.1 ba3oBasa HaCTpoOiiKa KOMMyTaTopa

5.10 KoHdwurypauma nnitepdeiicos n VLAN

5.22 }ypHan aBapuit, npotokon SYSLOG

5.28.2.3 HacTpoiika akTUBHOro ceaHca KaueHTa (CoA)
5.32 KoHowurypauma ACL (cnucku KOHTpOAA AocTyna)

Bepcua 1.14 27.05.2019 [Nob6aBneHbl pasgenbl:

5.17.10 Hactpoiika ¢pyHKuum Flex-link

5.19.5 RADIUS-asTopusauma sanpocos IGMP
5.20.2 ®dyHKuma PIM Snooping

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324 7
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5.20.3 Npotokon MSDP
5.35.5 HacTpoiika npotoKona IS-IS
5.35.7 Hactpoiika Prefix-List

U3meHeHun B paspenax:

2.2.4 dyHKUMM TpEeTbero ypoBHA ceTeBot mogenu OSI

2.3 OCHOBHbIE TEXHUYECKUE XapaKTePUCTUKMN

5.10 KoHdurypauma untepdeiicos n VLAN

5.14 Hacrtpoiika IPv4-agpecauumn

5.19.4 dyHKUUM orpaHuyeHuna multicast-tpaduka

5.20.1 NMpoTokon PIM

5.20.4 ®dyHKuma IGMP Proxy

5.21.4 NpoTtoKon ynpasneHusa cetbto (SNMP)

5.28.4 KoHTponb npoTtokona DHCP u onuua 82

5.32.1 KoHdurypaumsa ACL Ha 6ase IPv4

5.35 KoHdurypauma npoToKON0B MapLupyTU3auum

5.35.4 Hactpoiika npotoKona BGP (Border Gateway Protocol)
5.35.10 Hacrtpoiika Virtual Router Redundancy Protocol (VRRP)

Bepcuna 1.13

05.02.2019

U3meHeHuUA B pasgenax:

2.2.4 ®yHKUMM TPETbEro YPOBHA ceTeBoi mogenu OSI
4.4 Pexxum paboTbl KOMMyTaTOpa

5.17.3 Hactpoiika npotokona GVRP

5.21.7.1 Telnet, SSH, HTTP n FTP

5.25.2 inarHocTnKa onTU4eCcKoro TpaHcmsepa
5.27.2.2 PaclumpeHHas HacTPOMKa NOAJMHHOCTHU
5.27.3 KoHTtpoab npotokona DHCP v onuuu 82
5.28 ®dyHKkuun DHCP-Relay nocpegHuka

5.5 KomaHpabl ynpasaeHusa cucremoi
YBenuueHo Koaundecrso Port-Channel go 48

Do6asneHbl pasgensi:

5.17.9 Hactpoiika npotokona CFM (Connectivity Fault Manage-
ment)

5.34.4 Hactpoiika npoTtokona BGP (Border Gateway Protocol)

Bepcma 1.12

01.11.2018

U3meHeHuUA B pasgenax:

2.3 OCHOBHbIe TeXHUYECKUe XxapaKTepucTuKku

5.17.4 MexaHuam o6Hapy:KeHus nerenb (loopback-detection)
5.5 KomaHgbl ynpasieHua cucTemon

5.19.2 Npasuna rpynnosoi agpecauunun (multicast addressing)

Bepcma 1.11

28.09.2018

[Oo6asneH pasgen:
5.17.5.3 Hactpoiika npotokona PVST+

U3meHeHuUA B pasgenax:

2.4.1 BHewWwHWi BUA M onucaHue nepegHeit naHenun ycTpoicTea.
4.4 Pexxum paboTbl KOMMyTaTOpa

5.5 KomaHgbl ynpasieHusa cuctemon

5.17.3 Hactpoiika npotoKkona GVRP

5.19.1 dyHKUMA nocpegHUKa npoTtokona IGMP (IGMP Snooping)
5.19.2 Npasuna rpynnoBoii agpecaumnun (multicast addressing)
5.25.2 inarHocTnKa onTM4eCcKOro TpaHcmeepa

5.25.1 ilnarHocTuKa megHoro Kabensa

5.21.2 Npotokon RADIUS

5.26 dneKTponuTtaHue no amHuam Ethernet (PoE)

5.27.1 ®dyHKumMA o6ecneyeHuUA 3awWwmTbl NOPTOB

5.30 KoHdurypauma DHCP-cepsepa

5.4 HacTpoiiKa MaKpOKOMaHp,

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324
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Bepcma 1.10 28.06.2018 U3meHeHunA B pasgenax
5.13 Fpynnbl arperauuu KaHanos — Link Aggregation Group (LAG)
Bepcma 1.9 28.05.2018 [ob6aBneHbl pasgenni:

5.3 NepeHanpaeneHue BbiBoAa KOMaHg, CLI B Npon3BobHbIiA
daiin Ha N3Y
5.34.5 Hactpoiika Equal-cost multi-path (ECMP)

U3meHeHus B paspenax:

2.3 OCHOBHbIe TeXHUYeCKue XxapaKTepucTuku

5.7.4 KomaHab! gna aBTOMaTU4eCKoro o6HoBeHUA u KoHuUrypa-
uum

5.10.1 NapameTtpbl Ethernet-unrepgeiicos, Port-Channel u Loop-
back-untepdeiicos

5.13 F'pynnbl arperauum KaHanos Large Aggregation Group

5.14 Hactpoiika IPv4 agpecauumn

5.17.1 HacTpoiika npotoKkona DNS — cuctembl SOMEHHbIX UMEH
5.17.9 Hactpoiika ¢pyHKuuum Layer 2 Protocol Tunneling (L2PT)
5.19.5 dyHKUUA MHOroaapecHoi mapwpyTtusauum IGMP Proxy
5.20 MHoroagpecHasa maplipyTusaumua — npotokon PIM

5.30 KoHourypauua DHCP-cepsepa

5.34.3 Hactpoiika npotokona OSPF, OSPFv3

NPUNOXKEHUE A. NTPUMEPbI MPUMEHEHUA U KOHOPUTYPALUU
YCTPOWMCTBA

NPUNOXEHUE I'. ONUCAHME NMPOLLECCOB KOMMYTATOPA

Bepcna 1.8 12.12.2017 U3meHeHunA B paspenax:

2.3 OCHOBHbIe TeXHUYeCKue XxapaKTepucTuKku

2.4 KOHCTPYKTUBHOE UCNO/IHEHUE

2.4.4 CeBeTOoBasA MHAUKALMUA

5.4 KomaHabl ynpaBaeHUsa cuctemoim

5.9.1 NapameTtpbl Ethernet-unrepdeiicos, Port-Channel n Loop-
back-untepdeiicos

5.9.2 Hactpoiika VLAN u pe}MmoB KommyTauumn uHtepdeiicos
5.16.7 Hactpoiika npotoKkona LLDP

5.18.1 ®yHKUMA nocpeaHUKa npoToKona IGMP (IGMP Snooping)
5.20.4 NpoToKon ynpasneHua cetbto (SNMP)

5.20.6 Cnucku goctyna ACL ans ynpaBieHUA YCTPOUCTBOM
5.24.2 inarHocTMKa onTU4ECKOro TpaHcueepa

6.2 XypHan aBapwmii, npoTtokon Syslog.

6.9 KoHpurypauua PPPoE Intermediate Agent

Bepcna 1.7 18.09.2017 [Oob6aBneHbl pasgenbi:
5.9.3 Hactpoiika Private VLAN

U3meHeHunA B pasgenax:

2.3 OCHOBHbIe TeXHMYECKUe XxapaKTepucTuku

5.4 KomaHpAbl ynpaBaeHUsa cuctemoim

5.9.2 Hactpoiika VLAN u pexXMmoB KommyTauumn uHtepdeiicos
5.16.4 MexaHu3am o6HapyxeHusa netenb (Loopback-detection)
5.18 I'pynnoBasa agpecaumsa

5.20.6 Cnucku pocryna ACL anA ynpaBaeHUA yCTPOIACTBOM
5.20.2 Npotokon RADIUS

5.20.4 NpoTokon ynpasaeHus cetbto (SNMP)

5.21 }XypHan aBapuit, npotokon SYSLOG

5.26.3 KoHTponb npotokona DHCP u onuua 82

5.28 KoHdurypauma PPPoE Intermediate Agent

5.32.1 HacTpoiika QoS

Bepcna 1.6 25.05.2017 [Oob6aBneHbl pasgensbi:
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5.16.9 Hactpoiika ¢pyHKumm Layer 2 Protocol Tunneling (L2PT)

M3meHeHUA B paspenax:

2.2.4 dyHKUMM TpeTbero ypoBHA ceteBo mogenu OSI

5.9 KoHdurypauua nnrepdeiicos n VLAN

5.12 Mpynnbl arperauum KaHanos — Link Aggregation Group (LAG)
5.16.4 MexaHusm o6HapyxeHusa netenb (Loopback-detection)
5.16.6 HacTtpoiika npotokona G.8032v2 (ERPS)

5.20.4 NpoTokon ynpasaeHus cetoio (SNMP)

5.20.7.1 Telnet, SSH, HTTP u FTP

5.26.1 PyHKUUM 06ecnevyeHnA 3aWwmuTbl NOPTOB

5.27 ®dyHkuum DHCP Relay nocpeaHuka

5.28 KoHowurypaumsa PPPOE Intermediate Agent

5.30.3 KoHourypauma ACL Ha 6a3e MAC

5.32.1 Hactpoiika QoS

5.33.3 Hactpoiika npotokona OSPF, OSPFv3

Bepcma 1.5

23.03.2017

Do6asneHbl pasgensi:

5.6.3 KomaHabl gna pe3epBUpoBaHUA KOHGUrypauum
5.26.6 Hactpoiika ¢pyHKkumn MAC Address Notification
NPUNOXEHUE I ONMUCAHUE NMPOLLECCOB KOMMYTATOPA

U3meHeHuUA B pasgenax:

4.3 3arpy3o4yHoe MeHto

5.4 KomaHgbl ynpaBieHUA CUCTEMOM

5.6.2 KomaHgab! gnsa paboTbl ¢ paiinamu

5.9 KoHurypauus nHtepodeiicos

5.18.2 ®dyHKUMA nocpeaHUKa npoToKkona IGMP (IGMP Snooping)
5.16.2 Hacrpoiika npotokona ARP

5.16.5.1 Hacrpoiika npotokona STP, RSTP
5.20.1 MexaHusm AAA

5.26.3 KoHTponb npotokona DHCP u onuua 82
6.1 MeHto Startup

Bepcna 1.4

09.09.2016

Do6asneHbl pasgensl:

2.4 KOHCTPYKTUBHOE UCNOIHEHUe — A06aBneHo onucaHue Kom-
myTtatopos MES2308

5.8 KoHpurypauma sBpemeHHbIX MHTEpPBaNOB time-range

5.15.8 Hactpoiika npotokona OAM

5.17.4 ®yHKUMM orpaHmnueHuna multicast-tpagpuka

5.24 dneKTponuTtaHue no nmHuam Ethernet (PoE)

5.27 KoHowurypauma PPPoE Intermediate Agent

U3meHeHuUA B pasgenax:

2.3 OCHOBHbIe TeXHONOrMYecKue XxapakTepucTuKmn

5.4 KomaHpAbl ynpaBieHUsa cuctemoim

5.7 HacTpoiiKa CUCTEMHOrO BpeMeHH

5.8 KoHdurypauua nHtepdeiicos

5.12 HacTtpoiika IPv4-agpecauum

5.15.5 CemeicTBO NnpoToKonoB STP (STP, RSTP, MSTP)

5.17.1 Npasuna rpynnosoi agpecauunun (multicast addressing)
5.17.2 ®dyHKUMA nocpesHUKa npoTtokona IGMP (IGMP Snooping)
5.19.1 MexaHusm AAA

5.19.2 NMpotokon RADIUS

5.19.5 MpoTokon ynpasneHusa cetbio (SNMP)

Bepcma 1.3

22.07.2016

[ob6asneHbl pasgenbi:
5.15.6 HacTtpoiika npotokona G.8032v2 (ERPS)
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U3meHeHus B paspgenax:

2.2.3 dyHKUMM BTOPOro YpoBHA ceTeBoit mogenu OSI
5.4 KomaHgbl ynpaBieHUA CUCTEMOM

5.8.2 Hactpoiika untepdeiica VLAN

5.19.1 MexaHusm AAA

5.19.8.1Telnet, SSH, HTTP u FTP

5.20 XXypHan aBapuit, npotokon SYSLOG

5.27 KoHdwurypauma ACL (cnucku KoHTponsa pgoctyna)

Bepcma 1.2

25.05.2016

[Nob6aBneHbl pasgenbi:

2.3 OCHOBHbIe TEXHO/IOTUYECKUE XapaKTEPUCTUKHN

2.4 KOHCTPYKTUBHOE UCNOJIHEHUE - ONUCAHUE KOMMYTaTOpPOB
MES2348B

Bepcma 1.1

12.05.2016

[No6aBneHbl pa3gensi:

2.3 OCHOBHbIe TeXHOJIOTMYECKUEe XapaKTepPUCTUKHU

2.4 KOHCTPYKTUBHOE UCMOIHEHUE - ONUCAaHUE KOMMYTaTOPOB
MES3324, MES2324

YpaneH paspen:
5.14.2 TyHHenupoBaHue npotoKona IPv6 (ISATAP)

Bepcua 1.0

25.03.2016

MNepBasa ny6ankaums.

Bepcua MO

4.0.22
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A ELTEX

YC/TOBHbIE OBO3HAYEHMUA

O603HaueHue

OnucaHue

B KBagpaTHbIX CKOBKax B KOMaHAHOW CTPOKe YKa3blBaloTCsA HeobA3aTeNbHble
napameTpbl, HO UX BBOA, NpeaoCTaBAAeT onpeaeneHHble 40NOAHUTENbHbIe
onuuu.

{}

B ¢urypHbIx ckobKax B KOMaHAHOW CTPOKe YKa3blBalOTCA BO3MOXKHble 065-
3aTeNbHble NapameTpbl. Heobxoanmo BbIbpaTb OAUH M3 NapameTPoB..

«,»
«-»

ﬂ'aHHbIe 3HaK1 B ONNCaHNUN KOMaHAbl UCNOJ1b3YIOTCA ANA YKa3aHUA AMana-
30HOB.

«|»

[aHHbIN 3HaK B ONUCAaHMM KOMaHAbl 0603HaYaeT KUAN».

«f»

ﬂ,aHHbIl‘/’l 3HaK B OnNMcCaHne KoMaHAabl YKa3blBaeT Ha 3Ha4eHKMe No YMO/T4HaHUIO.

Kypcue Calibri

Kypcusom Calibri ykasbiBaloTcA nepemeHHble WAM MapameTpbl, KOTopble
Heo6X0AMMO 3aMEHUTb COOTBETCTBYIOLLMM C/IOBOM WM CTPOKOM.

MNonyXUpHbIA

MONYKUPHbIM WPUOTOM BblAENEHBI NPUMEYAHNA U NPEaYNPEKAEHNA.

<MonyxcupHeoiii
Kypcue>

MONYKMUPHbIM KYPCUBOM B Yr/10BbIX CKOBKax yKa3blBalOTCA Ha3BaHUA Kna-
BMLL Ha Knasuatype.

Courier New

MNonyxunpHbim Wpndtom Courier New 3anmncaHbl NpUMepbl BBOAA KOMAHA,

Courier New|

Wpundptom Courier New B paMmKe C TeHbIO YKa3aHbl pe3y/bTaTbl BbINOJHEHUSA
KOMaHa,

MpumeyaHua u npegynpexaeHus

BaHMIO U HaCTPOWKe yCTpoiiCcTBa.

MpeaynpexaeHna UHGOPMUPYIOT NONb30BATENA O CUTYaLUAX, KOTOpble MOryT HaHecCTH

/5' MpumeyaHuA coaeprKaTt BaXHy0 MHGOPMALMIO, COBETbI UM PEKOMEHLALMNM MO UCNONb30-
, Bpeps, yCTPOMUCTBY UM YEIOBEKY, NPUBECTU K HEKOPPEKTHOU paboTe ycTpoiicTBa uam notepe
e

AdHHDbIX.

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MES5324
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HELTEX

1 BBEAEHMUE

B nocnegHue rogbl HabaogaeTca TeHAEHUMA K peannsaumm macTabHblX NPOEKTOB NO OpraHM3aumuu
ceTeli cBA3U B cOOTBETCTBMMU € KoHuenumelt NGN (ceTu cneaytouiero nokosieHma). OAHOM M3 OCHOBHbIX 3a4au
NPW NOCTPOEHUM KPYMHbIX MY/IbTUCEPBUCHDIX CETEM ABNAETCA CO34aHNE HAaZAEKHbIX U BbICOKONPOU3BOAUTEb-
HbIX TPAHCNOPTHbIX CETEN, KOTOPbIE ABAAKOTCA ONOPHbLIMM B MHOTOC/AI0MHOM apxmuTekType NGN.

Mepesaya wHoOpMaummM Ha 6OMbLWIKMX CKOPOCTAX, OCOBEHHO B CETAX KPynHOro MacwTaba,
noApasymeBaeT BbI6Op TaKoW TOMONOIMM CETM, KOTOpas Mo3BOAAET MMOKO OCYLLeCTBAATb pacnpenesneHne
BbICOKOCKOPOCTHbIX NOTOKOB.

KommyTtatopbl cepuit MES23xx, MES33xx u MES5324 moryt MCNonb30BaTbCA Ha CETAX KPYMHbIX
npeanpuaTuii n NpeanpuaTniA manoro n cpeaHero 6usHeca (SMB), B onepaTtopckux cetsax. OHM obecneunBatoT
BbICOKYO NMPOU3BOAUTENIbHOCTb, TMOKOCTb, 6€30MacHOCTb, MHOrOYyPOBHEBOE KauyecTBO 0bcayxnsaHma (QoS).
KommyTtatopbl MES5324 1 MES3324 06n1aaatoT NoBbILWEHHOW HafeXHOCTbIO 3a CYET pe3epBUpPOBaHMA Y3108,
onpeaenatowmnx becnepebonHOCTb GYHKLNMOHNPOBAHMA — MOAYNEN NMUTAHUA U MOAYNEN BEHTUNALUN.

JNInHelika npomblwneHHbix KommyTaTopos IJITEKC cepun MES35xx npegHasHavyeHa 414 opraHM3aumm
3aLUMLLLEHHbIX OTKa30yCTOMYMBBLIX CETEW Mepefayn AaHHbIX Ha OObEKTax, rae HeobxoAMMO BbINOAHEHUE
TpeboBaHMI MO YCTOMYMBOCTM K BO3LENCTBUAM PA3NMYHOIO BMAA TEMMEpPaTypHbIM U MEXAHUYECKUM
BO34EeNCTBMAM, BUOpaLMK U Ap.

B HacToAwem pyKoBOACTBE U3/I0XKEHbl Ha3HaYeHMe, TeXHUYECKUEe XapaKTepmUCTUKK, peKomeHa4aunm no
Ha4YasbHOM HaCTpOVIKe, CUHTAKCUC KOMaHA4 AnA KOHd)MpraLI,MM, MOHWUTOPWUHIA U obHoBNEHUA nporpamMmmHoro
obecneveHus KOMMYTATOpPOB.
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A ELTEX

2 OINUCAHUE U3AENUNA

2.1 Ha3HaueHue

KommyTaTtopbl arperaummn cepmuit MES33xx, MES5324 — 3TO BbICOKONPOM3BOAMUTE IbHbIE YCTPOMNCTBA],
OCHalleHHble WHTepdeicamm 10GBASE-G, 40GBASE-G w npegHasHauyeHHble ANA WUCNO/Ab30BaHMA B
OMepaTopPCKMX CETAX B KaUecTBe YCTPOWCTB arperaummn 1 B LieHTpax o6paboTku aaHHbIx (LLOA) B KauecTse Top-
of-Rack nnun End-of-Row kommyTtaTopos.

MopTbl ycTpoicTBa noaaep»kusatoT paboTy Ha ckopoctax 40 réut/c (QSFP+) (MES5324), 10 Iéut/c
(SFP+) nam 1 rémt/c (1000BASE-X n 1000BASE-T SFP), uto obecneumBaeT rmMbKOCTb B MCNOAb30BaHUU U
BO3MOKHOCTb NOCTENEHHOrO nepexosa Ha bosiee BbICOKME CKOPOCTM Nepeaauyn AaHHbIx. Hebnokupyemasn
KOMMYTaLMOHHANA MaTpuLa NO3BOJIAET OCYLLECTBATb KOPPEKTHYIO 06paboTKy NaKeToB Npy MaKCUMasbHbIX
HarpysKax, COXpaHas Npu 3TOM MUHMMAa/bHbIE U NPeacKasyemMble 3aePKKM Ha BCeX TMNax Tpaduka.

Cxema BeHTUNAUMM front-to-back obecneunBaet addeKkTMBHOE OXNaxKAEHME NPU WUCNOJb30BAHMM
YCTPOMCTB B YCN0BUAX COBPEMEHHbIX LLO,.

lﬂ,y6‘l'll/lpOBaHHble BEHTUNATOPbI U WUCTOYHUKU NUTAaHMNA NOCTOAHHOIO WIAU NepemMeHHOro TOKa B
CoYeTaHnn C pa3BUTON CUCTEMOIN MOHUTOPUHIa annapaTHOM YacTu YCTPOICTBa NO3BONAIOT NOYYNUTb BbICOKUE
nokasaTenu HaAeXHOCTU. YCTPOMCTBA WMMEIOT BO3MOMKHOCTb ropAdYeilt 3ameHbl MoAynen nuTaHua U
BEHTMNALMOHHbIX Moaynel, obecneunsan becnepeboiiHOCTb GYHKLMOHNPOBAHMA CETU onepaTopa.

KommyTtatopbl goctyna MES2308(R), MES2324(B)(F)(FB), MES2348B, MES23xx(P) — ynpaBnsemble
KOMMYTaToOpbl YPOBHA L3, OCyLecTBAAIOT NOAKNIOYEHUE KOHEYHbIX MO/b30BaTesiel U ceTeit npeanpuaTuii
MaJIoro 1 cpeaHero 6M3Heca K ceTAM onepaTopoBs CBA3M C Momolbio nHTepdeicos 1/10 Gigabit Ethernet.

MpomblwneHHble KommyTaTopbl MES2328I, MES3508(P), MES3510(P) npegHasHayeHbl AN opraHusa-

UMM 3alUMULLEHHbIX CeTel nepepayn AaHHbIX Ha 06beKTax, rge HeobxoAMMO BbINOJHEHWE TPeboBaHMIA MO
obecneyeHuUIo yCTOMUMBOCTM K TeMNepaTypHbIM BO34,ENCTBUAM.

2.2 O®yYHKUUM KOMMYTATOpA

2.2.1 basosble hyHKyuU
B Tabanue 1 npuseaeH cnncok 6a3oBbix GyHKLUKUIA YCTPOMUCTB, AOCTYMNHbIX 418 aAMUHUCTPUPOBAHUA.

Tabnuua 1 — basoBble GyHKLUN YCTPOUCTBA

3awuma om BNOKMpPOBKa BO3HUKAET B C/IyHaAX Neperpy3Kkm BbIXOAHbIX MOPTOB YCTPOMCTBA Tpa-
6n0KupoesKu GUKOM OT HECKONbKMX BXOAHbIX MOPTOB. ITO NPUBOAUT K 3a4epKKam rnepesaum
oyepedu (HOL) LaHHbIX U NOTepe NaKkeToBs.
Moddepxka c 6
NocobHOCTb NOAAEpPKMBATb Nepesadyy CBePXANMHHBIX KagpoB, YTO MO3BO/AET

C8EepPXOAUHHbIX AAep PEAatly CBEPXA AP .

nepenaBaTb AaHHbIE MEHBLUMM YMCNOM NAKETOB. ITO CHUNKAET 06beM CyKebHOM
Kaodpoe (Jumbo

MHbopMaLmu, Bpems 06paboTKu 1 NepepbIBbI.
frames)

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MES5324
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HELTEX

YnpaeneHue
nomokom
(IEEE 802.3X)

YnpaBneHue NOTOKOM MO3BOJIAET COEANHATb HU3KOCKOPOCTHOE YCTPOMCTBO C Bbi-
COKOCKOPOCTHbIM. N5 NpeAoTBpalLeHMA NepenoaHeHns bydpepa HU3KOCKOPOCT-
HOE YCTPOMCTBO MMEET BO3MOXKHOCTb OTNPaBaATb nNakeT PAUSE, Tem cambim WH-
dopmMUpyA BbICOKOCKOPOCTHOE YCTPOMCTBO O HEOBXOAMMOCTU cAenaTb naysy npu
nepegaye nakeTos.

Paboma e cmeke
ycmpoiicme

KommyTaTop nogaepxunsaet o6begMHeHNE HECKOIbKUX YCTPOMCTB B CTEK. B 3TOM
C/lydae KOMMYTATOpbl PaccMaTpMBalOTCA KaK eAuHOe YCTPOMCTBO C 06LWMmMM
HacTpoiKamu. BO3MOXKHbI AB€e TOMOMOrMM MOCTPOEHMUA CTEKA — KOJbLO U Le-
noyka. Mpu aTom NapameTpbl NOPTOB BCEX YCTPOMCTB, BKAOYEHHbIX B CTEK, MOXKHO
3agaTb C KOmMMyTaTopa, paboTaloliero B pexume «mactep». CTeKMpoBaHue
YCTPOWCTB NO3BO/IAET CHU3UTb TPYLO0EMKOCTb YNPaBAEHUA CETbIO.

2.2.2 ®yHKyuu npu pabome c MAC-adpecamu

B Tabsmue 2 npuseaeHbl GyHKUMM YCTPOWCTB Npu paboTte ¢ MAC-aapecamu.

Tabnnua 2 — OyHKUMK paboTbl c MAC-agpecamu

Tabauya MAC-
adpecos

KommyTaTop cocTtaBnfaeT B namat TabaunLy, B KOTOPOWA yCTaHaB/IMBAETCA COOTBET-
cTeue mexkay MAC-agpecamu 1 y3namm nopToB KOMMyTaTopa.

Pexcum obyveHus

B oTcyTCcTBME 06yYeHUA JdaHHble, MOCTYNaloLIMe Ha KaKo-1Mbo nopT, nepeaatoTcs
Ha BCe OCTa/IbHble NOPTbl KOMMYyTaTOpa. B pexxnme obyyeHns KommyTaTop aHaNu-
3MpyeT Kagpbl 1, onpeaenvs MAC-aapec oTnpaBuTens, 3aHOCUT ero B Tabauuy
KomMmyTaumn. Bnocneacteuu Kagp Ethernet, npeaHasHayeHHbIM gns xocta, MAC-
aapec KOTOPOro yKe ecTb B Tabanue, nepenaeTca TO/IbKO Yepes yKasaHHbIM B Tab-
ivue nopr.

Moddepicka
nepedayu Ha
Heckonbko MAC-

[aHHaa dyHKUMA NO3BONAET YCTaHAB/AMBATb COEAMHEHMUSA KOAMH KO MHOTUM» U
«MHOTME KO MHOTMM». Takum 06pa3om, Kaap, afpecoBaHHbI MHOroaZLpecHowm

adpecos rpynne, nepeAaeTca Ha KaxKablil NOPT, BXOAALLMI B Fpynny

(MAC Multicast ' '

Support)

Aemomamuveckoe 5 3

epems xpaHeHus Ecnu ot ycTpoiictea ¢ onpegeneHHbim MAC-aapecom 3a onpeaesieHHbIn nepuog,
BpeMeHU He NOCTYNakT NaKeTbl, TO 3aNUCb ANA AaHHOrIO a eCa yCTapeBaeTun a-

MAC-adpecoe p y AnAa a Aap ycTap YA

Aut tic Aai naeTca. 1o no3BondAeT noaaepxumeaTb Ta6/w|u.y KOMMYTaUuunn B aKTya/lbHOM CO-

(Automatic Aging for ——

MAC Addresses)

CmamuyecKue .

3anucu MAC CeTteBom KOMMYTATOpP NMNO3BOJIAET NO/1b30BATE/IO ONpenesinTb CTaTuyeCkne 3anmncu

X . cooteeTcTBUN MAC-aapecoB, KOTOpble COXpaHAtOTCA B Tab/iMLLEe KOMMYTaLLUN.
(Static MAC Entries)
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DHELTEX

2.2.3 ®yHKyuu emopo2o ypoeHa cemesoli modenu OSI|

B Tabnnue 3 npuseaeHbl pyHKLUN U 0COBEHHOCTM BTOPOro YpoBHS (ypoBeHb 2 OSI).

Tabnnua 3 — OnucaHune pyHKLUMIA BTOporo yposHA (Layer 2)

Peanusauus npoTtokona IGMP no3sonset Ha ocHoBe MHbOPMaLMK, NONYYEHHOM

®yHKyua IGMP npuv aHanuse cogepxunmoro IGMP-nakeToB, onpeaenunTb, Kakue yCTPOUCTBA B CETH
Snooping YYacTBYIOT B rpynnax MHOroagpecHomn paccbik1, U agpecoBaTtb TPAaduK Ha COOT-
BETCTBYIOLLME NOPTHI.
®yHKyusa MLD Peanusauma npotokosna MLD no3sonsaeT ycTpoicTey MMHUMM3NPOBATb MHOMOA-
Snooping pecHbii IPv6-TpaduK.
®PyHKUMA, NO3BONAIOLLAA MEepeHanpaBaATb MHOroaApecHblt Tpaduk n3 oaHon
dyHKyua MVR VLAN B apyryto Ha ocHoBaHuM IGMP-coobLieHUi, YTO NO3BOAAET YMEHbLIUTD

HarpysKy Ha uplink-nopT. MpumeHsaeTca B peweHuax lll-play.

3awuma om «wmopma»
(Broadcast, multicast,
unknown unicast

Storm Control)

«lWTopm» — 37O pasmHokeHue broadcast-, multicast-, unknown unicast-naketos
B KaXXAOM y3/1e, KOTOPOe NPUBOAMUT K NaBUHOOBPa3HOMY POCTY MX YMCNa M Napa-
nusyeT paboTy ceTn. KommyTaTopbl UMEOT QYHKLMIO, MO3BO/IAIOLLYIO OFPaHUYNTD
CKOPOCTb Nepesaym MHOrOaZAPECHbIX U LUMPOKOBELLATENIbHbIX KaApOoB, NPUHATbIX
M nepeaaHHbIX KOMMYTaTOPOM.

3epkanuposaHue
nopmoes
(Port Mirroring)

3epKannpoBaHue NopToB No3BosAeT Ayb6aMposaTb TpaduK HabaogaeMblix NOPTOB,
nepecbinas Bxogawme U/Uam UcxoaslimMe nakeTbl HA KOHTPOAMPYIOLWMI nopT. Y
Nno/sib30BaTeN KOMMYTAaTOpPa €CTb BO3MOMKHOCTb 334aTb KOHTPO/IMPYIOLUIA U KOH-
TposMpyemble NOpPTbI U BbIGpaTh TUM TpadUKa (BXOAALLMIA M/UAK UCXOAALWMIA), KO-
TOpbIN ByaeT nepesaH Ha KOHTPOIMPYIOLWMIA NOPT.

Usonayua nopmos
(Protected ports)

[aHHaa GyHKUMA N03BOASET Ha3HauuTb NopTy ero uplink-nopT, Ha KoTopblin be-
3ycnoBHo byaeT nepeHanpaBaATbCcA Becb TpadukK, obecneymsan Tem cambiM U30-
NALMIO C APYrMMUM NopTamu (B Npegenax o4HOro KOMMyTaTopa), HaxXoAAWMMUCA B
3TOM e WnpoKoBeLwaTensHom gomeHe (VLAN) B npeaenax og4HOro KommyrtaTopa.

Private VLAN Edge

[aHHaa ¢yHKUMA NO3BOASET M30AMPOBATL rPynny NopTos (B npeaenax og4HOro
KOMMYTaTopa), HaXoAALWMXCA B OAHOM LUMPOKOBELLLATENIbHOM AOMEHE MEeXKAy COo-
60i1, N03BONAA NPU 3TOM 0B6MeH TPadUKOM C APYrMMM NOPTaMM, HAXOLALLMMUCS
B 3TOM e WMPOKOBELATENbHOM AOMEHE, HO He NPUHAANENKALWMMMU K 3TOW
rpynne.

Private VLAN (light
version)

ObecneunBaeT U301ALMIO MEXKAY YCTPONCTBAMM, HAXOLALLMMUCA B OL4HOM LUMPO-
KoBeLLaTe/IbHOM AOMeHE, B Npeaenax sceit L2-ceTn. PeannsoBaHbl TO/IbKO A4Ba pe-
*unma paboTbl nopta: Promiscuous u Isolated (Isolated-nopTbl He moryT o6meHu-
BaTbCA APYr C APYrom).

Mododepxka
npomokona STP
(Spanning Tree
Protocol)

Spanning Tree Protocol — ceTeBoi NPOTOKO/1, OCHOBHOM 3aayeli KOTOPOro ABAA-
eTca npuseseHue cetn Ethernet ¢ M36bITOYHBIMU COEAMHEHUAMMU K APEBOBUAHOM
TOMONOINK, UCKAOYalOLWe neTan. KommyTaTtopbl 06MeHMBAOTCA KOHdUrypaum-
OHHbIMM COOBLLEHNAMM, UCMO/b3YA Kaapbl cneuunansHoro dopmara, v BbIGOPOUHO
BK/IIOYAIOT M OTK/IIOYAIOT Nepeaayy Ha nopTbl.

Moddepxka
npomokona RSTP
(IEEE 802.1w Rapid
spanning tree
protocol)

Rapid (6bicTpbiit) STP (RSTP) — ABnsieTcA ycoBeplleHCTBOBaHMeM npoTokona STP,
XapaKTepm3yeTca MeHbLIMM BPpEMEHEM NPUBEAEHUSA CETU K 4PEBOBULHON TOMO-
nornn n umeet 6onee BbICOKYH YCTOMYMBOCTb.
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lpomokon ERPS
(Ethernet Ring
Protection Switching)

MpoToKon npegHasHavyeH 4/1a NOBbILWEHNA YCTOMUYUBOCTU M HALEKHOCTU CETU ne-
pefayun LaHHbIX, UMeoLLen KO/bLEBYIO TOMNOMOTNIO, 3@ CYET CHUMKEHUA BPEMEHMU
BOCCTAaHOB/IEHMA CETU B C/ly4ae aBapuu. Bpems BocCTaHOB/IEHUA He npeBbiwaeT 1
CEKYHZbI, YTO CYLLECTBEHHO MeHbLUEe BPEMEHU NEPECTPOMKMN CETU MPU UCMNOb30-
BaHWM NPOTOKO/IOB CEMEICTBA spanning tree.

Moddepxka VLAN

VLAN — 370 rpynna nopToB KOMMyTaTopa, 06pasyowmx oaHy LWMPOKOBELLATE b-
Hyt0 061acTb (LomeH). KommyTaTop noaaepMBaeT passiMyHble CPeaCcTBa KNaccu-
dMKaLMm NaKkeToB ANA ONpeseneHns ux NpUHaANeKHOCTU K onpegeneHHon VLAN.

Moddepka
npomokona OAM
(Operation,
Administration, and
Maintenance, IEEE
802.3ah)

Ethernet OAM (Operation, Administration, and Maintenance), |IEEE 802.3ah —
dYHKUMM YPOBHA KaHana nepenayn AaHHbIX NPeAcTaBaAAoT coboi NpoToKoa Mo-
HUTOPWHIra COCTOAHUA KaHana. B aTom npoToKose ana nepefaym nHpopmaumm o
COCTOAHUWM KaHana Mexay HernocpeacTBEHHO MOAKAOYEHHBIMU YCTPOMUCTBaMMU
Ethernet ncnonb3sytotca 610KM gaHHbIX npoTokona OAM (OAMPDU). O6a ycTpou-
CTBa A40MKHbI NoAAepKMBaTb cTaHAapT IEEE 802.3ah.

Moddepxcka GVRP
(GARP VLAN)

Mpotokon peructpauum GARP VLAN obecneumBaeT anHamudeckoe gobasne-
Hue/yoanenune rpynn VLAN Ha nopTtax KommyTtaTtopa. Eciv BK/OYEH MPOTOKO/
GVRP, KommyTaTOp onpeaenseT, a 3aTeM pacnpocTpaHAeT AaHHble O NPUHaANEeX-
HocTK K VLAN Ha BCce NopTbl, ABASOLWMECA YAaCTbtO aKTUBHOM TOMONOTUM.

Moddepicka VLAN Ha
6ase nopmos
(Port-Based VLAN)

PacnpeaenerHune no rpynnam VLAN BbinoAHAETCA MO BXOAAWMM nopTam. [laHHoe
pelleHne No3BoNAET UCMO/Ib30BaATb Ha KaXKAOM NOpTy TONbKO oaHy rpynny VLAN.

Moddepxka 802.1Q

IEEE 802.1Q — OTKpbITbI CTaHAAPT, KOTOPbI ONUCbIBAET NPOLLEeAYPY TETMPOBAHUSA
TpaduKa ans nepegadm MHGopmaumm o npuHaanexxHoctm Kk VLAN. MossonseT nc-
Nno/sb30BaTb HecKosibko rpynn VLAN Ha ogHOM nopTy.

O6veduHeHue
KaHan0e ¢
ucnonv3o8aHuUem
LACP

MpoTtokon LACP obecneuymBaeT aBToMaTUYECKOE 06 beANHEHNE OTAENbHbIX CBA3EN
MeXAy ABYMS YCTPOMCTBAaMM (KOMMYTAaTOP—KOMMYTaTOp WM KOMMyTaTop—Ccep-
Bep) B e41HbIM KaHa nepesayun AaHHbIX.

B npoTOKO/1Ie MOCTOAHHO ONpesenseTca BO3MOXKHOCTb 06 beANHEHNS KaHANOB, U B
c/lyyae 0TKa3a coegMHeHMUA, BXOAALWErO B 00beAMHEHHbIN KaHas, ero TpadukK as-
TOMaTUYECKN nepepacnpenenseTca nNo He OTKasaBlMM KOMMOHeHTam obbeau-
HEHHOro KaHana.

Co3zdaHue 2pynn LAG

B ycTpolicTBax noaaepxusaetca GyHKLMA CO3A4aHUA rpynn KaHanos. Arperaums
kaHanos (Link aggregation, trunking) unwn IEEE 802.3ad — TexHonorns obveamHe-
HWA HECKONbKUX GU3NYECKUX KaHANOB B OAUH NIOTMYECKUi. ITO cnocobeTByeT He
TO/IbKO YBE/IMYEHUIO NPONYCKHON CMOCOOHOCTU MarncTpaibHbIX KAHAI0B KOMMY-
TaTOP—KOMMYTATOpP WAN KOMMYTaTOp—CepBep, HO U NOBbILWEHWUIO UX HAAEKHOCTU.
Bo3MOKHbI TpW TMNa 6anaHCMpPOBKM — Ha ocHoBaHWKM MAC-azpecoB, Ha OCHOBA-
HUK IP-aapecoB 1 Ha OCHOBaHWK NopTa (socket) HazHayYeHus.

lpynna LAG cocTouT M3 NOPTOB C OAMHAKOBOM CKOpPOCTblo, paboTatowmx B gyn-
NIEKCHOM peXxunme.

Mododepxcka Auto
Voice VLAN

MpenoctaBnAeT BO3MOXKHOCTb MAEHTUOULMPOBATL F010COBON TpadMK Ha OCHOBa-
Hum OUI (Organizationally Unique Identifier — nepsblie 24 6uta MAC-aapeca). Ecau
B MAC-Tabnnue KommyTtatopa npucytcteyeT MAC-agpec ¢ OUl ronocoBoro wnto3a
unu xe IP-tenedoHa, To AaHHbIA NOPT aBTOMATUYECKN aobasnseTcs B voice vlan
(naeHTMdMKauma no npotokony SIP nau ke no MAC-agpecy nonyyatens He nNoa-
OeprKuBaetcs).

Selective Q-in-Q

Mo3BonseT HasHa4yaTb BHewHMin VLAN SPVLAN (Service Provider's VLAN) Ha oc-
HOBE CKOHOUIYPMPOBAHHbIX NPasua GUAbTPaLMK NO HOMepaM BHYTpeHHUX VLAN
(Customer VLAN). MpumeHeHune Selective Q-in-Q nossonset pasobpaTb Tpaduk
aboHeHTa Ha HeckonbKo VLAN, nsmeHutb metky SPVLAN y nakeTa B oTAe/1bHOM
y4acTke ceTu.
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2.2.4 ®yHKyuu mpemeoe2o yposHsa cemeeolii moodenu OSI

B Tabnnue 4 npuseaeHbl pyHKLUN TPeTbero yposHa (yposeHb 3 OSI).

Tabnnua 4 — OnucaHune GyHKLUMIA TpeTbero yposHsa (Layer 3)

Knuenmeoi BootP u
DHcCP

(Dynamic Host
Configuration
Protocol)

YcTpoiicTBa CnocobHbl aBTOMAaTMyeckM nonyyatb |IP-agpec no npoTokony
BootP/DHCP.

Cmamuyeckue IP-
mapuwpymel

AZMWHMUCTPATOP KOMMYTaTOpa MMeeT BO3MOXKHOCTb A06aBNATb U yAANATb CTAaTU-
YyecKue 3anucu B TabanLy mMapLupyTusaumm.

lpomokon ARP
(Address Resolution
Protocol)

ARP — npoTokon conoctasneHua IP-agpeca un ¢pusnyeckoro agpeca ycTpomcrea.
CooTBeTcTBME YCTaHABAMBAETCA HA OCHOBE aHanM3a OTBeTa OT y3/1a ceTu, agpec
y3/1a 3anpalmBaeTca B LUMPOKOBeLATeIbHOM NakKeTe.

lpomokon RIP
(Routing Information
Protocol)

MpPOTOKO/ AMHAMMWYECKOW MapLLpPYTM3aLMM, KOTOPbIA NO3BOIAET MapLUpPYTM3aTo-
pam 06HOBAATbL MAPLUPYTHYIO MHOOPMALMIO, MOJIYYan ee OT COCeaHMNX MapLIPyTH-
3aToOpoB. B 3a4a4n NpoToKo1a BXOAMT OnpeaeneHme onTMMas bHOro MapLupyTa Ha
OCHOBAHMM AAHHbIX O KOJIMYECTBE MPOMENKYTOUHBIX Y3/108.

®yukyusa IGMP
Proxy

IGMP Proxy — YHKUMA YNPOLLEHHOM MapLIPYTU3aLMN MHOFOAAPECHbIX AaHHbIX
mexay cetamu. [lna ynpaBneHWAa mapLlipyTMsauuein MCnonb3yeTca NpOTOKOA
IGMP.

lpomokon OSPF

MpPOTOKOA AMHAMMYECKON MapLUpyTU3aLMKW, OCHOBAHHbLIA HA TEXHO/IOTUM OTCNe-
UBaHUA cocToAHUA KaHana (link-state technology) 1 ncnonb3yowmin 4Na Haxox-
OeHWa KpaTyaiwero nytu anroputm Aelkctpol. Mpotokon OSPF pacnpocTpaHAeT
MHbOPMaALMIO O JOCTYMHbIX MAPLIPYTaX MEXAY MapLLIpyTU3aTopaMmn O4HON aBTo-
HOMHOWM CUCTEMDI.

lpomokon BGP

BGP (Border Gateway Protocol — npoToKoA rpaHUYHOrO W03a) ABAAETCA NPoTo-
KOJIOM MapLUpyTM3aLMM MeXKAy aBTOHOMHbIMK cuctemamu (AS). MapipyTusa-
TOpbl 06MeHMBaOTCA MHPOPMaLMEN O MAPLLPYTAX K CETAM HasHaYeHus.

lpomokon VRRP

Mpotokon VRRP npegHasHayeH 415 pe3epBrpoBaHMA MapLIpyTU3aToOpoB, BbINo-
HAKOLWMX PO/b W/03a N0 YMOAYaHMIo. ITO gocThraetca nNyTém obbeanHeHus IP-
NHTepdencoB rpynnbl MapLIPyTM3aTOPOB B OAWMH BUPTYasibHbIN, KOTOPbIA ByaeT
MCNO/1b30BaTbLCA KaK LU/K03 MO YMOYAHUIO A1 KOMIMbIOTEPOB B CETU.

PIM-npoTOoKON MHOroagpecHoi mapuwpytusauuu ans IP-ceTeid, co3gaHHbIA AnA
peweHuna npobnem rpynnosol Mmapwpytusauun. PIM  6asupyetca  Ha
TPaAULMOHHBIX MapLUPYTHbIX NPOTOKONax (Hanpumep, Border Gateway Protocol),

lpomokon PIM BMeCTO TOro, 4Ttobbl co3gaBaTb COBCTBEHHYKO ceTeBylo Tomonoruto. PIM
Mcnosb3yeT unicast-Tabanuy mapwpytusaummn ans nposepkun RPF. 3Ta nposepka
BbIMOMIHAETCA  MapllpyTu3aTopamu, 4Tobbl  ybeauTtbcs, 4TOo  nepefaya
MHOroazpecHoro TpaduKa BbINoaHAeTcs no nyty 6e3 neTteno.
MpoToKon A obmeHa WHboOpmaumen o6 MCTOYHMKAX MYbTUKACTA MENXK
lpomokon MSDP P A bopmay, 4 i

pasaunyHbimu RP B PIM.
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2.2.5 ®yHkyuu QoS

B Tabanue 5 npuBeaeHbl OCHOBHble GyHKLMM KadecTBa obcny:kmnsanua (Quality of Service).

Tabnmua 5 — OcHoBHble GYHKLMM KayecTBa 0OCNYKMBAHUA

Moddepka
npuopumemHbix
oyepedeii

YCTPOICTBO NOAAEPHKMBAET NPUOPUTU3ALMNIO UCXOAALLETO TPadMKa NO oYepeanam
Ha Kak4oMm nopTy. PacnpeaeneHune nakeTos No oyepessam MOMKET MPOU3BOAUTLCA
B pe3y/ibTaTe KAaccubuKaumMm NakeToB No PasanYHbIM NOAAM B 3aro/I0BKax nake-
TOB.

Moddepicka Knacca
obcayrcueaHusn
802.1p

CraHgapT 802.1p cneundunumpyetT MeToZ YKasaHUA NpuMopuTeTa Kagpa U anro-
PUTM MCNOJ/Ib30BAHUA MPUOPUTETA B LeNIAX CBOEBPEMEHHON AOCTaBKU YyBCTBU-
TE/NIbHOTO K BPEMEHHbIM 3a4eprKKam Tpadumka. CtaHgapT 802.1p onpeaensaeT Bo-
cemMb ypoBHel npuoputetos. KOMMyTaTopbl MOTYyT MUCMNOb30BaTb 3HAa4YEHME NpU-
oputeta 802.1p ana pacnpegeneHna Kagpos No NPUOPUTETHLIM ovepeaaM.

2.2.6 ®yHKyuu obecneyeHus 6ezonacHocmu

Tabnmua 6 — PyHKUMKN 0becnevyeHms Be3onacHoCTH

®YHKUMA KOMMYTaTopa, NpeaHasHauYeHHana 4aa 3aWuTbl OT aTak C UCMNO/b30Ba-
Huem npoTokosna DHCP. Obecneumsaet Ppunbtpaumto DHCP-cooblueHuin, nocTy-

DHCP Snooping NMUBLUMX C HEHAZEXKHbIX MOPTOB MyTEM NOCTPOEHUSA U NoAAEP!KAHUA 6a3bl AAHHBIX
npueaskn DHCP (DHCP Snooping binding database). DHCP snooping BbinoaHaeT
AencTena bpaHamayspa Mexay HeHaZeKHbIMM noptTamu 1 cepsepamm DHCP.
Onuwus, KoTopasa no3sosiseT nponHpopmmnposatb DHCP-cepsep o0 Tom, C KaKoro
Onyus 82 DHCP-peTpaHcnaTopa v Yyepes Kakol NopT npuLlen 3anpoc.

npomokosna DHCP

Mo ymo4aHMO KOMMYyTaTop, Ucnob3yowmin yHKumMio DHCP Snooping, o6Hapy-
»KuBaeT un otbpacbiBaeT ntoboii DHCP-3anpoc, cogepsKalmin onumio 82, KOTopbIn
OH NONY4YUN Yepes HeHadExHbli (untrusted) noprT.

UDP relay MNepeHanpasneHue wnpokoselaTesbHoro UDP-TpadmKa Ha yKasaHHbIM IP-agpec.
DHCP-cepBep ocyLwecTBasfeT LeHTpa/sM30BaHHOe ynpaBiaeHue ceTeBbiMU agpe-
®yHKyuu DHCP- pBep ocyuy LeHTp ynp ap
CaMM U COOTBETCTBYIOLMMM KOHOUIYPALLMOHHbIMU NapameTpamMu, aBTomaTuye-
cepsepa

CKM NpeaoctaBaiAaa X KIMEHTaM.

IP Source address
guard

PyHKUMA KOMMYyTaTOpa, KOoTopaAa orpaHuumnsaeTt IP-Tpaduk, dunbTpysa ero Ha oc-
HOBaHWK TabaMUbl COOTBETCTBMIA 6a3bl AaHHbIX NpuBsA3kKM DHCP — DHCP Snooping
M CTaTUYeCcKM CKoHoUrypmpoBaHHbix IP-agpecoB. ®PyHKUMA mMcnonb3yetca Ana
60pbbbI c NogmeHow IP-agpecos.

CDyHKLI,VIﬂ KOMMYTATOpa, NpegHa3Ha4yeHHaAa ONA 3aluTbl OT aTakK C UCMNO/1Ib30Ba-

Dynamic ARP Huem npoTokona ARP. CoobLieHne, KOTOpoe MOCTyMNaeT C HeHaAeXHOro nopTa,
Inspection noAagepraeTca NpoBepKe — cooTBeTcTBYeT n IP-agpec B Tene npuHatoro ARP-na-
(Protection) KeTa IP-agpecy oTnpaButens.

Ecnun appeca He coBNagatoT, TO KOMMyTaTop oT6packIBaeT nakKer.

Ha ocHoBe MHbOpMaUnK, coaepKaLleinca B 3aroloBKax yposHen 2, 3 n 4, y aamu-
[2-13—-14ACL dopma, AepKaLL yp yaa

(Access Control List)

HUCTPATOPa eCTb BO3MOMXKHOCTb HAaCTPOWTL NPABKUIA, COr/IACHO KOTOPbLIM NakeT by-
net obpaboTaH nMbo oTOpOLLEH.

Time-Based ACL

Mo3sonsaeT CKoOHGUIrypupoBaTb BPEMEHHbIE PaMKU, B TEYEHUE KOTOPbIX AaHHbIN
ACL bypeT aenctsoBaThb.
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Moddepxka OcHoBHana PpyHKUMA 6JOKMPOBKU — MOBbLICUTb H@30MNAaCHOCTb CeTU, NPeAOoCTaBIAN
306710KUPOBAHHBIX [0CTYyN K MOPTY KOMMyTaTopa TO/IbKO A5 ycTpoicTe nmetowmnx MAC-agpeca, 3a-
nopmos Kpen/ieHHble 3a 3TUM NOPTOM.

lpoesepka

noéauHHoOCMU Ha
OCHose nopma
(802.1x)

MpoBepka noanvHHocTy IEEE 802.1x npeactaenset cobot MexaHM3M KOHTPOA
[OCTyNa K pecypcam Yepes BHeLWHU cepsep. Mpolueawine nposepKy Noa/IMHHO-
CTM NONb30BATENIN NOAYYAOT LOCTYN K pecypcam BblbpaHHOM ceTw.

2.2.7 ®yHKYuUU ynpasseHuUs KOMmymamopom

Tabanua 7 — OCHOBHbIEe GYHKLMKN yNpaBAeHNA KOMMYTAaTOPaMM

3azpy3ka u
ebi2py3Ka paiina
Hacmpoliku

MapameTpbl yCTPOMCTB COXPaHAIOTCA B daiiie HaCTPOMKU, KOTOPbLIV COAEPKUT
AaHHble KOHOUIypaLmMmM KaK BCel CUCTEMBI B LLe/IOM, TaK M onpeaesieHHoro nopra
YCTPOMCTBA.

lpomokon TFTP
(Trivial File Transfer
Protocol)

MpoToKkon TFTP ncnonb3yetcs a8 onepawmini 3anmucy u yteHus ¢aiinos. MNpotoKkon
OCHOBaH Ha TpaHCcNOpTHOM npoTokose UDP.

YcTponcTea nogaepKuBatoT 3arpysky 1 nepegady no JaHHOMy NpoTokony ¢dannos
HacTPOWMKKM 1 06pa3oB NporpammHoro obecneyeHus.

lpomokon SCP
(Secure Copy)

MpoToKkon SCP ncnonb3yeTtcs 414 onepaunin 3anucu u yteHma gpainos. MpoTtokon
OCHOBaH Ha ceTeBOM MpoToKoae SSH.

YCTpOICTBa NOAAEPKMBAIOT 3arPy3Ky M nepeaady no AaHHOMY NpoTokony ¢paiios
HacTPOWMKKM 1 06pa3oB NporpammHoro obecneyeHus.

YoaneHHsili
MOHUMOpPUH2
(RMON)

YpaneHHblh MOHUTOPUHT (RMON) — cpeacTBO MOHUTOPUHIA KOMMbIOTEPHbIX CE-
Ten, pacwmpeHme SNMP. CoBmecTMMble YCTPOMCTBA NO3BOAAOT cobupaTb Ana-
FHOCTUYECKNEe AaHHble C MOMOLWbIO CTaHUMKM ynpasaeHua cetbto. RMON — 3T0
CTaHgapTHaA 6asa MIB, B KOTOpoi onpegeneHbl TEKyLWAn U Npeaplaywas ctaTm-
CTMKa ypoBHA MAC 1 06beKTbl yNpaBieHUsn, NpeaoCcTaBAAoWLME AaHHbIE B peasib-
HOM BpemMeHMu.

lpomokon SNMP

Mpotokoa SNMP ncnonb3yetca o158 MOHUTOPUHIA M YIPaBAEHWUS CETEBbIM YCTPOM-
ctBOM. [InA ynpaBneHua AOCTYNOM K CUCTEME ONpeaensaeTca CNMCOK 3anuncen co-
obLecTBa, Kaxaan U3 KOTOPbIX COAEPKUT NPUBMAETMM JOCTYNA.

Unmepdpeiic
KOMaHOHOU cmpoKu
(cLi)

YnpasneHne kKommyTatopamm nocpeactsom CLI ocyliecTBnseTcs NOKanbHO Yepes
nocnegoBaTenbHbIM nopT RS-232, nnbo yaaneHHo yepes telnet, ssh. UHTepdelic
KOMaHAHOW CTPOKK KoHconu (CLI) sBnAeTca NpoMbIWAEHHbIM CTaHAAPTOM. UH-
TepnpeTaTtop CLI npeaocTaBAseT CNMCOK KOMaHA, U KAKYEBbLIX C/I0B A/1A MOMOLLM
MONb30BaATENO U COKPALLEHWNIO 06beMa BBOAMMbIX AAHHbIX.

Syslog — npoTtokon, obecneynsarowmin nepesady coobLLEHMI O NPONCXOAALLNX B

Syslog M

cucteme cobbITUAX, a TaKKe yBegOMNEHUI 06 OLWMBKaxX yaaneHHbIM cepBepam.
SNTP MpoTtokon SNTP — NpPOTOKON CMHXPOHM3ALMM BPEeMEHU CEeTU, rapaHTUpyeT ToY-
(Simple Network HOCTb CMHXPOHM3aL MM BPEMEHM CETEBOIO YCTPOMCTBA C CEPBEPOM A0 MUAAUCE-

Time Protocol)

KYHZbI.

Traceroute — cay»ebHasa GyHKUMA, NpegHasHAYeHHan 4/1A onpeaeneHns maplu-

Traceroute

pyTOB Nepefayvun AaHHbIX B IP-ceTax.
YnpaeneHue .

AZMWHUCTPATOP MOXKET ONpeaennUTb YPOBHU NpUBMAETUIA A0CTYNA 418 NONb30Ba-
KOHmMponaupyemoim . . .

Tenen yCTPoMCTBa U XapaKTEPUCTUKM L1 KaXKAO0r0 YPOBHA NpuBMAEruii (TONbKO
docmynom —

ypoeHU npusunezulii

AN5 YTeHns — 1 ypoBeHb, NOAHbIN f4ocTyn — 15 ypoBeHb).
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KommyTaTop cnocobeH ycTaHaBAMBaTb 3anpeT AO0CTyNa K Kaxaomy uHtepdency
ynpasneHus (SNMP, CLI). 3anpeT moxeT 6bITb yCTaHOB/IEH OTAE/IbHO ANA KaXKA0ro

baoKkuposka
» TMna gocTyna:
UHMe, euca .
e Telnet (CLI over Telnet Session)
ynpaeneHua Secure Shell (CLI over SSH)
SNMP
JlokanbHasa [na nokanbHOM ayTeHTUdMKaLMM NOJLEPKMUBAETCA XpaHeHMe naponeit B 6ase
aymeHmudguKayusa AaHHbIX KOMMyTaTOpA.

dunempayus IP-
adpecos 013 SNMP

Joctyn no SNMP paspelsaetca gnsa onpeaeneHHbix IP-aapecos, ABAAKOLWUXCA Ye-
Hamu SNMP-coobLuecTsa.

Knuenm RADIUS

MpoTtokon RADIUS ucnonb3yetca gns ayTeHTMOUKAUMM, aBTOPU3ALMKN U y4deTa.
Cepsep RADIUS ncnonb3yer 6a3y gaHHbIX NMo/b30BaTesiel, KOTOpas COAEPHKUT
JaHHble NPOBEPKN NOAJMHHOCTU ANA KaXAoro nonb3osarensd. KommytaTtopbl co-
LepKaT KAMEHTCKYIo YacTb npoTokona RADIUS.

YCTPOMCTBO NpesocTaBifeT NOALEPIKKY NPOBEPKU MOAJMHHOCTUA KAUEHTOB Mo-

TACACS+ cpeacteom npotokona TACACS+. MpoTtokon TACACS+ obecneunBaeT LLEHTPANN30-
(Terminal Access BaHHYlO cucTeMy 6€30NacHOCTM A1 NPOBEPKMU NOMb30BaTE/IEN, MOYHAOLNX [,0-
Controller Access CTYN K YCTPOWCTBY, @ TaKXKe LLEeHTPaIM30BaHHYO CUCTEMY YNPaBAEHUA NpU cobAto-
Control System) AeHnn coemectumoctn ¢ RADIUS n apyrumun npoueccamu NpoBepku NOAANHHO-

cTu.

®yHKuMa cepsepa SSH nossonsieT KAMeHTy SSH ycTaHOBUTb C YCTPOMCTBOM 3alLu-
Cepeep SSH YHKL, psep Y Y ycTp u,

LLIeHHOoe coeguHeHue ANA YNPaBAeHUa UM.

aHHa“A HKUMA NpefoCcTaBAAeT BO3MOXHOCTb CO34aBaTb MAKPOKOMaHAbI,

Moddepxa f e,qCTanZro:Me co’;oAﬁ Habop KomaHz, u n MMEHﬂTf ux ana Kozd)mr alfmm
MAKPOKOMAHO P P ’ P vp

yCTpOMCTBa.

2.2.8 /[lononHumenobHble pyHKYyUU

B Tabnmue 8 npueeaeHbl 4ONOAHUTENbHbIE GYHKLMKW YCTPOMCTBA.

Tabnunua 8 — JononHutenbHble GyHKLMM YCTPOICTBA

BupmyansHoe CeTeBOIM KOMMYTaATOP MMeEEeT B CBOEM COCTaBe NPOrpamMmHbIe M annapaTHbie cpea-
mecmuposaHue CTBa, NO3BONAIOLLME BbINOAHATE GYHKUMKN BUPTYabHOro Tectepa Kabena — VCT.
Kabens (VCT) TecTep No3BoAAET ONpeaeUTb COCTOSHUE MeAHOro Kabens ceasu.
TPOWMCTBO N fAeT TecTm Tb ONTUYECKUI TPaHCU . Mpun Tectn HUK

JluazHocmuka YcTponcTBo No3BonAeT TecTMpoBaTh O ec paHcusep. MNpu TecTuposa

OTC/NEXMBAIOTCA TaKMe NapameTpbl, KaK TOK U HanpsaXXeHne NUTaHUA, TemnepaTtypa
onmu4yecKoco o

TpaHcuBepa. Oaa peanusaumn TpebyeTca noaaepika 3Tmx OyHKLMIA B TpaHCK-
mpaHcusepa

Bepe.

Green Ethernet

[aHHbI MexaHW3M MO3BONSAET KOMMYTAaTOPY CHWU3UTL 3HepronotpebneHue 3a
CYET OTK/IIOYEHNA HEAKTUBHbIX 3/IEKTPUYECKUX NOPTOB.

KommyTaTop 0bnagaeT Bcemu HEOBXOAUMbBIMU XapaKTepPUCTUKaMK ana paboTbl €
npotokonamu MMS, GOOSE, SV:
e Manas BennumnHa 3agep*kkn GOOSE-coobueHns npu nepegaye

Coomeemcmeue
cmandapmy MIK e YmeHue pacnosHaBsaTb Ethertype GOOSF-COO6LLI,€HMF|
61850 e  YmeHue paboTaTb C TEFTOM BUMPTyanbHOM ceTn 1 Terom npuoputeta IEEE
802.1Q GOOSE-coobuieHua
o [loppep:kka nepegayn multicast-coobuieHnii 1 BO3MOXKHOCTb paboTbl C
onpeaeneHHbim ctaHgapTom MIK 61850 gmuana3zoHom rpynn BewaHuma.
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2.3 OcCHOBHbIe TeXHUYECKUEe XapaKTepPUCTUKU

OCHOBHble TEXHMYECKME NapaMeTPbl KOMMYTaTOPOB NpUBeAEHbI B Tabauue 9.

Ta6nmu,a 9 — OCHOBHbIe TeEXHMYECKUe XapPaKTeEPUCTUKN

0O6wue napameTpbl

NHTepdeichl

MES5324

1x10/100/1000BASE-T (OOB)
1x10/100/1000BASE-T (Management)
24x10GBASE-R (SFP+)/1000BASE-X (SFP)
4x40GBASE-SR4/LR4 (QSFP+)
1xKoHconbHbIl nopT RS-232 (RJ-45)

MES3324F

1x10/100/1000BASE-T (OOB)
20x1000BASE-X/100BASE-FX (SFP)

4x10GBASE-R (SFP+)/1000BASE-X (SFP)
4x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbIi nopT RS-232 (RJ-45)

MES3324

1x10/100/1000BASE-T (OOB)

20x10/100/1000BASE-T

4x10GBASE-R (SFP+)/1000BASE-X (SFP)
4x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbIN nopt RS-232 (RJ-45)

MES3316F

1x10/100/1000BASE-T (OOB)
12x1000BASE-X/100BASE-FX (SFP)

4x10GBASE-R (SFP+)/1000BASE-X (SFP)
4x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbIN nopt RS-232 (RJ-45)

MES3308F

1x10/100/1000BASE-T (OOB)
4x1000BASE-X/100BASE-FX (SFP)

4x10GBASE-R (SFP+)/1000BASE-X (SFP)
4x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbIn nopT RS-232 (RJ-45)

MES2324
MES2324B

24x10/100/1000BASE-T (RJ-45)
4x10GBASE-R (SFP+)/1000BASE-X (SFP)
1xKoHconbHbIN nopt RS-232 (RJ-45)

MES2324P
MES2324P ACW

24x10/100/1000BASE-T (RJ-45) PoE/PoE+
4x10GBASE-R (SFP+)/1000BASE-X (SFP)
1xKoHconbHbIn nopT RS-232 (RJ-45)

MES2324FB
MES2324F

20x1000BASE-X/100BASE-FX (SFP)

4x10GBASE-R (SFP+)/1000BASE-X (SFP)
4x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbIN nopT RS-232 (RJ-45)

MES2348B
MES3348

48x10/100/1000BASE-T (RJ-45)
4x10GBASE-R (SFP+)/1000BASE-X (SFP)
1xKoHconbHbIN nopT RS-232 (RJ-45)

MES2348P

48x10/100/1000BASE-T (PoE/PoE+)
4x10GBASE-R (SFP+)/1000BASE-X (SFP)
1xKoHconbHbIn nopt RS-232 (RJ-45)

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MES5324
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48x1000BASE-X/100BASE-FX (SFP)

MES3348F 4x10GBASE-R (SFP+)/1000BASE-X (SFP)
1xKoHconbHbIl nopT RS-232 (RJ-45)
10x10/100/1000BASE-T (RJ-45)

MES2308 2x1000BASE-X (SFP)
1xKoHconbHbIN nopT RS-232 (RJ-45)
8x10/100/1000BASE-T (PoE/PoE+)
2x10/100/1000BASE-T (RJ-45)

MES2308P 2x1000BASE-X (SFP)
1xKoHconbHbIl nopT RS-232 (RJ-45)
8x10/100/1000BASE-T (RJ-45)

MES2308R 2x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbIn nopT RS-232 (RJ-45)
8x10/100/1000BASE-T (PoE/PoE+, RJ-45)

MES3508P 2x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbIN nopt RS-232 (RJ-45)
8x10/100/1000BASE-T (RJ-45)

MES3508 2x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbIl nopT RS-232 (RJ-45)
8x10/100/1000BASE-T (PoE/PoE+, RJ-45)

MES3510P 4x100BASE-FX/1000BASE-X (SFP)
1xKoHconbHbIn nopT RS-232 (RJ-45)
24x10/100/1000BASE-T (RJ-45)

MES2328] 4x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbIl nopT RS-232 (RJ-45)
1xUSB 2.0
ontuyeckune nHtepdeicol 1/10/40 rémt/c

MES5324 ”
3neKTpuyeckue nHtepdeiicol 10/100/1000 M6ut/c

MES3324F

MES3324

MES3316F

MES3308F

MES2324

MES2324P

MES2324P ACW ontuyeckune nHtepdeicol 1/10 réut/c

MES2348B aneKkTpuyeckne nHTepdeicsl 10/100/1000 M6buTt/c

MES2348P

CKOpOCTb nepeaayu MES3348
AaHHbIX MES3348F

MES2324B

MES2324FB

MES2324F

MES2308R

E

MES3508P ontuyeckune nHtepdeicsl 100/1000 M6uT/c

MES3508 aneKTpuyeckue nHtepdericsl 10/100/1000 M6éuT/c

MES3510P P P

MES2328lI

MES2308P onTuyeckune nHtepdeicol 1 rémr/c

MES2308 aneKTpuyeckue nHtepdericsl 10/100/1000 M6éuT/c

MES5324 800 réut/c
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MponyckHan
cnocobHocCTb

MES3324
MES3324F
MES2324
MES2324P
MES2324P ACW
MES2324B
MES2324FB
MES2324F

128 réout/c

MES2348B
MES2348P
MES3348

MES3348F

176 Iéut/c

MES3316F

112 réut/c

MES2328|

56 Iéut/c

MES3308F

96 I6uTt/c

MES2308R
MES3508P
MES3508

20 Méut/c

MES2308
MES2308P
MES3510P

24 Téut/c

Mpownssogutens-
HOCTb Ha nakeTtax
ANnHoW 64 balital

MES5324

512,8 MPPS

MES3324
MES3324F

95 MPPS

MES2324
MES2324B
MES2324FB
MES2324F

92,1 MPPS

MES2324P
MES2324P ACW

93,1 MPPS

MES2348B
MES2348P
MES3348

MES3348F

130,9 MPPS

MES2308R

14,7 MPPS

MES3508P
MES3508

14 MPPS

MES3510P

17,8 MPPS

MES2328lI

41,6 MPPS

MES2308
MES2308P

17,7 MPPS

MES3316F

83 MPPS

MES3308F

71 MPPS

! 3HayeHuna YKa3aHbl Ana O,CI,HOCTOpOHHeVI nepeaayun
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MES5324 4 Mb

MES3324F
MES3324
MES3316F
MES3308F
MES2324
MES2324P
MES2324P ACW
MES23248B
O6Bem MES2324FB 1,5 Mb
MES2324F
MES2308
MES2308R
MES2308P
MES3508P
MES3508
MES3510P
MES2328!

6ydepHoit
namaTu

MES2348B
MES2348P
MES3348

MES3348F

3 Mb

MES5324 4TB

MES3324F
MES3324
MES3316F
MES3308F
MES2324
MES2324P
MES2324P ACW
MES23248B
MES2324FB
O6bem O3Y (DDR3) MES2324F
MES23488
MES2348P
MES3348
MES3348F
MES2308
MES2308R
MES2308P
MES3508P
MES3508
MES3510P
MES2328!

512 Mb
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O6bem M3Y (RAW
NAND)

MES5324

2Tb

MES3324F
MES3324
MES3316F
MES3308F
MES2324
MES2324pP
MES2324P ACW
MES2324B
MES2324FB
MES2324F
MES2348B
MES2348P
MES3348
MES3348F
MES2308
MES2308R
MES2308P
MES3508P
MES3508
MES3510P
MES2328l|

512 Mb

Tabnanua MAC-
aapecos

MES5324

65536

MES3324F
MES3324
MES3316F
MES3308F
MES2324
MES2324P
MES2324P ACW
MES23248B
MES2324FB
MES2324F
MES2348B
MES2348P
MES3348
MES3348F
MES2308
MES2308R
MES2308P
MES3508P
MES3508
MES3510P
MES2328lI

16384

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MES5324
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Konnuectso ARP-
3anuceir!

MES5324

7748

MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P
MES3508
MES3510P

4023

MES2324
MES2324pP
MES2324P ACW
MES2324B
MES2324FB
MES2324F
MES2348B
MES2348P
MES2308
MES2308R
MES2308P
MES2328lI

820

MNoppep»ka VLAN

cornacHo 802.1Q go 4094 aktmnsHbix VLAN

Konaunuectso rpynn
L2 Multicast (IGMP
snooping)

MES5324
MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P
MES3508
MES3510P

4091

MES2348B
MES2348P
MES2324P
MES2324P ACW
MES2324
MES2324B
MES2324FB
MES2324F
MES2308
MES2308R
MES2308P
MES2328lI

2047

! ina kaxporo xocta B ARP-TabauLe co3aaetca 3anuch 8 Tabavue mapLipyTusauum
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Konunyectso npasun
SQinQ

MES5324

1982 (ingress/egress)

MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P
MES3508
MES3510P

3006 (ingress/egress)

MES2324
MES2324pP
MES2324P ACW
MES2348B
MES2348P
MES23248B
MES2324FB
MES2324F
MES2308
MES2308R
MES2308P
MES2328lI

958 (ingress/egress)

Konnyectso npasun
ACL

MES5324

1982

MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P
MES3508
MES3510P

3006

MES2324
MES2324P
MES2324P ACW
MES23248B
MES2324FB
MES2324F
MES2348B
MES2348P
MES2308
MES2308R
MES2308P
MES2328lI

958

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MES5324
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MES5324 2048

MES3324F
MES3324

MES3316F
MES3308F
MES3348 3072
MES3348F
MES3508P
MES3508

MES3510P

Konnuyectso ACL MES2324
MES2324P
MES2324P ACW
MES2324B
MES2324FB
MES2324F
MES2348B
MES2348P
MES2308
MES2308R
MES2308P
MES2328lI

1024

Konnuyectso npasun ACL B ogHom ACL 256

7744 1pva

MES5324 1942 IPv6

MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P
MES3508
Konunuectso MES3510P

12864 IPv4
3222 IPv6

mapuwpyTtos L3

. MES2324
Unicast?! 523

MES2324P
MES2324P ACW
MES2324B
MES2348B
MES2348P 816 IPv4
MES2324FB 210 IPv6
MES2324F
MES2308
MES2308R
MES2308P
MES2328lI

1 MapuwpyTsl IPv4/IPv6 Unicast/Multicast ncnonb3ytoT obuime annapaTtHble pecypcbl
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MES5324

MES3324F
MES3324

MES3316F
MES3308F 3876 IPv4
MES3348 1006 IPv6
MES3348F
MES3508P
MES3508

Konunuectso MES3510pP

mapLupyTos L3 MES2348B
Multicast (IGMP MES2348P
Proxy, PIM)* MES2324P
MES2324P ACW
MES2324
MES23248B 412 1Pv4
MES2324FB 103 IPv6
MES2324F
MES2308
MES2308R
MES2308P
MES2328|

Konnyectso VRRP-mapwpyTmnsatopos 255

MES5324 64

MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P
MES3508

MES3510P
MaKcMManbHbIn MES2324

pasmep ECMP-prﬂl'I MES2324P 8
MES2324P ACW
MES2348B
MES2348P
MES2324B
MES2324FB
MES2324F
MES2308
MES2308R
MES2308P
MES2328lI

Konunuectso VRF 16 (BkAtoyan VRF no ymonyaHuto)

I MapuwpyTsl IPv4/IPv6 Unicast/Multicast ncnonbsytot obLime annapaTtHble pecypcbl
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Konnuectso L3-
nHTepdeicos

MES5324
MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P
MES3508
MES3510P

2048

MES2324
MES2324P
MES2324P ACW
MES2348B
MES2348P
MES2324B
MES2324FB
MES2324F
MES2308
MES2308R
MES2308P
MES2328l|

130

KosnuecTso BMpTyanbHbix Loopback-

nHTepdeicos

64

Konnuyectso ak3emnaapos npoueccos OSPF

20

Konunuectso OSPF-coceacTts

64

Konunuectso BGP-coceacts

32

Arperaumsa KaHanos (LAG)

48 rpynn, 80 8 NOpPTOB B KaxKAo0M

Konnuyectso aksemnaapos MSTP 64
Konnuyectso aksemnaapos PVST 63
Konnuectso DHCP pool 32

KauecTBo ob6cnyxuBaHma QoS

npuMopuTnsauma Tpadmka, 8 ypoBHeM
8 BbIXOAHbIX o4epeseli ¢ pasHbIMU NPUOPUTETAMM A KaK[0ro
nopTa

Cepxa/ivHHbIE Kaapbl (jumbo frames)

MaKCMMasbHbIM pasmep naketos 10240 6anT

CreknpoBaHue

0o 8 yctpoiicte (kpome MES3508, MES3508P n MES3510P)

34
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IEEE 802.3 10BASE-T Ethernet

IEEE 802.3u 100BASE-T Fast Ethernet

IEEE 802.3ab 1000BASE-T Gigabit Ethernet

IEEE 802.3z Fiber Gigabit Ethernet

IEEE 802.3x Full Duplex, Flow Control

IEEE 802.3ad Link Aggregation (LACP)

IEEE 802.1p Traffic Class

IEEE 802.1q VLAN

IEEE 802.1v

IEEE 802.3ac

IEEE 802.1d Spanning Tree Protocol (STP)

IEEE 802.1w Rapid Spanning Tree Protocol (RSTP)
IEEE 802.1s Multiple Spanning Tree Protocol (MSTP)
IEEE 802.1x Authentication

IEEE 802.3af PoE, IEEE 802.3at PoE+ (Tonbko MES2308P,
MES2324P, MES2324P ACW, MES2348P, MES3508P u

CooTBeTcTBME CTaHAAPTaM

MES3510P)

M3K 61850
YnpasneHue
JlokanbHoOe ynpasneHune Console
YpaneHHoe ynpasneHue SNMP, Telnet, SSH, web

dusnueckne XxapaKTepUCTUKM U YCI0BUA OKpYKatoLei cpeabl

MES5324
MES3324F ceTb NnepemeHHoro Toka: 100240 B, 50-60 Iy,
MES3348 CeTb NOCTOAHHOIO TOKa: 36—72 B
MES3348F BapuaHTbl NUTaHUA:
MES3324 - OAVH UCTOYHUK NUTAHUA NOCTOAHHOIO UJIN NEePEMEHHOI0 TOKa;
MES3316F - ABa UCTOYHMKA NUTAHUA NOCTOAHHOIO UJIN NEePeMEHHOro TOKa
MES3308F C BO3MOMHOCTbIO ropsAYei 3ameHbl
MES2328lI
MES2324 AC
MES2308 ceTb nepemeHHoro Toka: 110-250 B, 50-60 I'y,
MES2308R
MCTOYHMKM NUTaHUA mg:;zgii 22 ceTb nepemeHHoro Toka: 170-264 B, 50-60 Iy,

MES2324P ACW ceTb nepemeHHoro Toka: 100—240 B, 50-60 Iy,

ceTb nepemeHHoro Toka: 100-240 B, 50-60 Iy,
CceTb NOCTOAHHOrO TOoKa: 36—72 B
BapuaHTbl NUTaHUA:

MES2348P
- O4MH UCTOYHMK NUTAHWUA MOCTOSHHOTO MW NePEMEHHOTO TOKa;
- ABa UCTOYHMKA MUTAHMA NOCTOSHHOTO MW NEPEMEHHOTO TOKa
C BO3MOKHOCTbO ropAYei 3amMeHbl

MES3508P CEeTb NMOCTOSAHHOIO TOKa: C BKAKOYEHHOM PpyHKLmMel PoE:

MES3510P 45-57 B; c oTKAtoueHHoM ¢yHKLmel PoE: 20-57 B

MES3508 ceTb MOCTOAHHOro Toka: 20-75 B

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MES5324
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ceTb nepemeHHoro Toka: 110-250 B, 50-60 I'y,
CBMHLLOBO-KMC/IOTHbIN akKymynsaTop: 12 B
XapaKTepUCTUKM 3apAAHOIo YCTPOMCTBA:

- TOK 3apaja:

2,7+0.2 A — MES2324FB 1 MES2348B,;
MES2324B 1.610.1 A — MES23248B.
MES2324FB - HanpAXeHue cpabaTbiBaHWUA pacuennTenn Harpyskm — 10—
MES2348B 10,5 B;

- NOPOroBOE HaNpsKeHNe MHANKALUMM HU3KOoro 3apaga — 11 B
/| CeueHue npoBoga ana nogknoueHua AKb He meHee
V 1,5 mm. Ana MES2324B pekomeHayeTtcsa
ucnonb3oBatb AKB émKocTblo He meHee 12 Ah, ana
MES2324FB n MES2348B — He meHee 20 Ah.

MES2324F DC
MES2324 DC

MES2324P DC
MES2308P DC

CeTb NOCTOAHHOTIO TOKa: 36—72 B

MES5324 He 6onee 107 BT
MES3324F He 6onee 45 Bt
MES2324 He 6onee 25 Bt
MES3308F He 6bonee 27 BT
mg;g;iglz He 6onee 35 Bt
MES2324F He 6onee 39 Bt
MES2324B He 6onee 50 BT
MES2324FB He 6onee 85 BT
MES3348 He 6onee 43 Bt
MoTtpebnaemasn mgz;:z:; He 6onee 89 BT
MOLLHOCTb
MES2348P He 6onee 1600 Bt
mg;ggZR He 6bonee 14 Bt
MES3508 He 6onee 15 Bt
MES2308P AC He 6onee 275 BT
MES2308P DC He 6onee 280 BT
mgg;ji 2EW He 6onee 445 Bt
MES2324P DC He 6onee 455 BT
mg::gggi He 6onee 260 BT
MES2328| He 6bonee 33 Bt
MoTpe6nsemasn MES2324B He 6onee 26 BT
MoOLLHOCTb 6e3 yyeTa MES2324FB
3apaga AKB MES2348B He 6onee 45 Bt
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MES2324P
MEs2324p Acw | SS0 BT
MES2348P 1450 Bt
BroarkeT moLHOCTH
PoE MES3508P 240 BT (gns npunoxkeHuii 802.3at pekomeHayemoe
MES3510P HanpsAkeHue nutaHuns 54-56 B DC)
MES2308P 240 Bt
MES5324 107 Bt
MES3324F 45 Bt
MES2324 25 Bt
MES3308F 17 Bt
MES3324
MES3316F 35 BT
MES2324F 39 Bt
MES2324B 28 BT
MES2324FB 50 Bt
MES3348 43 Bt
MES3348F 89 Bt
TennosblgeneHune MES2348B 54 Bt
MES2348P 150 Bt
MES2308
MES2308R 14 Br
MES3508 15 Bt
MES2308P AC 35 BT
MES2308P DC 40 Bt
MES2324P AC
MEs232ap Acw | 22 BT
MES2324P DC 75 Bt
MES3508P
MES3510P 20Br
MES2328lI 33 Bt
MES2308R ecTb
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AnnapaTtHaa

Gasp

nogaepxka Dying

MES5324
MES3324
MES3316F
MES3308F
MES3324F
MES3348
MES3348F
MES3508P
MES3508
MES3510P
MES2324
MES2324B
MES2324FB
MES2324F
MES2324pP
MES2324P ACW
MES2348B
MES2348P
MES2308
MES2308P
MES2328lI

HeT

TemnepaTyp

MES5324

ot 0 go +45 °C

MES2308
MES2308P DC

oT-20 po +45 °C

MES2324
MES2324pP
MES2324P ACW
MES2324B
MES2308P AC
MES2308R
MES2348B

ot -20 po +50 °C

MES2348P

o1 -10 go +50 °C

WUHTepBan paboumnx

MES2324F
MES2324FB

oT-20 no +65 °C

MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F

oT-10 go +45 °C

MES3508P
MES3508
MES3510P

o1 -40 po +70 °C

MES2328lI

ot -40 po +60 °C

MHTepsan TemnepaTypbl XpaHeHUs

MHTepBaa TemnepaTtypbl XpaHeHuns oT -50 ao +70 °C (o1 -50 °C
80 +85 °C ana MES3508, MES3508P n MES3510P)
/| Mepepn nepBbiM BKAIOYEHNEM NOC/E XPaHEHMA NPy
V TemnepaTtype meHbLuen, yem -20 °C, uam npu 6onbLueii,
yem +50 °C, TpebyeTca Bblgep:KaTb KOMMYTaTOP NpU
KOMHATHOI TemnepaType He MeHee YeTbIPEX YacoB.
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OTHOCKTE/IbHAA BNAXKHOCTb NpK
aKcnayataumm (6e3 obpasoBaHuA
KOHZeHcaTa)

He 6onee 80 %

OTHOCUTENbHasA BNAXKHOCTb MPU XpaHEHUN
(6e3 obpasoBaHUs KOHAEHCATA)

oT1 10 1o 95 % (0T 5 Ao 95 % ana MES3508P)

MES5324 430 x 44 x 298 mm
MES2324
MES23248 430 x 44 x 158 mm
MES2324P AC 440 x 44 x 203 mm
MES2324P ACW
MES2324P DC 430 x 44 x 304 mm
MES2324FB
MES2324F 430 x 44 x 243 mm
MES3324F
MES3324
MES3316F 430 x 44 x 275 mm
MES3308F
ra6apMTHb|e MES2348B 440 x 44 x 280 mm
pa3smepbl (L x B xT)
MES3348 440 x 44 x 316 mm
MES3348F 440 x 44 x 330 mm
MES2348P 440 x 44 x 490 mm
MES2308
MES2308R 310 x 44 x 158 mm
MES2308P 430 x 44 x 158 mm
MES3508P
MES3508 85 x 152 x 115 mm
MES3510P 85 x 175 x 115 mm
MES2328lI 430 x 44 x 305 mm
MES5324 3,95 Kr
MES2308
MES2308R 1,45 kr
MES2308P AC 2,55 Kr
Macca MES2308P DC 2,35 kr
MES2324
MES23248 2,25 k1
MES2324P AC 3,16 Kr
MES2324P ACW 4,52 Kr

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MES5324
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MES2324P DC 4,02 kr
MES2308P AC 2,55 kr
MES2324FB 3,55 kr
e
MES2348P 9,55 kr
MES3308F 3,15 kr
MES3324 3,25 kr
MES3324F 3,50 kr
MES3348 3,95 kr
MES3348F 4 Kkr

MES3508 1,36 kr
MES3508P 1,40 kr
MES3510P 1,74 kr

CpoK cnyobl He meHee 15 net

-
V Tun NnUTaHMA yCTPOIicTBa onpeaenseTca Npu 3akase.
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2.4 KOHCTPYKTUBHOE UCNONIHEHUE

B AaHHOM pasgene onucaHoO KOHCTPYKTUBHOE MCMONHEHUe yCcTPolcTB. MpeactaBneHbl M306parkeHun
nepeaHen, saaHen (sepxHeit ans MES3508P) 1 60KoBbIX NaHenen yCTpoMCTB, ONncaHbl pasbembl, CBETOAU-
OAHbleé UHANKATOPbI U OpraHbl ynpasaeHUA.

Ethernet-kommyTaTopbl cepmunt MES53xx, MES33xx, MES23xx BbINOMIHEHbI B METa/IZIMYECKOM Kopnyce €
BO3MOXHOCTbIO YCTaHOBKM B 19” KapKac, BbicoTa Kopnyca 1U.

Ethernet-kommyTaTopbl cepun MES35xX BbINOMHEHbI B META/I/IMYECKOM KOPMyce A5 KPenneHus Ha
DIN-peitky.

2.4.1 BHewHuli sud u onucaHue nepedHeli naHenu ycmpoiicmea

BHewHM BNA nepegHen naHenn yctpoicts cepunit MES53xx, MES33xx, MES23xx n MES35xx nokasaH
Ha pucyHKax 1-20.

et

e {%[

) baies
Giten .
D [T

]

1 2 34

PucyHok 1 — MepeaHas naHenb MES5324

B Ta6nmu,e 10 npmeengeH nepeyvyeHb pasbemMoB, CBETOANOOHbIX MHOUKATOPOB U OpPraHOB ynpas/eHUA,
PaCnNoO/0XKEHHbIX Ha ﬂepEAHeVI naHen KoMmmMmyTaTopa.

Tabanuya 10 — OnucaHue pasbeMoB, MHANKATOPOB M OPraHOB ynpaBaeHns nepeaHen naHean MES5324

No dnemeHT nepegHen Onucanme
naHenm
Unit ID NHANKaTop HOMepa YCTPOMCTBA B CTEKE.
Power NHAMKaTOp NUTaHMA yCTPOWMCTBA.
1 Master MHAanKaTop peskmma paboTsl yCTpoiicTBa (Beaylumit/senombii).
Fan NHauKaTop paboTbl BEHTUAATOPOB.
RPS MHAWKATOP pe3epBHOro 3NeKTPONUTaHMA.
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KOHCO/IbHbIM NOPT 415 NIOKANBHOIO YNPaBAEHUA YCTPOUCTBOM.
PacnvHoBKa pasbema creayrollan:

1 He ucnonb3yeTcA

2 He ucnonblyetca

3 RX

4 GND

2 Console 5 GND
6 TX
7 He ucnonb3yeTcs
8 He ucnonblyetca
9 He ucnonblyetca
Pacnalika KoHconbHOro Kabensa npuseaeHa B pasgene «lMpunoxeHue b.
KoHconbHbIl Kabenby.

3 USB USB-nopr.

Moprt (out-of-band) 10/100/1000BASE-T (RJ-45) ans yaaneHHoro ynpas-

4 00B JIeHUA YCTPOMUCTBOM.

YnpasaeHue ocyLWecTBAAETCA MO CETU, Pa3fesibHO C KaHAIOM Nepeaayn
JaHHbIX.

5 Mgmt MopTt 10/100/1000BASE-T (RJ-45) anA yaaneHHOro ynpasaeHuns ycTpo-
CTBOM. YNpaBaeHMe OCyLLEeCTBAAETCA NO CETU Nepesayn AaHHbIX.
dyHKUMOHANbHAsA KHOMKa A/19 nepesarpysKku ycTponcTea 1 cbpoca K 3a-
BOACKMM HaCTpOMKam:

6 F - NPV Ha¥KaTUM Ha KHOMKY A/IMTENbHOCTbIO MeHee 10 ¢ NnpoucxoamT ne-
pesarpyska ycTpoWncTBa;

-NPU HaXKaTUW Ha KHOMKYy AauTenbHocTblo 6onee 10 ¢ npoucxogut
cHbpocC HACcTPOEK YCTPOWCTBA A0 3aBOACKOM KOHUrypaunm.

7 [1-24] CnoTbl gna yctaHoBKM TpaHcueepos 10G SFP+/1G SFP.

8 itg; itgi Cnotbl XLG1-XLG4 ana yctaHoBKKU TpaHcueepos 40G QSFP+.
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PucyHok 3 — lMepeaHAas naHenb MES3324
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PucyHok 4 — lMepeaHaa naHenb MES3316F

AOLTEX  Mesnow Comatn
—8 8
=0 O O e
=000
sz 028 J
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PucyHok 5 — lMepeaHaa naHenb MES3308F

B Tabaunue 11 npuseneH nepevyeHb PasbemoB, CBETOANOLHbIX UHAMKATOPOB WU OPraHOB YNpaB/ieHUs,
pacnonoXeHHbIX Ha nepeaHel naHenn kommytatopos MES3308F, MES3316F, MES3324, MES3324F.

Tabnnua 11 — OnucaHWe pa3bemMoB, MHAMKATOPOB M OpPraHOB ynpaBieHus nepeaHen naHenn MES3308F,
MES3316F, MES3324, MES3324F

UnitID MHAWKaTOp HOMepa YCTPOMCTBA B CTEKE.
Power MNHAWKaTOp NUTaHMA YCTPOMCTBA.
1 Master NHAanKaTop pexxnma paboTbl ycTpoicTea (BeayLmii/Beaombiii).
Fan NHauMKaTop paboTbl BEHTUAATOPOB.
RPS MHAMKATOP pe3epBHOro 31eKTPONUTaHUA.
2 Console KOHCO/IbHbIV NOPT AN1A NOKAbHOIO YNPaBAEHUS YCTPOUCTBOM.

Mopt (out-of-band) 10/100/1000BASE-T (RJ-45) ana yaaneHHOro ynpas-
NeHUNA YyCTPOWCTBOM.

3 00B
YnpaBneHue ocyLLecTBAAETCA MO CETU, Pa3felbHO C KaHaloM nepesaymn
OaHHbIX.
PyHKLMOHaNbHAA KHOMKA ANs Nepe3arpysku ycTponcTea n cbpoca K 3a-
BOACKMM HaCTpOMKam:
4 r - MPY HaXaTUM Ha KHOMKY ANUTeNbHOCTbIO MeHee 10 ¢ npoucxoauT ne-
pe3arpysKa ycTpolicTBa;
-NPW HaXKaTUW Ha KHOMKY AAuTeNbHOCTblo 6osee 10 ¢ nmpoucxoaut
cHbpOC HACTPOEK YCTPOMCTBA 4,0 3aBOACKOM KOHPUrypauuu.
[1-24] CnoTbl ANA yCTaHOBKM TpaHcueepos 1GSFP.
5 [1-16] MopTbl 10/100/1000BASE-T (RJ-45).
(1-8]
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[11-12, 23-24]

6 [7-8, 15-16] Komb60-nopTbl: nopTbl 10/100/1000BASE-T (RJ-45)/1000BASE-X.
[3-4, 7-8]
XG1, XG2

7 XG3, XG4 CnoTbl Ana ycTaHoBKM TpaHcueepoB 10GSFP+/1GSFP.

28

rower O O O
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PucyHok 7 — lMepeaHaa naHenb MES2324P, MES2324P ACW

B Tabaunue 12 npuseneH nepevyeHb pasbemoB, CBETOANOLHbIX MHAMKATOPOB WU OPraHOB YNpaB/ieHUs,
pacnonoXeHHbIX Ha NepegHel NnaHenn kKommytatopos MES2324, MES2324P, MES2324P ACW.

Tabnnua 12 — OnucaHue pa3bemoB, MHAMKAaTOPOB M OPraHoB ynpasneHus nepeaHent naHenn MES23241%,
MES2324P, MES2324P ACW

1 ~110-250VAC max 2A Pasbem ona NOAKNIOYEHMA K UCTOYHUKY 3/1IEKTPONUTAHUA MEPEMEHHOTO
TOKa.
Unit ID NHANKaTop HOMepa YCTPOMCTBA B CTEKE.
Power NHAMKaTOp NUTaHMA yCTPOMCTBA.
2 Master MHAMKaTop pexkrMma paboTbl yCTpoiicTBa (BeayLumit/segombiit).
Status NHAMKaTOp COCTOAHMA YCTPOMCTBA.
Alarm NHOuKaTop aBapuu.
3 Console KoHCO/IbHbIM NOPT 4N1A OKANBHOIO YNPaB/AEHUA YCTPOUCTBOM.

! KommyTatopsl MES2324, MES2324B, MES2324F DC, MES2324FB moryT 6bITb ocHaleHbl noptom O0B (nopT (out-of-band)
10/100/1000BASE-T (RJ-45) ana yaaneHHoOro ynpasaeHMa yCTPOMCTBOM. YNpaBaeHMe OCyLLECTB/IAETCA Mo CeTH, pasae/ibHoO
C KaHaNoM nepeaaun AaHHbIX).
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®yHKLMOHabHAA KHOMNKA A8 nepe3arpysku ycTponcTea u cbpoca K 3a-
BOACKMM HACTPOMKam:
4 . - NPY HaXKaTUW Ha KHOMKY ANUTeNbHOCTbI0 MeHee 10 ¢ npoucxoauT ne-
pesarpyska yCcTpoMncTBa;
-NpU HaXKaTUM Ha KHOMKYy pautenbHocTbto 6onee 10 ¢ npoucxoaut
cbpocC HAacTpPoeK YCTPOMCTBA A0 3aBOACKON KOHPUrypaumu.
5 [1-24] MopTtbl 10/100/1000BASE-T (RJ-45).
6 Link/Speed CBeToBaA MHAMKALMA COCTOAHUA ONTUYECKUX HTEpPdENCOB.
XG1, XG2
7 XG3: XG4 CnoTbl 4Na ycTaHOBKM TpaHcusepos 10GSFP+/1GSFP.
- Muwa?@*?:m:“~f~¢r= i i S e N S S i i i S =)
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PucyHok 8 — lMepeaHaa naHenb MES2348P

pacnonoXeHHbIX Ha NnepeaHen naHenn kommyTtatopa MES2348P.

B Ta6nmu,e 13 npmeegeH nepeyvyeHb pa3bemMoB, CBETOANOAHbIX MHONKATOPOB U OpPraHOB ynpas/eHUA,

Tabnunua 13 — OnucaHune pasbemoB, UHANKATOPOB M OPraHOB ynpaBaeHus nepeaHen naHean MES2348P

Ne dnemeHT ne 7
s OnucaHue
naHenm
Unit NHANKaTop HOMepa YCTPOMCTBA B CTEKE.
Status MNHAMKaTOp COCTOAHMA YCTPOMCTBA.
1 Master MHanKaTop peskmma paboTbl yCTpoiicTBa (Beaylumit/segombii).
PS1 MHAMKaTOp COCTOAHMA NepBoro 610Ka NMTaHuA.
PS2 NHAMKATOP COCTOAHWUA BTOPOro 6/10Ka NUTaHUA.
dyHKUMOHANbHAA KHOMKA A4/1A nepe3arpyskun ycTpoinctea 1 cbpoca K 3a-
BOACKMM HaCTPOMKam:
) . - MPY HaXKaTUM HA KHOMKY ANTENbHOCTbIO MeHee 10 ¢ npoucxoguT nepe-
3arpysKa ycTponcTBa;
- NPW HaXKaTUW Ha KHOMKY AAnTeNbHOCTbIO 6osiee 10 ¢ npoucxoanT cbpoc
HACTPOEK YCTPOICTBA A0 3aBOACKOMN KOHUrypaumm.
3 Console KoHCOo/IbHbIM NOPT ANA IOKANBHOIO YNPABAEHUA YCTPOUCTBOM.
4 [1-48] MopTtbl 10/100/1000BASE-T (RJ-45).
XG1, XG2
! 1 +/1 .
5 XG3, XG4 CnoTbl 4NA ycTaHOBKM TpaHcnBepos 10GSFP+/1GSFP

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MES5324
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PucyHok 9 — lMNepeaHaa naHeno MES2324B
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PucyHok 12 — lMepeaHas naHenb MES2348B
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PucyHok 13 — lMepeaHaa naHeno MES2328|
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PucyHok 15 — MepeaHasa naHenb MES3348F

B Tabnnue 14 npuBeaeH nepevyeHb PasbemMoB, CBETOAMOAHbBIX MHANKATOPOB M OPraHoOB ynpaBaeHus,
pacnonoXeHHbIX Ha nepegHen naHenn KommyTtatopos MES2324B, MES2324FB, MES2324F DC, MES2348B,
MES3348, MES3348F.

Tabnnua 14 — OnucaHue pa3bemoB, MHAMKATOPOB M OpPraHoB ynpaBieHMa nepegHen naHenn MES2324B,
MES2324FB, MES2324F DC', MES2348B, MES3348, MES3348F

No dnemeHT nepeaHei Onmcanme
naHenu
~110-250VAC, 60/50Hz Pasbem ana nogKNtouYeHMA K UCTOYHUKY INEKTPOMUTAHUA NepemeH-
max 2A HOro TOKa.
. 48 (45 ~ 57) VDC :2:?\2,(2_”” MOAKAOYEHUA K UCTOYHUKY S/1EKTPOMNUTAHUA MOCTOAH-
2 12VDC max 3A Knemmbl gns NoAKAOYEHUA aKKYMYyNATOpHOM 6aTapen 12V.
Unit ID MHAMKaTOp HOMepa YCTPOMCTBA B CTEKE.
Power MNHAMKATOp NUTAHMA YCTPOMCTBA.
Master MHauKaTop pexkuma paboTbl ycTpoiicTsa (BeayLwnii/Begomblit).
3 Fan NHAnKaTop paboTbl BEHTUNATOPOB.
Battery NHavKkaTop coctoaHuAa baTapew.
RPS MHAMKATOP pe3epBHOro 3INEKTPONUTAHUA.
Console KOHCONbHbIM NOPT ANA NOKANbHOTO YNpaB/ieHUsA YCTPOUCTBOM.
‘ usB MopT USB (TonbKko gnsa MES2328I).

! KommyTatopbl MES2324, MES2324B, MES2324F DC, MES2324FB moryT 6bITb ocHaleHbl noptom OOB (nopT (out-of-band)
10/100/1000BASE-T (RJ-45) gna yaaneHHOro ynpasaeHUa yCTPOMCTBOM. YNpaBaeHMe OCyLLECTBAAETCA NO CeTU, pasaesbHo
C KaHaNoOM nepesayn AaHHbIX).
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PyHKLMOHaNbHAA KHOMKa A/1A nepesarpys3Kku ycTpolcTea u cbpoca K
33aBOACKMM HacTpoOMKam:
r - MPM HA)KaTUM Ha KHOMKY AAuUTeNbHOCTbo meHee 10 ¢ npoucxoauT
nepesarpyska yCTpOWCTBa;
- MPM HaXXaTUWM HA KHOMKY AauTenbHocTblo 6osee 10 ¢ npoucxoamt
cbpOoC HacTpoeK YCTPOMCTBA A0 3aBOACKON KOHUrypaumm.
MES2324B MopTbl 10/100/1000BASE-T (RJ-45).
[1-24] MES2324FB
MES2324F CnoTbl 4Na yCTaHOBKKU TpaHcueepos 1G SFP.
[11-12,
23-24] MES2324FB Kom6o-noptbl 10/100/1000BASE-T (RJ-45)/1000BASE-X.
[25-28] MES2328l| Kom6o-nopTbl 10/100/1000BASE-T/1000BASE-X/100BASE-FX
MES2348B
n 10/100/1000BASE-T (RJ-45).
[1-48] MES3348 opTe! 10/100/ (R1-45)
MES3348F CnoTbl 4Na yCTaHOBKKU TpaHcueepos 1G SFP.
Link/Speed CBeToOBasA MHAMKALMSA COCTOAHMUA ONTUYECKMX NHTEPENCOB.
XG1, XG2
XG3, XG4 CnoTbl ANA yCTaHOBKM TpaHcueepoB 10GSFP+/1GSFP.

1 2 3 4 5 6 7 8
PucyHok 16 — lMepeaHas naHenb MES2308
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PucyHok 18 — lMepeaHaa naHenb MES2308P DC
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Tabnnua 15 — OnucaHMe pa3bemMoB, MHAWMKATOPOB M OpPraHoB ynpaBieHua nepeaHelr naHenn MES2308,
MES2308P, MES2308P DC, MES2308R

R
el

3 4 5 6 7 8

PucyHok 19 — lNepeaHaa naHenbs MES2308R

B Tabnuue 15 npueeaeH nepevyeHb pPasbeMOB, CBETOAMOAHbLIX MHAMKATOPOB W OPraHOB yrpaBAeHus,
pacnonoXeHHbIX Ha nepeaHel naHenn kommytatopos MES2308, MES2308P, MES2308R.

No dnemeHT nepepHen Onncanme
naHenm
Knemma 3azemneHusa o
1 - Knemma gna 3asemnieHuna ycTpomcTea.
~110-250VAC, 60/50Hz Paszbem gna nogkntoyYeHUA K UCTOYHUKY 9NEeKTPONUTaHUA NepemMeHHOoro
max 2A TOKa.
2
Pasbem anAa NnoaKNOYEHUA K UCTOYHUKY 3N1EKTPONUTaHMA NOCTOAHHOIO
48 (45~ 57) VDC AIA NOA y P
TOKa.
Unit ID MNHAMKaTOp HOMepa YCTPOMCTBA B CTEKE.
Power MHAMKATOp NUTaHMA YCTPOMUCTBA.
3 Master NHAaMKaTop pexxrnma paboTsbl ycTpoiicTea (BeayLumii/segombiii).
Status MNHAMKATOP COCTOAHMA YCTPOMCTBA.
Alarm NHauKaTop aBapuu.
4 Console KOHCONbHbIV NOPT ANA NOKANBbHOMO YNPaBAEHUA YCTPONCTBOM.
®YHKUMOHabHasA KHOMKa A/1A Nepes3arpysKku ycTpoicTea n cbpoca K 3a-
BOACKMM HaCTpOMKam:
5 . - MPY HaXKaTUM Ha KHOMKY AAnTeNbHOCTbo meHee 10 ¢ npoucxoauT ne-
pe3arpyska ycTpoWcTBa;
- MPM HaXKXaTUM Ha KHOMKY AfauTenbHocTblo 6osnee 10 ¢ npoucxogut
cbpOC HACTPOEK YCTPOMCTBA A0 3aBOACKOW KOHPUrypauuu.
6 [1-10] 10 nopTos 10/100/1000BASE-T (RJ-45).
7 Link/Speed CBeToBasA MHAMKALMSA COCTOSHMUA ONTUYECKMX NHTePENCOB.
8 [11,12], [9, 10] CnoTbl ANa ycTaHOBKM TpaHcusepos 1G SFP.

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MES5324
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PucyHok 20 — lMepeaHasa naHenb MES3508

B Tabnunuax 16, 17, 18 npueeaeH nepeyeHb pPa3bemoB, CBETOANOLHbIX MHAMKATOPOB M OPraHOB yrnpaBaeHus,
pacnonoXeHHbIX Ha NnepeaHen naHenn kommyTtatopos MES3508, MES3510, MES3510P.

Tabnnua 16 — OnucaHmne pasbemMoB, UHANKATOPOB M OPraHOB ynpaBaeHus nepeaHen naHean MES3508

A &
Ne dnemeHT nepepHen Onucanme
naHenu
1 [1-8] 8 nopTos 10/100/1000BASE-T (RJ-45).
2 9,10 Kom60o-noptbl 10/100/1000BASE-T (RJ-45)/1000BASE-X.
PWR1, PWR2 MNHAMKATOPbI NMUTAHWUA YCTPOMCTBA.
3
Temp NHauKaTop TemnepaTypbl.
®YHKUMOHabHasA KHOMKa A/1A Nepes3arpy3Kku ycTponcTea u cbpoca K 3a-
BOACKMM HaCTpOMKam:
4 r - MPY HaXaTUM Ha KHOMKY AAnTeNbHOCTbIO meHee 10 ¢ npoucxoauT ne-
pesarpyska ycTpoWcTBa;
- MPM HaXKaTUM Ha KHOMKY AsauTenbHocTblo 6osnee 10 ¢ npoucxogut
cbpOC HAaCTPOEK YCTPOMCTBA A0 3aBOACKOW KOHPUrypauuu.
5 Console KOHCONbHbIV NOPT ANA NOKANBHOMO YNPaBAEHUA YCTPONCTBOM.
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PucyHok 21 — lMepeaHasa naHenb MES3508P

Tabanuya 17 — OnuncaHue pasbemMoB, MHANKATOPOB M OPraHOB yrnpaBaeHna nepeaHel naHenm MES3508P

1 [1-8] 8 nopTos 10/100/1000BASE-T (RJ-45).

2 [1-8] CeeToBan nHAMKauma PoE.

3 9,10 Komb6o-nopTsl 10/100/1000BASE-T (RJ-45)/1000BASE-X.
PWR1, PWR2 MHAWKATOPbI MUTAHUA YCTPOMCTBA.

4 Alarm NHAanKaTop aBapuu.
Temp MHanKaTop TemnepaTypsol.

dYHKUMOHabHaA KHOMKa ANA nepesarpysKku ycTpoincTea 1 cbpoca K 3a-
BOZACKMM HAaCTPOMKaM:

5 F - NPU HaXKaTuu HavKHOI'IKy AnuTenbHocTbio MeHee 10 ¢ npoucxoauT ne-
pesarpyska yCTpoicTBa;

- NPV HaXkaTMM Ha KHOMKY AautenbHocTbio 6onee 10 ¢ npoucxoaut
cHpOC HaCTpOeK YCTPOWCTBA 4,0 3aBOACKOM KOHOUTYypaumu.

6 Console KOHCO/IbHbIV NOPT AN1A NOKANbHOIO YNPaBAEHUS YCTPOMCTBOM.
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PucyHok 22 — lMepeaHasa naHenb MES3510P

Tabnmua 18 — OnuncaHue pasbemoB, UHANKATOPOB M OPraHOB yrnpaBaeHusa nepeaHen naHean MES3510P

N -
Ne dnemeHT nepeaHen Onncanme
naHenm
1 [1-8] 8 noptos 10/100/1000BASE-T (RJ-45).
2 [1-8] CseToBasA MHAUKaums PoE.
3 9,10,11,12 100/1000BASE-FX/1000BASE-X (SFP).
PWR1, PWR2 MHAMKaTOpbl MUTAHUA YCTPOMCTBA.
4 Alarm NHauKaTop aBapum.
Temp NHanKaTop TemnepaTtypbl.
®YHKUMOHaNbHAA KHOMKa AN1A Nepe3arpysku ycTponcTea u cbpoca K 3a-
BOZCKMM HAaCTPOMKaM:
5 r - MPU HAXKaTUM Ha KHOMKY AANTENbHOCTbIO MeHee 10 ¢ npoucxoaumT ne-
pe3arpyska ycTpoWcTBa;
-MPY HaXKXaTUM Ha KHOMKY AsuTenbHoOcTblo 6osnee 10 ¢ npoucxogut
cbpOC HACTPOEK YCTPOMCTBA A0 3aBOACKOW KOHPUrypauuu.
6 Console KOHCONbHbIV NOPT ANA NOKANBbHOMO YNPaBAEHUA YCTPONCTBOM.

2.4.2 3a0HAA u 8epXHAA NaHenu ycmpolicmea

BHewHW BUA 3agHen naHenn KommyTtatopos MES5324 npuBeaeH Ha puUcyHKe 23.

PucyHok 23 — 3agHaa naHenb MES5324
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B Tabnmue 19 npmBeaeH nepeyeHb PasbemoB, PacnoOKeHHbIX Ha 3a4Hel NaHeAn KoMmmyTaTopa

MES5324.

Tabanua 19 — OnuncaHme pa3beMoB 3aHeEN NaHenn KommyTtaTopa MES5324

MEHHOro TOKa.

Ne dnemeHT 3agHell naHenm OnucaHue

1 Knemma 3azemnenHuna —= Knemma gns 3a3emneHuns ycTponcTea.
CbemHble BEHTUNIALMNOHHbIE MOAYNN C BOSMOXHOCTbIO FOpHHeVI 3a-

2 CbemMHble BEHTUAATOPbI
MeHbI.

3 43VDC Pasbem gna noAKNOYEHUA K UCTOYHUKY SNEKTPONUTAHMA NOCTOAH-
HOro TOKa.
Pasbem ana NOAKAOYEHUA K UCTOYHUKY INEKTPOMUTAHUA nepe-

4 ~220 VAC 50 Hz max 1A ANA TIOA ¥ P P

BHewWwHW BUA 3a4HUX NaHenen KommyTtatopos cepnn MES33xx npuBeneH Ha puUcyHKax 24-27.
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PucyHok 24 — 3agHaa naHenb MES3324F, MES3348F, MES3324
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PucyHok 25 — 3agHaa naHenbo MES3348
®|8a818-2c0 ®[95815-8:0 @ ®
S gy e
® SRS SFOEA=T 80
Incls e S s TRORDRT O nar 14
Saa=cgel Solgr8al
OR= 2=y egla®sl

PucyHok 26 — 3agHaa naHenb MES3308F
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HOK 27 — 3aaHAA naHenb MES3316F

Tabanuya 20 — OnucaHne pasbeMOB 3aHEN NAaHENN KOMMyTaTopoBs cepmm MES33xx

Ne dnemeHT 3agHel naHenm OnucaHue
—_—i— o

1 Knemma 3aszemneHuna = Knemma gnAa 3azemneHunsa yCTpoMCTBa.

CbemHble BEHTUAALMOHHbIE MOAYAU C BO3MOMKHOCTbIO ropsyein 3a-
2 CbeMHble BEHTUNATOPbI

MEHbI.
3 43VDC Pasbem Ons NOAKNIOYEHUA K UCTOYHMKY SN1EKTPONUTAHUA MOCTOAH-

HOro TOKa.

Pasbem gna NogKNOYEeHMA K UCTOYHWUKY 3/IEKTPONUTAHUA NepemeH-
4 ~220 VAC 50 Hz max 1A o TOKf: A y a i

BHeLWHMM BMA 3a4HEN NaHen KoMMyTaTopos cepun MES23xx npuBegeH Ha pUcyHKax 28-32.

O 2
(- -
PucyHok 28 — 3agHaa naHenb MES2324, MES2324B
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2 2 1
®
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2 2 1
PucyHok 30 — 3agHaa naHenb MES2324P ACW
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PucyHok 31 — 3agHaa naHenb MES2324F DC, MES2324FB

PucyHok 32 — 3agHaa naHenb MES2348B

Tabnmua 21 — OnucaHue pasbemoB 3aaHel naHean kommyTtatopos MES2324x, MES2348B

Ne dnemeHT 3agHei naHenm OnucaHue

1 Knemma 3asemneHns = Knemma anda 3asemneHuns ycTpoicTea.

2 BeHTMnAaTOpbLI.

3 12VDC max 5A Knemmbl g5 NoAKNOYEHMA aKKYMYNATOPHOM 6aTapen 12V.

4 ~110-250VAC, 60/50Hz Paszbem ona NOAKAOYEHUA K UCTOYHUKY INEKTPONUTAHUA nepemeH-
max 2A HOro TOKa.

BHewHW BUA 3agHeN naHenn KommyTtatopa MES2348P npusegeH Ha pucyHke 33.

_/"“ﬁ

]
So

1 2 3 3
PucyHok 33 — 3agHaa naHenbs MES2348P

B Tabnmue 22 npuBeaeH NepeyeHb Pa3bemoB, PacnoOKeHHbIX Ha 3a4HeN NaHeAn KoMmyTaTopa
MES2348P.

Tabnunua 22 — OnucaHne pa3bemoB 3aAHel NnaHenn KommyTtatopa MES2348P

Ne dnemeHT 3agHei naHenun OnucaHue

CbemHble BEHTUAALMOHHbIE MOAYAN C BO3MOXHOCTbIO ropayei 3a-
1 CbeMHble BeHTUAATOPbI

MEHbI.

[ — o
2 Knemma 3asemneHuna = Knemma gns 3a3emneHuna yCTpomcTsa.
3 ~100-240VAC, 60/50Hz Paszbem gna NnoAKNOYEHUA K UCTOYHUKY 3/1IEKTPONUTAHMA NEPEMEH-
max 10A HOrO TOKa.
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BHewWHMI BMA 3a4HEN NaHenn KommyTaTopos cepumn MES2308x npuseaeH Ha pucyHKe 34,

serex [fji i
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-
i |42

PucyHok 34 — 3agHaa naHenb MES2308, MES2308P, MES2308P DC, MES2308R

BHewHW BUA 3agHen naHenn KommyTtatopa MES23281 npmBeneH Ha pucyHke 35.
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PucyHok 35 — 3agHaa naHenb MES2328l|

BHeWwHMN BMA, BepxHen naHenm kommytatopos MES3508, MES3508P n MES3510P npuBeaeH Ha
pucyHke 36.

{
@
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)

Drycontact  PWR1 PWR2

NC-COM-NO)

| —

PucyHok 36 — BepxHAa naHenb MES3508, MES3508P, MES3510P

Tabanua 23 — OnuncaHme pasbemMoB BepxHelt naHean kommyTtatopos MES3508, MES3508P, MES3510P

Ne dnemeHT 3agHen naHenun OnucaHue

—t o
1 Knemma 3azemnenua = Knemma gna 3asemneHuna ycTpomcrea.

48 (20~ 70) VDC (ansa

) MES3508) Pasbembl Ana NOAKAOYEHUA K UCTOYHMKAM 3N1EKTPONUTAaHUA NOCTO-
48 (45~ 57) VDC (ana AHHOrO TOKa.
MES3508P n MES3510P)

3 12VDC max 5A PeneiHbiN BbIxo4 aBapuinHOMN curHanmnsaumm: 1 A 24 V DC.
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2.4.3 bBoKosble naHenu ycmpolicmea
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PucyHok 38 — JleBasi 6okoBas naHesnb Ethernet-kommyTaTopos

Ha 60KOBbIX NMaHenax yCTponcTBa Pacrno/ioeHbl BEHTUNALMOHHbIE PELIeTKU, KOTopble cayaT ans
oTBOAa Tenna. He 3aKpbiBaiTe BEHTUNALMOHHbIE OTBEPCTUA MOCTOPOHHUMMU MpeameTaMmu. ITO MOKET
MPMBECTM K Neperpesy KOMMOHEHTOB YCTPOMCTBA M Bbi3BaTb HapylleHMa B ero pabote. PekomeHaauumn no
YCTaHOBKE YCTPOICTBa Pacno/ioKeHbl B pasgene «YCTaHOBKa M NOAK/IIOUEHnE .

2.4.4 Ceemoeasn uHOUKayusa

CoctosHue nHtepdeiicos Ethernet MHanumpyetca aByma cBeToaAMOAHbIMU MHANKaTOpamu, LINK/ACT
3e/1eHoro ugeta n SPEED aHTapHOro useta. PacnonoXeHne cBeTOoANOA0B NOKA3aHO Ha pucyHKax 39, 40, 41.

LINK/ACT SPEED

PucyHok 39 — BHewHM BuA pasbema ¢ QSFP+-TpaHcnsepamm

ey

HVA VAR

LINK/ACT  SPEED

PucyHok 40 — BHewwHuit BuA pasbema SFP/SFP+
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SPEED

PucyHok 41 — BHewHu Bua pasbema RJ-45

Tabnuua 24 — CeeToBas MHAMKaUMA cocToAaHMa XLG-nopToB

BbikntoueH

BbikntoueH

MopT BbIKAOYEH AN COeAUHEHME HE YCTaHOBAEHO

lopuT nocToAHHO

[opuT nocToAHHO

YcTaHOB/IEHO coeanHeHue Ha ckopocTu 40 Meut/c

lopnT NOCTOAHHO

Mwuranune

MaeT nepepaya faHHbIX

Tabanua 25 — CeeToBas MHAMKAUMA COCTOAHNA XG-NOpTOB

BbikntoueH

BbikntoueH

MopT BbIKAOYEH AN COeANHEHME He YCTaHOBAEHO

BbikntoueH

fopnT nocToAHHO

YcTaHoOB/IeHO coeAnHeHne Ha ckopocTu 1 Iéut/c

lopuT nocToAHHO

[opuT nocToAHHO

YcTaHOB/IEHO coeanHeHue Ha ckopocTtu 10 Feut/c

X

Mwuranune

MpoeT nepepava AaHHbIX

Tabnunua 26 — CeeToBas MHAMKaUMA cocToAHUA Ethernet-noptos 10BASE-T

BbikntoueH

BbikntoueH

MopT BbIKAOYEH AN COeANHEHME He YCTAaHOBAEHO

BbikntoueH

FopuT NnocToAHHO

YCTaHOB/IEHO coeaMHeHUe Ha ckopoctn 10 Méut/c
nnamn 100 M6uTt/c

lopuT nocToAHHO

lopuT noctoAHHO

YcTaHOBNEHO coeauHeHWe Ha ckopoctn 1000
M6éut/c

X

Mwuranune

MpoeT nepepava AaHHbIX

NHaukaTop Unit ID (1-8) cny»KuT ana o603HauyeHUs Homepa YCTPOMCTBA B CTEKe.

CuctemHble nHamnkaTopbl (Power, Master, Fan, RPS) caysaT ans onpegeneHua cOCToAHUA paboTbl

y310B KOMmMmyTaTopos cepmumn MES53xx, MES33xx, MES23xx, MES35xx.

Tabnnua 27 — CBeToBas MHAMKAUMSA CUCTEMHbIX MHONKATOPOB

Power

MuTaHme BbIKIOYEHO

CocTtosHue BbikntoueH
MCTOYHMKOB 3eneHbli, roput
nnuTaHua NOCTOAHHO

MWTaHWe BKAOYEHO, HOpMabHasn
paboTta ycTpolicTBa

58
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3eneHblit, mepuaeT

CamoTecTpoBaHMe yCTpoMCTBa Npu
ctapte (POST)

KpacHbiin, roput
NOCTOAHHO

OTcyTCcTBME NEPBUYHOTO NMUTAHUA OT
OCHOBHOIO UCTOYHMKA (NpW NUTaHWUU
YCTPOWCTBa OT pe3epBHOro
WUCTOYHUKA)

MpusHak 3eneHbl, roput YCTPOMCTBO ABAAETCA «KMACTEPOMY B
Master BeayLLero NOCTOAHHO CTeKe
ycTpolicTBa npu BbIKTIOueH YCTPOICTBO He ABNSETCA KMacTEPOM»
paboTe B cTeke B CTekKe
3eneHsbli, roput
CocrosaHwne HOCTOAHHO Bce BeHTUNATOPbLI UCMPaBHbI
Fan BEHTUATOPA ”
KpacHbiin, roput OTKa3 ogHoro nau bonee
oxXnaxkaeHua
NOCTOAHHO BEHTU/IATOPOB
3eneHbli, roput .
HopmanbHasa paboTa ycTpoictaa
NOCTOAHHO
. OTKas ogHoro unu bonee
KpacHbin, roput
WhavkaTop HOCTOAHHO BEHTUNATOPOB, Unu asapua PoE
MES2348P
Status COCTOAHUA ( ) —
yerpoiicTea 3arpyska ycTpovcTea. He HasHauveH
. . IP-agpec HM Ha oaunH 13
KpacHbin-3eneHbin, .
MaraeT nHTepdeicos, MMbBO B CTEKe He
obHapykeH macTep (MES2324,
MES2324FB, MES2324F DC)
. MoaknoyeH notpebutens PoE (roput
MHpmkarop 3eneHbl, roput WMHOMKATOP, COOTBETCTBYHOLLMIA
PoE coctoAaHna PoE- NOCTOAHHO A P yiot
nopTos nopry)
BbikntoueH MoTpebutenn PoE He NoAKAOYEHDI
3eneHbli, roput Pe3epBHbIN UCTOYHUK NMOAK/OYEH U
Pexum paboTbl NOCTOAHHO paboTaeT HopmanbHO
RPS pe3epBHOro KbacHbIi. roouT OTcyTCcTBME NEPBUYHOIO NMUTaHMA
NCTOYHMKA I'I(,:CTOHHI-;O P pe3epBHOro UCTOYHWUKA UK ero
nuTaHuA HEeUCNpPaBHOCTb
BbikntoueH Pe3epBHbIN UCTOYHMK HE MOAK/I0YEH
3eneHbl, roput
HOCTOAHHO AKB nogkntoueHa, nuTtaHue B Hopme
Batt " 3eneHblit, muraet AKB 3apsarkaeTca
atter HAMKaTo = -
(MESZ32)£/lB co:'ronHMﬂp KpacHbIn-3enéHbin, OcHoBHOe nNuTaHue oTkAo4YeHo, AKb
’ . Mmuraet pa3psaArkaeTca
MES2324FB, AKKYMYNATOPHOMU " "
MES2348B) Garapen KpacHbin, muraet Hu3kmn yposeHb 3apaga AKb
BbikntoueH AKB oTkntoueHa
KpacHbin, roput ABapus PTB (pacuenuTtensa Toka
NOCTOSIHHO 6artapenu)
3eneHbli, roput BNOK NUTaHMA yCTaHOB/IEH B C/OT,
NOCTOAHHO nNUTaHWe BKIOYEHO
WHaukaTop BAOK NMTaHMA yCTaHOB/IEH B C/IOT, HO
PS1, PS2 A . nUTaHMUe OTKAYEeHOo; 610K NUTaHUA
COCTOAHUA KpacHbiin, roput
(MES2348P) 6/10KOB MTaHUS I'IOCTOFlHI—;O YCTaHOBJIEH B C/10T, NUTaHWE
BK/IIOYEHO, HO MMeeTCA
HEWCNPABHOCTb
BbIkntoueH BAOK NUTaHMA He YyCTaHOB/EH B CNOT

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MES5324
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Alarm

KpacHbln—3enéHblii, Harpy3Ka PoE Bbilwe HacTpomKu
Muraet usage-threshold
CeeTtoBan KputnyecKkas owmnbKa B pabote PoE,
WHAMKALMA KpacHbIi, roput npveeaLwasn K oTkAto4eHuto PoE Ha
CUCTEMHBbIX NOCTOAHHO BCEX NOpPTax IM6O OTKa3 04HOMO UK
WHAMKATOPOB 60s1ee BEHTUNATOPOB
Harpy3sKa POE HW»Ke HacTpoMKu
BbikntoueH
usage-threshold

2.5 KomnneKrt nocraBku

B 6a30BbIii KOMMNAEKT NOCTaBKU BXO4AT:

Ethernet-kommyTaTop;

KomMnneKT Kpenerka B CTOMKY;

WHyp nutaHua EBpoBunka-C13, 1.8m (Tonbko ana MES2308, MES2308R, MES2308P AC,
MES2324 AC, MES2324B, MES2324P AC, MES2324P ACW, MES2324FB, MES2348B);

LWHyp nuTaHma MNBC 2x1.5, 2m (Tonbko ans moaenen MES2308P DC, MES2324 DC, MES2324B,
MES2324F DC, MES2324FB, MES2324P DC, MES3508, MES3508P, MES3510P);

Pasbem KabenbHon uactu 2EDGK-5.08-02P-14-00AH — 2 wrt. (Tonbko ana MES3508,
MES3508P, MES3510P);

Pasbem KabenbHoi uactu 2EDGK-5.08-03P-14-00AH — 1 wrt. (tonbko ana MES3508,
MES3508P, MES3510P);

MamaTKa 0 AOKYMEHTAUMK;

CepTndunKaT COOTBETCTBUSA;

Macnoprt.

Mo 3anpocy B KOMMNAEKT NOCTAaBKM OMUMOHANbHO MOTYT 6bITb BKNOYEHDI:

PykoBoacTBo no akcnayatauum Ha CD-gucke;

KoHco/bHbIM Kabenb;

Moaynb nutaHua PM160-220/12 (ana MES23281 u cepuit MES33xx, MES5324) nan PM950-
220/56 (pna MES2348P);

LWHyp nuTaHua EBpoBunka-Cl3, 1.8m (B ciyyae KommieKkTaumMmM mogynem nutaHus PM160-
220/12 nan PM950-220/56);

Moaynb nuTaHua PM100-48/12 (ans MES2328| u cepuit MES33xx, MES5324) nan PM950-
48/56 (ana MES2348P);

LWHyp nuTaHua MBC 2x1.5, 2m (B cay4ae KOMNAEKTaLuMmn mogynem nutadusa PM100-48/12);
SFP/SFP+/QSFP+-TpaHcuBepbl.
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3 YCTAHOBKA U NOAKNIOYEHUE

B naHHOM pa3gene onucaHbl NpoLeaypbl YCTaHOBKU 060py10BaHUA B CTOMKY U NOAKAOYEHUA K NUTa-
foLen cetu.

3.1 KpenneHue KpOHLWTENHOB

B KOMNAEKT NOCTaBKM YCTPOMCTBA BXOAAT KPOHLUTEMHbI AN1A YCTAHOBKM B CTOMKY M BUHTbI 418 Kpense-
HUA KPOHLUTEMHOB K KOpNycCy yCTpoicTBa. 1A YyCTaHOBKM KPOHLUTEAHOB:

PucyHok 42 — KpenneHune KpOHLWITENHOB

1. Tpw HanMyMmM TPAHCNOPTHOrO BUHTA YAA/IUTE ero nepes HayaloM YCTAaHOBKMU.
2. CoBmecTuTe YeTblipe OTBEPCTUA A1 BUHTOB Ha KPOHLUTEMHE C TaKUMMU Ke OTBEPCTUAMM Ha Ho-
KOBOW MaHenn ycTpoicTBea.

C NoOMOLLLbI0 OTBEPTKU MPUKPENUTE KPOHLUTENH BUHTAMM K KOpPMyCy.

4. MMosTopuTe genctemA 1, 2 onA BTOPOro KPOHLUTEMHA.

w

3.2 YcTaHOBKa ycTpoiicTBa B CTOMKY (Kpome MES3508, MES3508P, MES3510P)

[N yCcTaHOBKM YCTPOMCTBA B CTOMKY:

1. MpunoxKuTe yCTPOMCTBO K BEPTUKA/IbHBbIM HAaNpPaBASIOWMM CTOMKMN.

2. CoBMecTUTE OTBEPCTUS KPOHLUTEMHOB C OTBEPCTMAMM Ha HANPaBAAIOLLMX CTOMKKU. Ucnonb3yiiTe
OTBEpCTWA B HaMNpasAAOLWMX Ha OAHOM YPOBHE C 06eMX CTOPOH CTOMKM, AJ1A TOFO YTO6bI YCTPO-
CTBO Pacno/iarasiocb rOPU3oHTabHO.

3. C nomoLLbto OTBEPTKM MPUKPENUTE KOMMYTATOP K CTOMKE BUHTAMMU.
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PucyHok 43 — YcTaHOBKa YCTPOMCTBA B CTOMKY

Ha pucyHke 44 npuseaeH Npumep pasmelLeHns kKommytatopos MES5324 B cToitKe.

o MES-5324 N1 o
(] KabenbHblin opraHanaep (]
o] MES-5324 N2 °
o KabenbHblii opraHansep o
o] MES-5324 N3 )
(] KabenbHbiih opraHanaep (]
o  MESB5324N4 )
(] KabGenbHeblii opraHansep (o]
o] MES-5324 N5 °
o KabenbHblli opraHaiisep o

PucyHok 44 — PasmelueHne kKommytatopos MES5324 B cToike

I He 3aKpblBaiiTe BEHTUNALMUOHHDbIE OTBEPCTUA, @ TAaK}KE BEHTUNIATOPbI, PacnooXeHHble Ha
3agHel naHenu, NOCTOPOHHMMU NpeaMeTamun Bo usbexkaHue neperpeBa KOMMNOHEHTOB
KOMMYyTaTOpa M HapylueHua ero paboTbl.
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3.3 YcraHoBKa ycTpoiicts MES3508, MES3508P, MES3510P Ha DIN-peiKy

YCTPOMUCTBO pasmell,aeTca BepTUKANbHO, TaK KaK 60KoBble NnaHenun obecneunsaloT Teno-
OTBOA,

[ns yctaHoBKK ycTpolicTea Ha DIN-peliky:
1. Mpunoxutb KpenneHue Ha 3agHel CTeHKe KomMmyTaTopa nosepx DIN-peiku.
2. [oTAHYTb KOMMYTaATOpP BHM3 A0 ynopa.
3. HapasuTb Ha HUXKHIOK YacTb KOMMYTATOpPa A0 3alLeNKUBAHUA.
Ons pemoHTaxKa ycrpolictea ¢ DIN-peliku:
1. HapaswuTb Ha KOPNYC KOMMYTaTOpa CBEPXY.

2. He cHMMasa AaBneHus, NOTAHYTb HUMXKHIOK YaCcTb KOMMYTATOPa Bnepes,.
3. [punoaHATb Kopnyc U CHATb KomMyTaTop ¢ DIN-peinku.

3.4 YcTtaHOBKa moAy/en NUTaHuA

KommyTaTop MOXeT pa6OTaTb C OAHUM Unn AByma Mmoaynamum nUTaHuA. YcTaHOBKa BTOpPOro moayna

NMNTaHUA HEO6XOAMMa B C/lyd4ae WMCNo/2Ib30BaHUA yCTpOVlCTBa B yCnoBuAX, Tp66leLLI,MX NoBbIWEHHOMN
HaOEeXHOCTU.

MecTa 418 yCTaHOBKM MOAYNEN NUTAHUA C 3/TIEKTPUYECKOM TOUKMN 3peHUA PaBHOLEHHbI. C TOYKN 3peHus

MCMNO/Ib30BaHWUA YCTPOICTBA MOAY /b NUTAHUA, HaXO4ALWMINCA BAMNKE K Kpato, CYNTAETCH OCHOBHbIM, BaMKE K
LEHTPY — pe3epBHbIM. Moaynu NuTaHWA MOTYyT YCTaHABAMBATLbCA M W3BNEKATbCA 6€3 BbIKNHOYEHMUSA
ycTpoiictea. MNpu yCTaHOBKE WAW U3BAEYEHWUM AONONHUTENBHOMO MOAYAA MUTAaHNA KOMMYTaToOp NPOAO/KAET
paboTy 6e3 nepesanycka.

’ ‘ Mepep 06cny:XmMBaHMem U3genna, pPEMOHTOM UAWN APYTMMU aHANOTMYHBIMU AeiiCTBUAMMU
OTK/AOUMUTE U3aenmne oT BCeX UCTOYHUKOB NUTAHUA.

PucyHok 45 — YcTaHoBKa moaynei nuTaHua
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CocToAHMe Moaynei MNuTaHUA MOXKeT 6biTb NPOBEPEeHO N0 WMHAMKAUMW Ha nepeaHen naHenu

KommyTaTtopa (cm. pasgen 2.4.4) uaum nNo AMarHOCTMKE, AOCTYMHOW 4epe3 WHTepdeicbl ynpaBaeHUs
KOMMYTaTOPOM.

.‘

UHauKauma aBapun moayna nUTaHUA MoXKeT 6bITb BbiI3BaHa He TOJIbKO OTKAa3oMm moAayns,
HO U OTCYTCTBMEM NEPBUYHOro NUTAHUA.

3.5 ToaknouyeHue NUTaOLWEN CETH

1. [Mpexzae Yem K yCTpoMncTBy byaeT NogKAOYeHa NMTatOWAA ceTb, HEOBXOAMMO 3a3eMAUTL KOP-
nyc yCTPOMCTBA. 3a3emaeHne He0H6X0AMMO BbINOAHATL N30ANPOBAHHBIM MHOTOXWUAbHbBIM NPO-
BOZOM. YCTPOWCTBO 3a3eM/IEHUA U CEYEHME 3a3EMJIAIOLLEINO NPOBOAA AOJKHbI COOTBETCTBO-
BaTb TpeboBaHuam My3.

MNopknoueHne A0NKHO OCYLECTBAATLCA KBaINPULMPOBAHHBIM CNELUaICTOM.

2. Ecam npegnonaraertca NoAK/Alo4YeHUe KOMMbloTepa UAN MHOro 060pyA0BaHNA K KOHCObHOMY
NOpPTY KOMMYTaTOpPa, 3TO 060PYyA0BaHME TaKKe A0KHO ObITb HAZLEKHO 3a3eM/IEHO.

3. TogxntounTe K yCTPOWCTBY Kabenb NUTaHMA. B 3aBUCMMOCTU OT KOMMNEKTaLMKN YCTPOUCTBA, NK-
TaHWE MOKET OCYLLLECTBAATLCA OT CETU MePEMEHHOT0 TOKa IMBO OT CeTM NOCTOAHHOTO ToKa. Mpu
NOAK/IIOUYEHNN CETU NMEPEMEHHOTO TOKa C/ielyeT UCMO/b30BaTb Kabesb, BXOAALLMI B KOMMIEKT
ycTpoicTBa. Mpu NoAKAOYEHUN K CETU NOCTOSHHOTO TOKa MCNO/b3yNTe NPOoBOA, CEYEHNEM He
MmeHee 1 Mm% 1 cobogaiite NONAPHOCTb, YKa3aHHYIO Ha 610Ke NUTaHusA.

Bo nsbexkaHme BOSHMKHOBEHUA KOPOTKOro 3amMbiKaHUA NpU NOAKNIOYEHUUN K CeTU NOCTO-
AHHOrO TOKa pekomeHAayeTcAa NnpounsBecTt 3a4UCTKY NpoBoAa Ha AJ/INHY 9 mm.

Llenb NnMTaHUA NOCTOAHHbLIM TOKOM A0J1)KHa COAEPKaTb YCTPOMUCTBO OTKIOYEHUA NUTAHUA
¢ dU3MUeCKUM pasbeAnHEHMEM COeaUHEHUA (BbIKAIOUYATENb, Pa3beM, KOHTAKTOp, aBTO-
MaTUYECKUi BbIK/loYaTeNb U T.N.).

4. BknaouuTe NUTaHMe yCTpOVICTBa n Y6eAMTECb B OTCYTCTBUMU aBapMﬁ MO COCTOAHUIO MHONKATOPOB
Ha I'IEpEAHEVI naHenn.
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3.6 MoaknioueHne AKb K MES2324B, MES2324FB, MES2348B

MoaxntoveHne AKB ocyLLecTBNseTca MeaHbIM NMPOBOAOM ceyeHneM He MeHee 1,5 mm2, Mpu noaknto-
yeHun AKBb Heobxoanmo cobatogatb NOAAPHOCTb.

EmKocTb AKE He meHee 20 Ah.

\
|
|

PucyHok 46 — MNoakntoveHme AKB K ycTpoicTBy

3.7 YcraHoBKa u yganeHue SFP-tpaHcuBepos

q YcTaHOBKa ONTMUYECKUX MOAy/el MOXeT NPOU3BOAUTLCA KaK NPU BbIK/IIOYEHHOM, TaK M
- NPy BKAKOYEHHOM YCTPOIiCTBE.

1. BcrtaBbTe BepxHU SFP-moayib B CIOT OTKPbLITOM YacTbio pasbema BHU3, @ HUXKHUI SFP-moaynb
OTKPbLITOM YacTblo pa3bema BBEPX.

PucyHok 47 — YctaHoBKa SFP-TpaHcmBepos
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2. HapgasuTe Ha moAynb. Koraa oH BCTaHET Ha MECTO, Bbl YC/bILLMTE XapaKTEPHbIN LLLENYOK.

PucyHok 48 — YcTaHoBneHHble SFP-TpaHcuBepbl
OnAa ynaneHua TpaHcusepa:

1. OTKpoiiTe 3aLenKy moayns.

PucyHok 49 — OTKpbITHE 3awenkm SFP-TpaHcuesepos

2. W3BnekuTe Mmogynb U3 cNoTa.

PucyHok 50 — N3BneveHune SFP-TpaHcuBepos
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4 HAYA/NIbHAA HACTPOUKA KOMMYTATOPA

4.1 HacTpoiiKa TepMmuHana

Ha KomnbloTepe 3anycTuUTb Nporpammy smynsaummn TepmuHana (HyperTerminal, TeraTerm, Minicom) u
NPOW3BECTM CAeaytoWwMe HACTPOMKM:

— BblbpaTb COOTBETCTBYIOLLMI NOCAEA0BATE/NbHbIN NOPT;

—  YCTaHOBMTb CKOPOCTb Nepeaaym AaHHbix — 115200 604;

— 3apatb dopmaT AaHHbIX: 8 6UT AaHHbIX, 1 cTONOBLIN BUT, 6€3 KOHTPOS YETHOCTY;

— OTK/NIIOYUTb afnnapaTHoOe U NporpaMmmHoe ynpasaeHne NOTOKOM AaHHbIX;

— 334aTb PEXUM IMYyNALMM TepMUHaaa VT100 (MHOrMe TepMUHa/bHbIE MPOrPaMmMbl UCMO/b3YIOT
AAaHHbIN PEXUM IMYNALNM TEPMUHANA B KAUECTBE PEeXMMa No YMOJTYaHUIO).

4.2 BKAwouYeHue yCTPOUCTBA

YCTaHOBUTb CoeAMHEHME KOHCOIM KOMMYyTaTopa (nopT «console») ¢ pasbeMom Moc/neaoBaTe/IbHOro
nHTepdelica KomnbloTepa, Ha KOTOPOM YCTAaHOB/IEHO NPOrpaMMHOe obecrnedeHme sMmyIauMn TepMUHana.

BKNOUUTL YCTPOMCTBO. [MpY KaxKa0M BKIOYEHUM KOMMYTATOpPA 3aMyCKaeTcsa npoueaypa TeCTMpoBaHMA
cucTembl nNpu BKAoYeHUKU (POST), KoTopaa no3sonseT onpeaennTb pabotocnocobHOCTb yCTpoOiCcTBa nepes,
3arpysKoli UCNoIHAeMOM NPorpaMmbl B onepaTuBHYyo namsaTb (O3Y).

OTtobparkeHune xoaa BbinosiHeHUA npoueaypbl POST Ha KommyTaTopax MES5324:

BootROM 1.20

Booting from SPI flash

General initialization - Version: 1.0.0

High speed PHY - Version: 2.1.5 (COM-PHY-V20)
Update Device ID PEX0784611AB

Update Device ID PEX1784611AB

Update Device ID PEX2784611AB

Update Device ID PEX3784611AB

Update Device ID PEX4784611AB

Update Device ID PEX5784611AB

Update Device ID PEX6784611AB

Update Device ID PEX7784611AB

Update Device ID PEX8784611AB

Update PEX Device ID 0x78460

High speed PHY - Ended Successfully

DDR3 Training Sequence - Ver 5.3.0

DDR3 Training Sequence - Number of DIMMs detected: 1
DDR3 Training Sequence - Run with PBS.

DDR3 Training Sequence - Ended Successfully
BootROM: Image checksum verification PASSED
Starting U-Boot. Press ctrl+shift+6 to enable debug mode.

U-Boot 2011.12 (Feb 01 2016 - 14:45:42) Eltex version: v2011.12 2013 03.0 4.0.1
Loading system/images/active-image

Autoboot in 2 seconds - press RETURN or Esc. to abort and enter prom.

CnycTa aBe CeKyHZAbl noc/e 3aBepleHuns npoueaypbl POST HaunHaeTcs aBTo3arpysKa nporpaMmmHoro
obecneyeHns KommyTaTopa. [Ns BbINOJHEHUS CieumanbHbIX NpoLeayp UCNob3yeTcs MeHto Startup, BOMTU
B KOTOPOE MOXHO, MpepBaB 3arpy3Ky Haxkatmem Knasuwmn <Esc> nnu <Enter> B Te4eHMe 3TOr0 BPEMEHMU.
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Mocne ycnewwHoM 3arpy3kn KOMMyTaTopa NOABUTCA CUCTEMHOE NpuriaweHne nHtepdeica KomaHaHOM
cTpoku CLI.

>lcli

Console baud-rate auto detection is enabled, press Enter twice to complete the
detection process

User Name:
Detected speed: 115200

User Name:admin
Password: ***** (admin)

console#

/";;‘ [ns 6bicTporo BbiI30Ba CNPABKU O AOCTYMHbIX KOMaHAaX MCNO/b3yiTe KOMBUHALMIO Kna-
o BULWW <Shift>n <?>.

4.3 3arpy3o4yHoe meHIo

[na BXofa B 3arpy3oyHOE MeHI0 ciefyeT MOoAKAYMTLCA K YCTPOMCTBY uyepes mHTepdeic RS-232,

nepesarpysuTb YCTPOWCTBO M B TEYEHUME ABYX CEKYHA, NOCAE 3aBepLUeHmaA npoueaypbl POST HaxaTb <ESC> unu
<ENTER>:

U-Boot 2011.12 (Feb 01 2016 - 14:45:42) Eltex version: v2011.12 2013 03.0 4.0.1
Loading system/images/active-image

Autoboot in 2 seconds - press RETURN or Esc. to abort and enter prom.

Bupa 3arpy304HOro meHio:

Startup Menu
1] Restore Factory Defaults

[

[2] Boot password

[3] Password Recovery Procedure
[4] Image menu

[5] Back

Enter your choice or press 'ESC' to exit:

Tabnuua 28 — OyHKLMM MHTepdelica 3arpy304HOro MeHHo

®dyuKyua OnucaHue
Restore Factory Defaults BoccTaHOBUTb 3aBOACKME HAaCTPOMKHM
Boot password YCcTaHOBUTL/YAaNUTb Naposb Ha bootrom
Image menu BbIbpaTb akTMBHbIVM 06pasa cuctemHoro MO
Password Recovery Procedure COpoCUTb HAaCTPOMKM ayTeEHTUPUKALUM
Back MpoAoKUTb 3arpysKy
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4.4 Pexum paboTbl KOMMYyTaTOpa

KommyTtatopbl cepuit MES53xx, MES33xx, MES23xx paboTaloT B peXXnume CTEKMPOBAHMS.

V Kommytatopol MES3508, MES3508P wu MES3510P He nopAaepXuBalwoT pexum
CTEKMPOBAHMUA.

Ctek OYHKUMOHMPYET Kak eanMHOEe YCTPOMCTBO M MOKET 06beANHATL A0 8 KOMMYTATOPOB OAHOM U TON
e MOLEeNN, UMEIOLLMX Cieaytolme poau, onpeaensemble nx nopaakosbimm Homepamu (UID):

— Master (UID ycTpoiictBa oT 1 Ao 8), C HEro NpoUCXoAnT ynpasBaeHUe BCEMM YCTPOMCTBAMU B
cTeKke. Posib MOXKHO Ha3Ha4YMTb BCEM YCTPOICTBAM, HO aKTUBHbIN master npu sTom byaeT oauH,
ocTasibHble byayT GyHKUMOHMpPOBaTb B posn backup.

— Backup (UID ycTpoiictBa oT 1 Ao 8) — ycTpolicTBO, nog4ymHsatoweecs master. ybaumpyert Bce
HaCTPOMKM, 1, B C/lydae BbIX0Aa YNPABAAIOLLEIO YCTPOWCTBA M3 CTPOA, bepeT Ha ceba GyHKUUM
ynpasaeHna cTEKOM. POib MOXHO Ha3HaYUTb MaKCMMYM CEMM YCTPOMCTBAM.

—  Slave (UID ycTtpolictBa oT 1 A0 8) — yCTPOICTBO, NoAUmMHAKLLeecs master. He moxeT paboTaTtb
B aBTOHOMHOM peXume (ecnm oTcyTcTByeT master). Ponb MOXHO Ha3HauyUTb MaKCUMYM LIECTH
ycTpoictBam. JlonycTMma KoppekTHan paboTa cteka 6e3 yCTPOMCTB C A4aHHOM POJbto.

Ona KoppeKkTHOM paboTbl cTeKa He06XoAMM XOTA 6bl OAUH IOHUT C POaIbl0 Master U oauH
OHUT ¢ ponbto backup.

.-

/’ UHTepddeiicbl B pexkume CTeKMPOBaAHUA PabOTalOT TONIbKO HA MAaKCUMAIbHOI CKOPOCTU UH-
Tepdeiica.

Mo yMon4aHWI0O KOMMYTaTOP HaxoAMTcA B poan master, nopTbl XLG (XG) yyacTBytoT B nepesaye AaHHbIX.

B pexume crekuposaHma MES5324 wucnonb3yetr XLG-MopTbl ANA CUHXPOHU3AUMUM, OCTasibHble
KOMMyTaTopbl cemeiicTea, Kpome MES2308, MES2308P, MES2308R, MES2328] — XG-nopTbl (MES2308,
MES2308P, MES2308R 1 MES2328| ucnonb3ytoT 1G-noptbl). Mpn 3TOM yKasaHHble NOPTbI HE y4yacTBYIOT B
nepegaye AaHHbIX. BO3MOXKHbI ABE TOMNOAOMMU CUHXPOHU3UPYIOLLMXCA YCTPONCTB — KOMbLLEBAA U IMHENHAA.
[nA noBbllWEeHUA OTKAa30yCTOMYMBOCTM CTEKA PEKOMEHAYEeTCA UCMO/Ib30BaTb KOJbLEBYHO Tomnosoruio. Mpu
MCMNO/Ib30BaHUWN JIMHEAHOM TOMONOTUKN B CXEME U3 ABYX HOHUTOB CTEKOBbIE NOPTbl 06beanHATCA B LAG, uTo
No3BO/IAET NOBbICUTbL MPOMYCKHY CNOCOBHOCTb KaHana. MNpu ncnonb3oBaHMM KONbLEBOM TOMNOMOMMU OAMH
CTEKOBbIN IMHK BaokupyeTtca ana Broadcast, Multicast, Unknown Unicast-tpaduka un He 6a10Kkupyetca gns
06yyeHHoro Unicast-Tpaduka, 4To N03BONAET NOBbICUTb MPONYCKHYH CNOCOHHOCTL CTEKOBbIX IMHKOB.

V Ona kommyTtatopos MES2348P, MIES2348B, MES3348, MES3348F pna obbeanHeHusa B

NIMHEeHOI TonoNornn cTeKosbIX NOpToB B LAG Heo6xoanmo ncnonb3osBatb MHTEpPGEichbl

tel-8/0/1, tel-8/0/4 wan tel-8/0/2, tel-8/0/3. NMpu nwbbIX APYrUX Kom6MHaUMAX
CTEKOBbIX NOPTOB OAUH U3 HUX ByaeT HaxoauTbCA B pesepse u umeTb cratyc Standby.

KommyTtatopbl cepuit MES23xx, MES33xx n MES53xx noaaep:usatoT ¢yHKumoHan NSF (Non-Stop
Forwarding) B cTeke. [aHHbIi GyHKUMOHAN MO3BOASET MWHMMM3MPOBATbL NOTEPU ONA TPAH3UTHOIO
HeMapLpyTU3Mpyemoro Tpadmka B MOMEHT Nepesadm mactepcTea oT master k backup.

MpuHumMn paboTbl NSF: B MOMeHT, Koraa backup 6epeT ynpaBieHue Ha cebs u 3anyckaeT npouecc
OOVHMUMANM3aUMKM A0 poan master, 3anyckaetca Tarimep NSF n pukcupytotca STP-cTaTycbl nOpTOB, NOPTHI B
LACP, uneHctBo noptoB Bo VLAN, ckopocTb noptoB M T.4. OcTanbHble HACTPOMKM NPUMEHAIOTCS Ha
KOMMYyTaToOpe, CTaBllemM master, B peaslbHOM BpEMEHM.

Mpn atom BO BpemaA npouecca NSF M3meHeHue cTatyca noptoB B STP Ha cTeke MNOAHOCTbIO
UrHopmpyeTcA. TaKkkKe 3anpeLwiaerca BbINOJHEHWE KOMaHA NpPocMoTpa KoHoburypaumm (KomaHabl “show
running-config, show startup-config” B pesxkume EXEC), nameHeHue cocToAaHUA NOPTOB (KomaHAabl “shutdown,
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no shutdown” B KOHTEKCTHOM MeHI0 KoHduUrypaummn nntepdeiica) u VLAN (KomaHaa “vlan 2” B KOHTEKCTHOM
meHto “vlan database”), ckopoctn nopTtoB (“negotiation, speed” B KOHTEKCTHOM MeHIO KOHUrypaumm
nHTepdelica), ounctka FDB (“clear mac address-table dynamic” B pexxume EXEC), nepesarpyska ycTpoictsea
(“reload” B pexxume EXEC), uameHeHuMe wumeHM ycTponctBa (“hostname” B pexume rnobanbHoOM
KOHdUrypaumm), BkatodeHne/sbikatodeHne STP (“no spanning-tree” B pexkume rnobanbHol KoHdUrypaumun).

Korga uctekaetr Taimep NSF, Bce paHee 3adMKCMPOBaHHbIE HACTPOMKM MPUMEHSAIOTCA K CTEKY B
peasbHOM BpEMEHM.

Hacmpolika cmeKuposaHua KOMMymamopos

3anpoc KOMaHAHOM CTPOKM MMeeT cneayoLwmii Bua,;

console (confiqg) #

Tabnnua 29 — KomaHAabl AN HAaCTPOMKK CTEKa

3Ha4yeHue/3HayeHue

KomaHoa

o ymonyaHuro

Aelicmeue

stack configuration links
{fol-4| te1-4 | gi9-12}

HasHauuTb MHTEpENchl AN CUHXPOHU3aLMK PaboTbl
KOMMYyTaToOpa B cTeKe. MUHMManbHoe Konmyectso — 1,
MaKcumanbHoe — 2.

stack configuration unit-id

HasHauyaeT Homep ycTpoicTBa «unit-id» nokanbHOMY

unit_id unit_id: (1..8, YCTPOMCTBY (Ha KOTOPOM BbINO/IHEHA KOMaHAa). CmeHa Homepa
auto)/auto YCTPOICTBA NPOM3OMAET NOC/e Nepes3arpyskn KoMmyTaTopa.

no stack configuration Y[anuTb HaCTPOMKM CTeka.

stack configuration master MpUHYAUTENBHO HAa3HAYUTb YCTPOMCTBO MacTepomM (MacTepcTso

unit unit_id byaeT Bcerga COXpaHEHO 3a OHUTOM B C/ly4ae Ha/iMyumA ero B
cTeke). Ecnv B KOMaHAe yKasaTb HOMep YCTPOMCTBA, OT/INYHBIN

unit_id: (1..8)/— OT TOr0, Ha KOTOPOM BbINOJIHAEM €€, TO TeKYLL M1 macTep

NPUHYAUTENbHO NepesarpysnTcsa A1a oTAaYM MacTepcTaa.

no stack configuration BepHyTb BbIGOP MacTepa K CTaHAAPTHOMY afiIropUTMy

master (macTepom byaeT BbIGPaHO YCTPOMCTBO € HaMbonbwmMm uptime).

stack configuration fec Hactpoutb pexkum Forward Error Correction (FEC) Ha

{off|cl74} —Joff nHTepdelicax cTeka.

V Tonbko ana MES5324.

stack nsf

no stack nsf

— /BbIKOYEHO

PaspewnTb HenpepbiBHYIO Nepeaayy aaHHbix (NSF) Bo Bpems
oTAa4YM macTepcTsa.

3anpeTuTb HeNpepbIBHYO Nepegady aaHHbix (NSF) Bo Bpems
OTAauM macTepcTBa.

stack nsf timer value value: 3apaTtb Bpems, B TeuyeHue KoToporo aamtcsa NSF.
no stack nsf timer (60..600) c/120 c YCTaHOBWTb 3HaYeHME NO YMOYAHUIO.
stack unit unit_id unit_id: (1..8) MepeiTn K KOHPUIYPUPOBaAHMIO FOHUTA B CTEKE.

KomaHObI pexcuma KoHgu2ypayuu roHUma

Bug, 3anpoca KOMaHAHOW CTPOKM B peXume KoHPUrypaLmm loH1Ta:

console(unit)#

Tabanua 30 — KomaHAbl ANA HAaCTPOMKM OTAENBHOIO IOHUTA

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

stack configuration role
{slave | master}

HasHauuntb PONb KOMMYTATOpPa B CTEKE.
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no stack configuration role role: (master, backup,
slave)/1 — master, 2 — | YCTaHOBWUTb 3HAYEHUE MO YMOSYAHMUIO.
backup, 3-8 — slave
stack configuration links _ HasHauuTb nHTepoelicsl 4na CMHXPOHWU3aLUKN PaboTbl
{fo1-4 | tel-4 | gi9-12} KOMMYyTaTopa B CTEKe.
stack configuration unit-id Ha3sHaunTb Homep ycTpoiicTa «unit-id» KoHUrypupyemomy
unit_id unit_id: (1..8, toHMTY. CMeHa HoMepa yCTpoKMCcTBa NpPomn3onaeT nocse
auto)/auto nepesarpyskv KommyTtaTopa.
no stack configuration YAanuTb HaCTPOMKM CTeKa.
! [Ona npumeHeHUA HacTPoOeK cTeKa HeobxoaMma nepesarpysKa yCcTpoiicTea.
[lpumep

=  0b6beanHUTb B CTeK ABa KommyTaTopa MES5324. HasHaunTb BTOPbIM IOHUTOM, UCNO/Ib30BaTb UHTEP-
delicbl fol-2 B KauecTBe CTEKUPYIOLLMX.

console# config
console (config)# stack configuration unit-id 2 links fol-2
console (config) #

KomaHObI pexcuma privileged EXEC

3anpoc KOMaHAHOW CTPOKM MMEET c/ieayoLmin BuA,

console#

Tabnunua 31 — ba3oBble KOMaHAbl, A4OCTYMHbIe B pexkmume EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
o ymMmon4aHuro
show stack — OT106pa3unTb MHPOpPMaLMIo 06 YCTPOMCTBAX, BXOAALLMX B CTEK.
show stack configuration OT06pas3unTb MHGOPMALMIO O CTEKUPYOWMUX MHTepdelicax
- IOHUTOB B CTEKE, a TaK}Ke TeKyLLuii BapuaHT Bbibopa macTepa.
show stack links [details] PacwupeHHoe oTobparkeHne MHGOPMALMM O CTEKUPYIOLLMX
- nHTepdericax.

= [lpumep ncnonb3osaHua KomaHapl show stack links:

console# show stack links

Topology is Chain
Unit Id Active Links Neighbor Links Operational Down/Standby
Link Speed Links
1 fol/0/1 £02/0/2 40G fol/0/2
2 f02/0/2 f0l/0/1 40G f02/0/1
’ ' YcTpoiicTBa ¢ oAMHaKOBbIMU uaeHTudPuKatopamm «Unit ID» He moryT pabotaTtb B 0gHOM
. CTeKe.
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4.5 Hacrtpoiika PyHKUMIA KoOmmyTaTOopa

®PYHKUMM NO HaYaNbHOMY KOHOUIYPUPOBAHMUIO YCTPOMCTBA MOXKHO Pas3aennTb Ha ABa TUNa.

— bBa3oBas HacTpoiika — BK/loYaeT B ceba onpeaeneHme 6a3oBbix GyHKLMI KOHUrypaumm u
HaCTPOWKY AMHaMMUYecKux IP-agpecos.

— Hacrtpoitka napameTpoB cucTtembl 6€30MaCHOCTU — BK/OYAET YNpaBAEHUE CUCTEMOW
6e30MacHOCTM Ha ocHoBe MexaHM3ma AAA (Authentication, Authorization, Accounting).

/ Mpu nepesarpyske yCcTPOICTBa BCe HECOXpaHEHHble AaHHble 6yayT yTepaHbl. Ana coxpa-
HeHUA No6bIX BHECEHHbIX M3MEHEHWI B HAaCTPOMKY KOMMYTaTopa UCNob3yeTca cnepyto-
Wwan KomaHpa:

console# write

4.5.1 ba3oeas Hacmpolika Kommymamopa

[na Hayana KoHOUrypauum yCcTponcTea HEOBXOAMMO NOAKAOUYUTL YCTPOMCTBO K KOMMbIOTEPY Yepes
nocaeaoBaTeNbHbIA NOPT. 3aNyCTUTb Ha KOMMbOTEPE NPOrPaMMy SMYNALMM TEPMMUHANA COTNACHO NYHKTY 4.1
«HacTpolika TepmuHana».

Bo Bpems HauyaibHOM HAaCTPOMKMN MOXKHO ONpeaenUTb MHTEPENC, KOTOPbIN ByAeT NCNob30BaTLCA ANA
NOAK/IOYEHMA K YCTPOWCTBY YAaNEHHO.

basosan HaCTpOVIKa BK/IIOHaeT cheaytoulee:

1. 3agaHue naposa ans nonbsosartens «adminy» (c yposBHem npusunernin — 15).
Co3paHure HOBbIX MO/Ib30BaTENEMN.

HacTpoiika ctaTuuyeckoro IP-agpeca, Macku nogcety v Wako3a no yMmoa4aHuio.
MonyyeHune IP-agpeca ot cepsepa DHCP.

Hactponka napameTtpoBs npotokona SNMP.

vk wnN

4.5.1.1 3adaHue napons 044 nosavbzosamesnsn «admin» u co30aHUe Ho8bIx Nosb3osameneli

’ ‘ [Ana obecneyeHms 3aLiMLLEHHOrO BXOAA B CUCTEMY HEO6XO4MMO Ha3HAUYMTb Napob Npu-
N BUJIErMPOBaHHOMY No/sib3oBaTento «adminy».

MmAa nonb3oBaTena 1 Napoab BBOAUTCA NPU BXOAE B CUCTEMY BO BPeMA CEaHCOB aAMUHUCTPUPOBaHUA
ycTpoiicrtea. [1ns co3aaHma HOBOrO NoJib30BaTe s CUCTEMbI MM HACTPOMKK 1t060ro U3 NapameTpos — UMEHM
nonb30BaTeNA, Napos, YPOBHA NPUBUNETUIA, UCNOJb3YIOTCA KOMaHAbI:

console# configure
console (config) # username name password password privilege {I1-15}

/’ YposeHb npuBuaernii 1 paspeluaer 4ocTyn K yCTPOICTBY, HO 3anpeLyaeT HacTPOMKy. Ypo-
BeHb NpuBUaerunii 15 paspelwaer Kak A0CTyN, TaK U HACTPOMKY YCTPOMUCTBA.

Mpumep KomaHa Ans 3agaHuA nosib3osaTento «admin» napons «eltex» u cosgaHua nosb3osatens
«operator» c naposiem «pass» U ypoBHeM npusuaermit 1:

console# configure
console (config)# username admin password eltex privilege 15
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console (config) # username operator password pass privilege 1
console (config)# exit
console#

4.5.1.2 PacwupeHHas Hacmpolika yposHs docmyna

Ha ycTpoiicTee cyliecTBYeT BO3MOXKHOCTb pacnpeneneHuna npas Mo/sib3oBaTeneil B 3aBUCMMOCTU OT
YPOBHA MPUBUAEIUIA, Ha KOTOPOM KaxKAblii M3 nosb3oBaTene 6bln co3gaH. KOHKpeTHoMy YpPOBHIO
npUBUAETMA NPUCBaMBaeTca Habop KOMaHA, KOTOPble MOTYT BbIMOMIHATLCA MO/1b30BATENAMU C YPOBHEM He
HUXKe 3a4aHHOTrO.

' KommyTtatop nopgep)kuBaeT cucTemy Hac/lefoBaHMA Habopa KOMaHg oT 6osiee HU3KUX
° YPOBHeii npusuaeruii.

' MNpuBUAerumn BbICTPANBAIOTCA TONbKO A1 KOHKPETHO 3a4aHHOro y3na. Kaxayo KomaHay
o Heo6Xx0A4MMO NpPoNUCbIBaTb ABHO, HE UCMO/b3yA COKpaLLeHHble popmbl.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

Bug 3anpoca KOMaHAHOM CTPOKU peXKnma rnobasibHOro KOHPUrypnpoBaHus:
console (config) #

Tabnnua 32 — KomaHgpl 419 HaCTPOMKKM pacluMpPeHHOro g4ocTtyna

KomaHga 3Ha4yeHue/3HavyeHue .
Aeilicmesue
Mo ymon4aHuio
privilege context level MpucBaneBaeT yKkazaHHOMY YPOBHIO NpUBUIETUIA
command
level: (1..15); 33aHHYIO KOMaHAy.
/ypoBeHb Npusnaernii | - context — pexnm paboTbl KOMaHAHOW CTPOKMU;
KOMaHS, peskuma - level — ypoBeHb NpuBUAEruiA, Ha KoTopom byaet
EXEC — 1, [OCTYyNHa HacTpaMBaemasa KOMaHAa;
BCeX OCTa/IbHbIX -command — KOMaHaa.
no privile level komawa — 15
p ge context leve Ypanaet goCTyn K KOMaHAe C YPOBHA, Ha KOTOPOM
command KomaHza bbina paspelleHa.

*  [lpumep HacTpoikn Habopa KoMaHA 41A Nosib3osaTens «adminy» c 4 yposHem npusMaernii u Habopa
KOMaHZ Ana nonb3oBaTtens «user» ¢ 10 ypoBHem NpuBUAErmii:

console# configure

console (config) # username admin password passl privilege 4
console (config) # username user password passZ privilege 10
console (config) # privilege exec 4 configure terminal
console (config) # privilege exec 4 show running-config
console (config) # privilege config 10 vlan database

console (config)# privilege config-vlan 10 vlan

Tenepb A1 NOKa/bHbIX MO/b30BaTeeN, Yelt yPOBEHb NPUBUIETUIA Bbile UM paBeH 4, CTaHeT AOCTyneH
BbIBOA, KOMaHAbl show running-config, Ho He ByaeT gocTynHa HacTpoiKa vlan. [1na nonb3oBaTtenel, ypoBeHb
npuBMAEerMii KoTopbix cooTsetcTeyeT 10 u Bbiwe, byaeT AOCTYNHA HacTpovika 1 vlan, n BbiBog, KoMaHabl show
running-config.
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4.5.1.3 Hacmpolika cmamuueckozo IP-adpeca, macku nodcemu U Wist03a 1o yMOA4YaHU

Ona BO3MOXKHOCTM ynpaB/eHUA KOMMYTaTOPOM M3 CeTM HeOBX0AMMO Ha3zHaunTb ycTpoicTay IP-agpec,
MacKy NoAceTu 1, B Cydae yrnpaBaeHua U3 ApYron CeTu, W03 No yMmoadaHuto. IP-agpec MOXKHO Ha3Ha4uTb
nobomy nHtepdeiicy — VLAN, dusmnyeckomy nopty, rpynne noptos (No ymondaHuio Ha nHtepdeiice VLAN 1
Ha3HaueH IP-agpec 192.168.1.239, macKa 255.255.255.0). IP-agpec wnto3a A0/1KeH NpuHaaneskaTb K TOM e
noAceTu, 4To U oAnH n3 IP-uHTepdeincos ycTponcTaa.

/ B cnyuae ecnu IP-agpec HacTpausaetca ana nHtTepdeiica pusnMyeckoro nopTa UM rpynnbl
nopToB, 3TOT MHTepdenc yaanaeTca U3 rpynnbl VLAN, KOTOpoOii OH NpuHaanexan.

V IP-agpec 192.168.1.239 cywecTByeT A0 TeX NOP, NOKa Ha 1t06om uHTepdeiice cTaTUHECKU
‘ nau no DHCP He co3aaH gpyroii IP-agpec.

V ‘ Mpu yaaneHun scex IP-agpecos KommyTaTopa A0CTYN K Hemy 6yaeT ocyLecTBAaTbCa No
IP-agpecy 192.168.1.239/24.

=  [lpmep KOMaHg HAcTponku IP-agpeca ana nHtepoeiica VLAN 1:

MapameTpbl MHTEpdelica:

IP-adpec, HazHayaemeolli 0na uHmepgpelica VLAN 1 — 192.168.16.144
Macka nodcemu — 255.255.255.0
IP-adpec wnto3a no ymonyaHuro — 192.168.16.1

console# configure

console (config) # interface vlan !

console (config-if)# ip address 192.168.16.144 /24
console (config-if)# exit

console (config)# ip default-gateway 192.168.16.1
console (config)# exit

console#

[na Toro utobbl y6eanTbea, 4To agpec 6bin HasHayYeH MHTepdENCy, BBeAMTE KOMaHAY:

console# show ip interface vlan 1

IP Address I/F I/F Status Type Directed Prec Redirect Status
admin/oper Broadcast
192.168.16.144/24 wvlan 1 UP/DOWN Static disable No enable Valid

4.5.1.4 [llony4eHue IP-adpeca om cepsepa DHCP

Ona nonyyeHna IP-agpeca moxeT ncnonbsosatbea npotokon DHCP, B cnyyvae ecan B ceTu npucytcTayer
cepsep DHCP. IP-aapec oT cepsepa DHCP mokHO nony4atb Yepes nobont uHtepdelic — VLAN, dusnyeckuii
nopT, rpynny nopTos.

V Mo ymonuaHuio DHCP-KnAneHT BKAOYEH Ha uHTepodeiice VLAN 1.
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Mpumep HaACTPOMKMK, NpeAHa3HAYeHHOM ANA NoslydyeHma agMHamumyeckoro IP-agpeca ot DHCP-cepBepa
Ha nHTepdeice vlan 1:

console# configure

console (config) # interface vlan !
console (config-if)# ip address dhcp
console (config-if) # exit

console#

Ona Toro 4tobbl yoeanTbesa, Yto agpec bbin HazHavyeH MHTepdelicy, BBeaMTE KOMaHAay:

console# show ip interface vlan 1

IP Address I/F I/F Status Type Directed Prec Redirect Status
admin/oper Broadcast
10.10.10.3/24 vlan 1 UP/UP DHCP disable No enable Valid

4.5.1.5 Hacmpolika napamempos npomokosaa SNMP 015 docmyna K ycmpolicmey

YCTPOICTBO coAepKMT BCTPOEHHbI areHT SNMP 1 noaaep»kunsaeT Bepcum npoTtokona vi/v2c/v3. Arent
SNMP noapep»xunsaet Habop cTaHZAPTHbIX NepemeHHbIXx MIB.

Ona BO3MOMKHOCTU agMMHUCTPUPOBAHNA YCTPOMCTBA NocpeacTBOM npoTokosia SNMP Heobxoaumo
€034aTb XOTA Obl O4HY CTPOKY coobuiecTBa. KommyTaTopbl NoaaepKMBAOT TPM TUMA CTPOK coobLLecTBa:

— ro — onpegenseT A4OCTYN TO/IbKO Ha YTeHue;
— rw — onpegenaeT 4OCTyn Ha YTEeHWEe M 3anucb;
— su — onpegensaet goctyn SNMP-agmuHuctpaTtopa.

Hanbonee pacnpocTpaHeHO MCNOJ/Ib30BaHWE CTPOK coobuwiectBa public — ¢ [OCTYNOM TONbKO A/s
yTeHMsa obbekToB MIB U1 private — c JocTynom Ha yTeHWe U uameHeHue obbektoB MIB. [aa Kaxporo
coobuiecTBa MOXKHO 3aaaTb IP-agpec cTaHUMM ynpaBaeHUs.

Mpumep cospaHua coobuiecTBa private ¢ JOCTYNOM Ha yTeHMe M 3anucb M IP-agpecom cTaHUuMM
ynpasneHna 192.168.16.44:

console# configure

console (config)# snmp-server server

console (config)# snmp-server community private rw 192.168.16.44
console (config)# exit

console#

[na npocmoTpa co3aaHHbIX CTPOK cooblecTBa 1 HacTpoek SNMP ncnosib3yeTca KomaHaa:

console# show snmp

SNMP is enabled.

SNMP traps Source IPv4 interface:
SNMP informs Source IPv4 interface:
SNMP traps Source IPv6 interface:
SNMP informs Source IPv6 interface:

Community-String Community-Access View name IP address Mask
private read write Default 192.168.16.1
44
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4.5.2.1

Community-String Group name IP address Mask Version Type

Traps are enabled.
Authentication-failure trap is enabled.

Version 1,2 notifications
Target Address Type Community Version Udp Filter To Retries

Port name Sec

Version 3 notifications
Target Address Type Username Security Udp Filter To Retries

Level Port name Sec

System Contact:
System Location:

4.5.2 Hacmpolika napamempos cucmemol b6e3onacHocmu

Ona obecneyeHnss 6e30MacHOCTM CUCTEMbI WCMOAb3YyeTcA MmexaHusm AAA  (ayTeHTUUKauus,
aBTopusauma, yyet). Ana wndppoBaHMA AaHHbIX UCMOIb3yeTcs MexaHu3m SSH.

— Authentication (ayTeHTUdMKaLMA) — cONOCTaBNEHME 3anNpoca CyLecTBYoWel yYETHOM 3anmncu
B cMcTeme 6e30MnacHOCTU.

— Authorization (aBTopv3aumsa, NPOBepPKa YPOBHA A0CTyNa) — COMNOCTaBAeHUe YYETHOM 3aMnncK B
cucTeme (Npolealueit ayTeHTUGUKaLMIO) U onpeaenEHHbIX NOJHOMOUUNA.

— Accounting (y4€T) — cnexeHue 3a notpebaeHmem pecypcos nosib3oBatenem.

Mpyn MCNONb30BAHUKN HACTPOEK YCTPOMCTBA MO YMOJIYAHUIO MMS Nosab3oBaTens — admin, naponb —
admin. Maponb Ha3HayaeTcA no/sib3oBaTesnem. B ciayyae ecnu naposib yTpayeH, MOMKHO Nepesarpysutb
YCTPOMCTBO U Yepe3 CepUMHbIA NOPT NpepBaTb 3arpy3Ky, HaxkaB Knasully <Esc> wnn <Enter>. B TeuyeHue
NnepBbIX ABYX CEKYHA, NOC/Ie NOABAEHNA COOBLL,EHNA aBTO3arPy3KM OTKPOETCA MeHI0 Startup, B KOTOPOM HYKHO
3anycTuUTb Npoueaypy BoccTaHoBAeHUs naponsa ([2] Password Recovery Procedure).

Y
Y

Monb3oBatenb no ymonuaHuio (admin/admin) cywecteyer ao Tex nop, Nnoka He co3gaH
noboit apyroi nonb3oBaTtesb C ypoBHeM npusuneruii 15.

Mpu yaaneHnn Bcex co3gaHHbIX Noab3oBateneit ¢ 15 ypoBHem npuBuaeruii goctyn K
KommyTatopy O6yaer ocywectBnATbCcA Nop,  Nonb3oBaTesiemM MO YMOJYaHUIO
(admin/admin).

[ns obecneyeHuns nepBoHaYaabHOM 6€30MacHOCTM Naposib B CUCTEME MOXKHO 334aTb 419 CEPBUCOB:

console
console
console
console
console
console

— KoHconb (noakntoyeHne Yyepes cepuiiHbli NopT);
—  Telnet;
—  SSH.

YcmaHoska napona 0718 KOHCOAU

config)# aaa authentication login authorization default line
config) # aaa authentication enable default line

config) # line console

config-line)# login authentication default

config-line) # enable authentication default

config-line) # password console

o~ o~ o~~~

B oTBeT Ha NpurnaweHue BBeCTU Napoib BO BpeMA perncrpauunm B yCTpOVICTBe yepe3 ceaHC KOHCOon

BBeAUTE NapO/ib — console.
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4.5.2.2 YcmaHoska naposns ona Telnet

console (config)# aaa authentication login authorization default line
console (config) # aaa authentication enable default line

console (config)# ip telnet server

console (config)# line telnet

console (config-line)# login authentication default

console (config-line)# enable authentication default

console (config-line)# password telnet

B oTBeT Ha npwuraaleHne BBECTM Napo/ib BO BPeMa Pernmctpauum B ycTpoicTee yepes ceaHc Telnet
BBeguTe naposb — telnet.

4.5.2.3 YcmaHoska napons 011 SSH

console (config)# aaa authentication login authorization default line
console (config) # aaa authentication enable default line

console (config) # ip ssh server

console (config) # line ssh

console (config-line)# login authentication default

console (config-line)# enable authentication default

console (config-line)# password ssh

B oTBET Ha Npu1raaweHMe BBECTM Napo/ib BO BPEMSA PErMCTPaLLMM B YCTPOMCTBE Yepes ceaHc SSH BBeauTe
naponb — ssh.

4.5.3 Hacmpoiika 6aHHepa

Ona yaobcrea aKcnyaTaumm ycTpoicTBa MOXKHO 3a4aTb 6baHHep — coobuleHune, coaepkaulee ntobyro
nHbopmaumio. Hanpmumep:

console (config)# banner exec;

Role: Core switch
Location: Objedineniya 9, str.
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5 YNPABJ/IEHUE YCTPOMCTBOM. UHTEP®ENC KOMAHOHOW CTPOKU

[Nna HacTPOMKM KOMMYTaTOpa MCMOJIb3YEeTCA HECKOJIbKO PEeXMMOB. B Kaxkgom perkmme AOCTyneH
onpeaeneHHbll CNMCOK KOMaHA,. BBoA CMMBOJIA «?» CAYKUT ANs MPOCMOTPa Habopa KomaHA, SOCTYMNHbIX B
Ka*KAOM M3 PEXMMOB.

Ona nepexoga M3 O4HOrO pexkMMa B APYro MCMNONb3YHTCA cneumasnbHble KoMaHabl. lMepedyeHb
CYLLLECTBYIOLLMX PEXMMOB M KOMaHZ, BXO4A B PEKMM:

KomaHOHbili pexcum (EXEC), naHHbIN pexum A0CTyneH cpasy nocse ycnewHol 3arpy3kmM KommMmyTraTopa
M BBOAA MMEHW MOJIb30BaTeNA M Naponsa (4Nns HenpuBMAErMpoBaHHOIO nosb3oBaTens). MpurnawexHve cu-
CTeMbI B 3TOM peXKMMme COCTOUT U3 MMeHM ycTpoictea (host name) u cumona “>".

console>

MpueuneauposaHHbiii KOMaHOHbIl pexcum (privileged EXEC), naHHbIN pexXum A0CTyneH cpasy nocne
yCNewHoM 3arpy3kn KOMMyTaTopa, BBOAA MMEHM NONb30BaTeNA M Napoas. MpurnaleHmne cUCTEMbI B 3TOM
perKMme COCTOUT U3 UMeEHM ycTpoiicTBa (host name) u cumsona “#”.

console#

Pexcum 2nobanvHoii KoHpu2ypayuu (global configuration), naHHbl pexum npeaHasHayeH AnA 3a0a-
HUA 0b6LWMX HacTpoeK KommyTaTtopa. KomaHabl pexuma rnobanbHo KoHbUrypaumm gocTynHbl U3 Atoboro
nogpexKmMma KoHpurypaumm. Bxos B penm ocyLw,ecTBaAaeTca KomaHaon configure.

console# configure
console (config) #

Pexcum KoHghu2ypayuu mepmuHand (line configuration), naHHbIV peXKMm npeaHasHayeH ana KoHdu-
rypaumm, cBs3aHHOM ¢ paboTon TepMMHana. Bxoa B pexmm ocyLLeCTBAAETCA U3 perKnma rnobanbHON KoOHOK-
rypaumu.

console (config)# line {console | telnet | ssh}
console (config-line)#

5.1 ba3soBble KOMaHAbI

KomaHOowbi pexcuma EXEC

3anpoc KoMaHgHOW CTPOKK B pexxkmnme EXEC nmeet cneayowmin Bua;

console>

Tabnnua 33 — ba3oBble KOMaHAbl, AOCTYMHbIE B pexume EXEC

Komanda 3HayeHue/3HavyeHue Leiicmeue
o ymon4aHuio

enable [priv] priv: (1..15)/15 MepekNoUnTLCSA B MPUBMAETMPOBAHHBIN PEXKMM (ecnun 3HaueHne
He yKa3aHO — TO ypoBeHb npusuaernii 15).

login - 3aBeplUeHMe TeKyLLLEel CeCCMU U CMeHa NOo/b30BaTeN .

exit — 3aKpbITb aKTUBHYIO TEPMUHA/IBHYIO CECCUIO.

help . 3anpoc cnpaBoYHOM MHOPMaLMKM 0 paboTe MHTepdeiica
KOMaHZAHOM CTPOKM
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show history

MoKasaTb UCTOPMIO KOMaHA, BBEAEHHbIX B TEKYLLEN
TEPMUHANbHOW ceccum.

show privilege

MoKasaTb ypoBEHb NPUBUAETUIA TEKYLLETO NOAb30BATENS.

terminal history

terminal no history

—/dYHKUMA BKAKOYEHA

BKAOUNTL GYHKLMIO COXPaHEHWA UCTOPUM BBELAEHHbIX KOMAHA,
ANA TeKyLwel TepMUHANbHOM ceccuim.

OTKNOUNTD GYHKLMIO COXPAHEHUS UCTOPUMU BBEAEHHbBIX KOMaHA,
ANA TeKywwel TepMUHANbHOM ceccuum.

terminal history size size

terminal no history size

size: (10..207)/10

N3meHWTb pazmep Bydepa CTOPUM BBEAEHHBIX KOMaHA A/1A
TeKyLLe TEPMUHAIbHOW Ceccuu.

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

terminal datadump

terminal no datadump

—/BbIBOA, KOMaHA,
pasgenseTca no
CTpaHULam

OTO06pa3unTb BbIBOA KOMaHA 6e3 pasaeneHuna Ha cTpaHuLbl
(paspeneHuve BbIBOAA CNPaBKM NO CTPAHMLLAM OCYLLECTBAAETCA
cTpokoit: More: <space>, Quit: g or CTRL+Z, One line: <return>).

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

terminal prompt

terminal no prompt

—/dyHKUMA BKAKOYEHa

BKAOYNTL NOATBEPKAEHWNE Nepes, BbINOSHEHUEM HEKOTOPbIX
KOMaHA.

OTK/OYUTL NOATBEPKAEHWE Nepes, BbINOJHEHUEM HEKOTOPbIX
KOMaHA.

show banner [login | exec]

OTobparkaeT KoHOUTypaunto 6aHHEPOB.

KomaHObI pexcuma privileged EXEC

3anpoc KOMaHAHOM CTPOKU MMeeT caeayowmii BUa;

console#

Tabanua 34 — ba3oBble KOMaHAbI, 4OCTYNHbIe B pexkmume privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

disable [priv]

priv: (1, 7, 15)/1

BepHyTbCA B KOMaHAHbIM pexkum (EXEC) ns
NpUBUIErMPOBAHHOIO KOMaHAHoro pexuma (privileged EXEC).

configure[terminal]

MepenTn B peXMm KoHOUrypaumm.

debug-mode

MepeliTu B peXxnm OTNaaKu.

set system mode {acl-sqinq
| acl-sqing-udb}

acl-sging

YCTaHOBUTb PeXUM HAacTPONKKN GuUabTpaLmm Tpaduka.

- acl-sging — pexxum no ymonyaHuto;

- acl-sging-udb — BABOE YyMEHbBLIEHO KOIMYECTBO BO3MOMKHbIX
npasun SQinQ; fobasneHa BO3MOXHOCTb GUAbTPALLUM NO
TpuHaguaTtv opdcetam (B pexkmme No yMOAYaHUIO — NATb).

KomaHObI, 0ocmyrnHble 80 8CeX PeXUMax KOH@dua2ypayuu

3anpoc KOMaHAHOVI CTPOKN nmeeT O AnH N3 cheagyroumnx suaos:

console#

console (config) #

console (config-line) #

Tabauua 35 — ba3oBble KOMaHAbl, 4OCTYMHbIE BO BCEX PeXMMaxX KOHOMIypaumm

KomaHda

3HayeHue/3HayeHue
Mo yMmoA4YaHuo

Aelicmeue

exit BbIliTV 13 Nt060ro pexxmma KOHPUrypaLmMm Ha ypoBeHb Bbile B
nepapxmun komaHg, CLI.
end BbINTM 13 N106OTO perkMma KOHOUIypauum B KOMaHAHbIA PEXMUM

(Privileged EXEC).
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do BbINONHWTL KOMaHAY KoMaHaHoro ypoBHs (EXEC) u3 noboro
peXxnma KoHpurypaumu.
help — BbiBecTu cnpasKy MO UCNO/Ib3yeMbIM KOMaHAAM.

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

3anpoc KOMaHAHOM CTPOKM UMEET CeayoWmin BUA,:

console (config) #

Tabnuua 36 — BasoBble KOMaHAbl, AOCTYMHbIE B peXKMMe rnobanbHol KoHUrypauum

KomaHda

3HayeHue/3HayeHue
no ymon4aHuo

Aeiicmeue

banner exec d
message_text d

no banner exec

3apaTb TeKCT coobuieHnn exec (Mpumep: Nonb3oBaTe b
YCNELHO BOLWE B CUCTEMY) U BKIOYMTb BbIBOA HA IKPaH.
- d — pasgenutens;

- message_text — TeKcT coobLueHus (B cTpoke go 510
cumBonos, obuwee 2000 cumBooB).

Y8anuTtb TeKCT coobLLeHns exec.

banner login d
message_text d

no banner login

3apatb TeKcT coobuweHua login (MHPopmaumoHHoe coobuieHue,
KOTOpoe oTobparkaeTca nepes, BBOAOM MMEHM NONb30BaTeNA U
NaponA), U BKKOYUTb BbIBOA HA IKPaH.

- d — paspgenutens;

- message_text — TeKcT coobLueHus (B cTpoke go 510
cumBonos, obuwee 2000 cumBonos).

YaanuTb TeKCT coobuerus login.

line session-limit max-
session

no line session-limit

max-session: (1..6)/6

3afaeT MaKCMMaibHO BO3MOXKHOE YMCI0 aKTUBHbIX ceccuit CLI.
OpaHa ceccus 3aperMcTpMpoBaHa ANA ynpas/ieHua
V yepes com-nopr.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

KomaHObI pexcuma KoHguaypayuu mepMmuHana

3anpoc KOMaHAHOW CTPOKM B PEXUME KOHPUTYypaLMM TEPMUHANA MMEET CeayoLWmMi BUA,:

console (config-line) #

Tabnnua 37 — ba3oBble KOMaHAbI, 4OCTYMHbIE B PEXKMME KOHOUrypaLmm TepmmHana

3HayeHue/3HayeHue .
KomaHda Aeiicmeue
no yMmon4aHuio
history BKNt0UNTL GYHKLMIO COXPAHEHUA NCTOPUUN BBEAEHHbBIX KOMAHA,
no history —/bYHKUMA BKNIOYEHA | BbIKAKOYUTL GYHKLMIO COXPAHEHNA UCTOPUM BBEAEHHDBIX

KOMaHa,

history size size

no history size

size: (10..207)/10

M3meHUTb pasmep Bydepa nctopun BBEAEHHbIX KOMAHA,

YCTaHOBUTb 3HaYeHMe MO YMOJIHaHUIO.

exec-timeout timeout

no exec-timeout

timeout: (0..65535)/10
MUHYT

3afaTb TaiMayT TekyLlell TepMUHANBbHOWM CECCUM B MUHYTaX.

YCTaHOBUTb 3HaYeHMe MO YMOJIHaHUIO.
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5.2 ®dunbTpayma coobuieHnii KOMaHAHOMN CTPOKKU

dunbTpaumnsa coobuieHMin NO3BOAAET YMEHbLINTL 06beM 0TOOpaXKaembIX AaHHbIX B OTBET Ha 3amnpochl
nonb3oBaTesia U 06/1erYnTb NOUCK Heobxoanumomn nHbopmauun. Ana ¢uabTpaummn nHdopmaumm Tpebyetcs
N06aBUTb B KOHEL, KOMaHAHOW CTPOKM cumBon “|” m ucnonb3oBaTb OAHY M3 onuuii GpuabTpauumu,
nepeYncsieHHbIX B Tabaumue 38.

Tabnnua 38 — KomaHabl pexkmma rnobanbHoM KoHpUrypaumm

Memod 3HayeHue/3HayeHue Lleiicmaue
o ymon4aHuio
begin pattern HaiTi nepeoe coBnageHue ¢ WwabaoHOM B Hayasie CTPOKM,
BbIBECTM BCE CTPOKM 33 HEW.
include pattern - BbIBECTM BCE CTPOKM, coaeprKalume WwabnoH.
exclude pattern BbiBECTU BCE CTPOKM, HE coaeprKaLLme WabnoH.

5.3 MepeHanpasneHue BbiBOAA KOMaHA, CLI B npousBonbHbIN Ppaiin Ha N3Y

NHTepdelic KOMaHAHOM CTPOKU NPeAoCcTaBAseT BO3MOMKHOCTb NepeHanpas/ieHNs BbiBOAA KOMaHA, B
Nnpown3Bo/ibHbIN dain Ha M3Y.

[ns Toro 4tobbl KONMPOBaATb BbIBOA, KOMaHAbl B daitn (nepesanucatb daiin, ecnm Takon yxe cylle-
cTBYeT), TpebyeTtcaA nocne Habopa KoMaHabl 0TOBpaXKeHUsA MHGopMaLIMK A06aBUTb CUMBOA «>» U YKa3aTb UMA
daiina. Ons Toro, 4Tobbl KONMPOBATL BbIBOA KOMaHAbl B KOHeL, ¢aina, nocne Habopa KomaHabl 0TObpaxKeHun
nHpopmauum Ao06aBUTb CUMBOJ «>>» U YKasaTb UmsA daiina. MNpumep UCrnosib30BaHUA:

console# show system >> flash://directory/filename

MepeHanpaBAATb BbIBOA KOMaHp, B ¢paiil MOXKeT TO/IbKO Nosib3oBaTesib ¢ 15 ypoBHem npu-
BUNETUMA.

.‘

5.4 Hactpoiika MaKpOKOMaHA,

[aHHas GyHKUMA NO3BOAAET CO34aBaTb YHUOUUMPOBaHHbIE Habopbl KOMaHA — MaKpOCbl, KOTOpble
MOXHO BNOC/NEACTBUMN NPUMEHATb B NpoLLecce KoHUrypaumm.

KomaHObI pexcuma 2a0b6aab6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM pexkmnma rnobanbHoM KOHGUrypaumm:

console (config) #
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Tabanua 39 — KomaHapl pexunma rnobanbHon KoHoUrypaumm

3HayeHue/3HayeHue -
KomaHoa Aelicmeue
o ymoa4aHuro

macro name word [track Co3aaTb HOBbI Habop KOMaHA, ecan Habop C TaKUM UMeHeM
object [state activa- cyliecTsyeT — nepesanucaTb ero. Habop KomaHa BBOAUTCA
tion_statel]] NOCTPOYHO. 3aKOHUYUTb MAKPOC MOXKHO C MOMOLLbIO CUMBO/IA

“@”. MakcumanbHasa a4nvMHa makpoca — 510 cumBonos. B Tene

MaKpOCa MOYHO MCMO/b30BaTh A0 TPEX NepeMeHHbIX B

word: (1..32)
KoHburypauun. Ecnm 3agaH napamertp track, makpoc byget
CMMBOJI0B

aKTMBMPOBaH Npu nameHeHnn TRACK ob6bekTa c Homepom
object, B cooTBeTCTBMM C NapameTpom state (up — akTMBauma
npu nepexoge mn3 coctosHna DOWN B coctosiHne UP, down —
aKTuBauma npu nepexosge us coctoaHna UP B coctoaHmne DOWN,
any — aKkTUBaLMA Npu 1l060M M3MEHEHMM COCTOAHMA). MaKpoc
He MOXKeT 6bITb aKTUBUPOBaH M3meHeHnem TRACK obbekTa npu
Ha YN NepemeHHbIX B Tene.

object: (1..64);
activation_state: (any,
up, down)/any

no macro name word Y[anuTb yKasaHHbIA Makpoc.
macro global apply word word: (1..32) MpPUMEHUTb YKa3aHHbIN MaKpocC.
CUMBOJI0B
macro global trace word word: (1..32) MpoBepuTb YKaszaHHbI MaKpoC Ha BaIMAHOCTb.
CUMBO/I0B
macro global description Co34aTb CTPOKY-AECKPUNTOP rNobasbHOro makpoca.
word: (1..160)
word
— CUMBOJI0B
no macro global description Y[anuTb CTPOKY-AeCcKpMnTop.

KomaHObl pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console>

Tabnunua 40 — KomaHgpbl perkmuma EXEC

3HayeHue/3HayeHue .
KomaHda Aelicmeue
no ymoa4aHuro
macro apply word [patternl MPUMEHNTb yKa3aHHbI MaKpoc.
valuel] [pattern2 value2] d&: (1.32 - pattern — wabnoH, cocToAWMI U3 06bABNEHUA, HaNpUMep,
word: (1.. o
[pattern3 value3] ord: { ) cumsona "S", n nepeMeHHoOM, HaNUCaHHbIX CIUTHO;
CMMBO/I0B
- value — nepemeHHas KoH$uUrypaumu.

macro trace word MpoBepUTb YKasaHHbI MaKPOC Ha BafIMAHOCTb.

show parser macro [{brief |
description [interface {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-

OT06pa3nTb NapameTpbl HACTPOEHHbIX MaKPOCOB Ha

i 1 (1. 1..48);
gi_port: (1..8/0/1..48); ycTpoicTse.

te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

tygigabitethernet fo_port | group: (1..48);
ort-channel group}] | word: (1..32)
i group CMMBO/IOB

name word}]

KomaHObI pexcuma KoHgu2ypayuu uHmepage